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Abstract

Once specialized for graphics acceleration, Graphics Processing
Units (GPUs) now serve as foundational components of parallel
computing, driving advancements from immersive gaming to gen-
erative Artificial Intelligence (AI). However, while their computa-
tional capabilities have expanded dramatically, GPU security has
lagged behind their expanding functionality. Recent studies reveal
that GPUs remain susceptible to memory corruption attacks, a
gap amplified by their reliance on memory-unsafe programming
frameworks, such as CUDA. Although contemporary GPUs incor-
porate basic defenses like ASLR and stack canaries, the absence of
hardware-enforced Data Execution Prevention (DEP) leaves them
critically exposed to code-injection attacks, undermining the im-
plementation of a robust WeX security policy.

This work analyzes the potential of code-injection attacks on
NVIDIA GPUs, executed independently of CPU vulnerabilities, in
the presence of ASLR and stack canary protections. To address this
gap, we design and implement a software-based DEP mechanism,
a critical enabler of the W@X policy, to enforce strict memory
permissions, eliminating executable-writable memory regions, and
thereby neutralizing code-injection attacks. Our solution operates
transparently alongside proprietary vendor toolchains and software
components while maintaining compatibility with precompiled
libraries. Empirical evaluations across diverse benchmarks on three
different NVIDIA GPU architectures show that our approach incurs
minimal overhead, with average runtime and memory overheads
of less than 0.5%.
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omitted from the camera-ready proceedings version due to space constraints.
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1 Introduction

Graphics Processing Units (GPUs) have evolved from specialized
graphics hardware into powerful, general-purpose parallel com-
puting engines [15]. They now underpin workloads ranging from
large-scale machine learning to generative Al, with recent sys-
tems such as DeepSeek illustrating this transformation [33]. GPU
vendors continuously advance architectures for both datacenter
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and consumer scenarios. However, despite this rapid expansion in
capability, GPU security features have not matured at the same
pace [11, 23, 67]. This divergence between adoption and security
hardening is particularly concerning given the increasingly impor-
tant role of GPUs in many fast-growing industries [28, 74, 84]. For
instance, OpenAl leveraged NVIDIA’s Volta V100 GPUs to train
GPT-3 [13]. Similarly, DeepSeek’s recent models at the time of writ-
ing, including DeepSeek-V3 and DeepSeek-R1, were reported to rely
primarily on large-scale NVIDIA GPU clusters, including Ampere
A100 and Hopper H100 GPUs [33].

Problem Statement. As a result, GPUs have become attractive
targets for a range of attack vectors [18, 21, 23, 32, 61, 67, 68, 74, 80],
with memory corruption attacks among the most significant, as
confirmed by vendors such as NVIDIA [71, 76]. For instance, re-
cent research has shown that memory corruption on GPUs can be
exploited to leak confidential information [70], alter computation
outcomes [61], hijack resources [74], or compromise the host sys-
tem [88]. Security researchers have demonstrated techniques akin
to classic CPU exploitation, including code injection and forms of
code reuse attacks like Return-Oriented Programming (ROP) [23, 61,
67]. In response, researchers have begun proposing GPU-specific
sanitizers and testing tools to detect memory safety violations and
mitigate exploitation in GPU applications [28, 29, 71, 76].

These approaches improve the detection of memory safety vi-
olations, but leave a key exploitation barrier unaddressed. Once
memory corruption occurs, current GPU platforms do not reliably
prevent writable, attacker-controlled memory from being executed
as code. Consequently, an undetected memory safety violation may
still be transformed into a code-injection attack, revealing a funda-
mental gap between vulnerability detection and exploit mitigation.

This gap stems from missing or only partially realized hard-
ware primitives for instruction-data separation on GPUs. Basic
defenses that have been standard on CPUs for decades, most no-
tably hardware-assisted Data Execution Prevention (DEP) [34],
are absent or inconsistently implemented in current GPU archi-
tectures [23, 67], as shown in Table 1. This is particularly risky
given that general-purpose GPU programming frameworks like
CUDA [47] and OpenCL [39] extend memory-unsafe languages
such as C and C++, and therefore inherit decades-old vulnerabili-
ties endemic to these languages [76]. Although recent GPU designs
incorporate mitigations such as stack canaries and address space
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layout randomization (ASLR) [67], they still do not provide the com-
bination of non-executable data pages and non-writable code pages
needed to enforce a robust WeX policy. In CPUs, WX is enforced
by the Memory Management Unit (MMU) through two hardware-
level page table flags: one marks data memory as non-executable,
enabling DEP, and another marks code memory as non-writable.
In contrast, starting with Volta, recent NVIDIA GPU architectures
expose only a single GPU MMU (GMMU) flag for marking code
pages as non-writable (see Table 1). This feature is disabled by de-
fault and remains challenging to configure. Even if this protection
is enabled, the absence of DEP means that attacker-controlled data
may still be executed as code, leaving code injection viable in the
presence of memory corruption.

Contributions. This paper examines the feasibility of code in-
jection on recent NVIDIA GPUs, under a threat model where ASLR
and stack canaries are enabled. Our findings show that the lack
of effective WX enforcement leaves code injection as a poten-
tial attack vector in vulnerable CUDA programs on current GPU
platforms. However, practical exploitability depends on GPU ar-
chitectural constraints, the memory-corruption primitive exposed
by the vulnerable program, and the degree of adversarial control
over its inputs and execution state. We further analyze the chal-
lenges of configuring and reliably enforcing non-writable code
pages, despite the presence of a dedicated GMMU permission bit
for this purpose. While W&X is mature and well understood on
CPUs [6, 9, 26, 34, 69], our study shows that it is neither reliably
supported nor straightforward to deploy on GPUs today.

We then design and implement cuDEP, a lightweight software-
assisted DEP mechanism for GPUs that prevents execution from
data pages. Building on this DEP foundation, we enforce a practical
WX policy whose second component uses transparent runtime in-
terposition to set the GPU code-page permission bit and deny writes
to code pages during execution. Our evaluation shows that effective
WX enforcement is feasible on current GPUs despite proprietary
hardware and software constraints. Experiments across several
benchmarks on three NVIDIA GPU architectures, namely Ampere,
Hopper, and Blackwell, demonstrate that our approach incurs less
than 0.5% average runtime and code-size overhead while remaining
compatible with pre-compiled libraries. Finally, our results provide
an immediate mitigation for existing GPU deployments and a clear
call for accelerator vendors to introduce first-class hardware sup-
port and safer defaults in future architectures.

Note. The source code for our solution and the accompanying
evaluation artifacts are publicly available [12].

2 Background

2.1 Overview of NVIDIA GPU Architecture

Figure 1 depicts a generic NVIDIA GPU architecture [57]. At the
core are Streaming Multiprocessors (SMs), each of which contains
multiple simple cores, load/store (LD/ST) units, special function
units (SFUs), and a large register file. The SM scheduler groups
threads into warps, typically of size 32, and executes them in a Single-
Instruction Multiple-Thread (SIMT) fashion, allowing thousands of
threads to run simultaneously. Each SM includes a private L1 cache
and an on-chip shared memory, while all SMs connect through
an on-chip interconnect to a device-wide L2 cache. The L2 cache
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Figure 1: Overview of a generic NVIDIA GPU architecture.

interfaces with multiple memory controllers, which provide access
to high-bandwidth off-chip device memory (e.g., GDDR6 or HBM2).
Furthermore, each SM fetches instructions from its instruction
cache and dispatches them to the relevant computing units, with
threads executing synchronously within a warp. NVIDIA GPUs
provide a large register file, with tens of general-purpose registers
per thread (e.g., 256 in Ampere), alongside predicate and other
special-purpose registers [17].

GPU programming models such as CUDA expose multiple mem-
ory spaces with distinct roles. Global memory resides in off-chip
DRAM and serves as the primary heap for program code and data;
it is accessible to all threads within a GPU application and cached
at the L1 and L2 levels. Local memory is a per-thread region used
mainly as a stack for spilled registers and private data; despite its
name, it is allocated in device DRAM and remains private to the
owning thread. Shared memory is an on-chip scratchpad shared
by threads within a block, enabling low-latency data sharing and
synchronization. Constant and texture memory are read-only spaces
optimized for broadcast and 2D/3D spatial locality, respectively.

Although the hardware distinguishes these memory spaces, they
are unified under a single virtual memory system. Each space is ac-
cessed via dedicated instructions (e.g., LDG/STG for global, LDL/STL
for local, and LDS/STS for shared memory), while generic load and
store instructions (LD/ST) operate across all memory spaces [47].

2.2 Virtual Memory on NVIDIA GPUs

Modern GPUs implement virtual memory to provide isolation
across GPU programs (i.e., GPU contexts). Each GPU program main-
tains its own multi-level page table in the global memory, managed
by the GPU driver. The GMMU handles address translation for
memory requests issued by SMs [50] by walking a page-table to
locate the corresponding page table entry (PTE), caching interme-
diate results in translation lookaside buffers (TLBs) at both the SM
level (L1 TLB) and the device level (L3 TLB) [81].
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Table 1: Comparison of Features Across Recent and Older NVIDIA GPU Architectures [42]. X indicates the feature is unavailable,
v means the feature is available and actively used, v/ indicates the feature is available but not utilized, and ? represents unknown
status. All data is based on experimental evaluations or published reports [23, 35, 45, 56, 61, 67].

‘W4+X Policy
Architecture Year Target Big New Thing E 1 D: E NX Bit (DEP) _Bit for Non-Writable Code
Blackwell 2024 Datacenter Multi-die (chiplet) GPUs, FP4 precision B100, B200 X v
Hopper 2022 Datacenter Transformer Engine, FP§ H100 X v
AdaLovelace 2022 Consumer  DLSS 3 (Al frame generation), 3rd-gen RT cores RTX 4090, 4080, 4070 X v
Ampere 2020 Both Structural sparsity, 2nd-gen RT and Tensor Cores RTX 3090, 3080, 3070  A100, A30 X v
Turing 2018 Consumer 1st real-time ray tracing (RTX), Tensor Cores for DLSS ~ RTX 2080, 2070, 2060 T4 (for inference) X v
Volta 2017 Datacenter Tensor Cores introduced (Al acceleration) V100 X 4
Pascal 2016  Both NVLink, big perf/watt gains, early HBM2 GTX 1080, 1070, 1060  P100 v v/
Maxwell 2014 Consumer Major efficiency boost, CUDA improvements GTX 980, 970 v X
Kepler 2012 Both Dynamic Parallelism, Hyper-Q GTX 680, 670 Tesla K80 v ?

Recent NVIDIA GPUs employ a 49-bit virtual address space
with five levels of translation. PTEs encode physical frame map-
pings as well as access permissions. However, according to the
page table format released by NVIDIA [47, 56], validated by our
experimental analysis and prior work [23], the GMMU lacks an
execute-permission bit to differentiate code from data, meaning
that DEP is not supported. Moreover, although the format specifies
a non-writable bit for code pages, this bit is never set in practice,
leaving code pages writable. A summary of the availability of these
bits across different NVIDIA architectures is provided in Table 1.

2.3 Host-Device Interaction

CUDA adopts a heterogeneous programming model in which the
GPU acts as a coprocessor to the CPU. Applications are typically
written in C or C++ and consist of host code, which executes on
the CPU, and device code, which executes on the GPU. Device code
comprises global functions (aka CUDA kernels) invoked from the
host and executed on the GPU, and device functions, which can only
be called from kernels or other device functions. Host code interacts
with the GPU via the CUDA runtime, which manages memory
allocation, kernel launches, and context handling. CUDA exposes
a high-level Runtime API, which offer functions like cudaMalloc
and cudalLaunchKernel, as well as a lower-level Driver API that
provides explicit control over contexts and module loading. The
two APIs can be used independently or combined [37, 38]. The
CUDA runtime is distributed as part of the CUDA Toolkit, which
also includes the NVCC compiler, core libraries (e.g., libcudart,
cuBLAS), and development tools such as CUDA-GDB [54].

The compilation of CUDA programs is orchestrated by NVCC,
which preprocesses source files and separates host and device code.
The host code is further compiled by a standard compiler (e.g., GCC
or Clang) into CPU object code, while the device code is translated
into Parallel Thread Execution (PTX), an intermediate repre-
sentation that is further compiled into fixed-length 16-byte native
GPU instructions (Streaming Assembly (SASS)). This translation
is performed by the PTX assembler (PTXas), which operates either
ahead-of-time (during compilation) or just-in-time (JIT) under the
control of the CUDA runtime [8, 55]. The final output is a standard
ELF executable containing a special FATBIN (fat binary) section,
which encapsulates portable PTX and/or architecture-specific SASS
(cuBIN) binaries [24, 53]. At program launch, the CUDA runtime
extracts the FATBIN, initializes a CUDA context, performs JIT com-
pilation of PTX if needed, allocates GPU memory pages for code
and data (with default read, write, and execute permissions), and or-
chestrates kernel execution. When a kernel is launched, threads are

organized into a grid of blocks that are scheduled across available
SMs, while host-device data transfers are handled via DMA engines
over high-speed interconnects such as PCle or NVLink [36].

3 Code Injection on Modern GPUs

Recent research [23] demonstrated shellcode injection on NVIDIA’s
vGPU platform in the absence of mitigations such as ASLR and
stack canaries. In contrast, this section characterizes code injection
against vulnerable CUDA programs running on modern GPUs with
these mitigations enabled, identifying the residual attack surface
and constraints that persist under this threat model. For clarity,
this section and the next use the Ampere architecture as a running
example, while Section 5 discusses the extent to which our findings
generalize to other GPU architectures.

Scope. Our analysis is intentionally conducted at the level of
controlled, vulnerable CUDA programs. Our objective is not to es-
tablish end-to-end exploitability against deployed ML applications
or serving infrastructures. Instead, we isolate and characterize the
barriers imposed by ASLR and compiler-inserted stack canaries on
modern NVIDIA GPUs, identify the capabilities required to bypass
them, and determine whether code injection remains possible once
those capabilities are available.

3.1 Threat Model

We consider an adversary targeting a vulnerable CUDA program
executing on a modern NVIDIA GPU. The host application, CUDA
runtime, and driver are assumed to be uncompromised. Rather than
modeling how malicious inputs propagate through an application or
serving stack, we consider attacker-controlled values that directly
reach the vulnerable device code. In particular, we assume:

The GPU executes with all currently available vendor-provided
defenses enabled, including ASLR and stack canaries.

The adversary has identified two memory safety errors in device
code: (i) an out-of-bounds (OoB) read capable of disclosing run-
time values, including randomized addresses and stack canaries,
and (ii) an OoB write capable of corrupting control data, such as
saved return addresses in local memory or function pointers in
global memory.

The adversary can control the values supplied to the vulnerable
program and observe its externally visible output or failure. For
analyses involving repeated guesses, we explicitly distinguish
attempts that can occur within the same CUDA context from
those requiring a host-process restart.
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These assumptions deliberately isolate the effectiveness of ASLR
and stack canaries from vulnerability discovery and input reach-
ability. We do not claim that commodity CUDA applications, ML
frameworks, or serving systems expose this combination of prim-
itives, or that remote users can exercise them with the assumed
degree of control. Establishing end-to-end exploitability in deployed
ML inference stacks remains challenging, although recent work
has taken a step in this direction by demonstrating code injection
through memory errors in real-world GPU software under more
realistic application-level conditions [66].

3.2 GPU-specific Adversarial Knowledge

This section examines whether ASLR and stack canaries introduce
GPU-specific challenges distinct from those observed on CPUs [65].

3.2.1 ASLR. To evaluate the effectiveness of ASLR, we first sought
to understand the semantics and exact ranges of GPU virtual mem-
ory segments for CUDA applications when address randomization
is disabled. To this end, we developed several sample CUDA appli-
cations, compiled them with -00 optimization flag, and executed
them on our test platform. The choice of -00 optimization allows
us to print virtual addresses of variables residing in different GPU
memory spaces, including global, local, and shared memory, using
printf statements inside device functions. This is not possi-
ble under higher optimization levels (e.g., ~03) due to aggressive
inlining of device functions (i.e., a constant value of 0x8 is printed).

We further leveraged a tool released by Zhenkai et al. [85] to
extract the GPU page tables for each evaluated application. By cor-
relating the printed virtual addresses with the retrieved address
ranges, we inferred the relevant structure of the page table layout.
Given this fixed layout, we can identify the address ranges corre-
sponding to different memory spaces irrespective of whether ASLR
is enabled. We then enabled ASLR and repeated the same procedure
for the selected applications. Table 7 in Appendix A reports the
observed start addresses of global, local, shared, and user-defined
constant memory across multiple runs of a representative applica-
tion on Ampere GPUs with ASLR enabled. The table also includes
the base address of the GPU heap allocated from host code via
cudaMalloc, which resides in global memory, as well as the device
heap used for dynamic allocations issued from within device code.

Findings. (1) We found that ASLR computes the randomized
base addresses of all GPU memory regions at the launch of the
CPU host process (i.e., initialization of a CUDA context), except
for addresses of dynamic allocations from within device code, which
remain unrandomized. However, we could not find any public evi-
dence of the usage of device heap allocation in open-source soft-
ware, including our selected benchmarks in Section 7, suggesting
that this might not be a critical attack vector. (2) We also noticed
that these randomized base addresses remain fixed for the pro-
cess’s lifetime and are stored in read-only constant memory, from
which they are retrieved for every subsequent kernel launch within
the same process. (3) On our Ampere GPU, which employs a 49-bit
virtual address space, we found that only 20 bits of the virtual
address space are randomized, specifically bits [44:25] for all
memory regions. For instance, on our platform, global memory
consistently begins at 9x7[20 random bits]400100, whereas lo-
cal memory always starts at @x7[random 20 bits]fffb68. This

observation of limited entropy aligns with findings on the older
Turing architecture [67] as well as a recent work on the Ada ar-
chitecture [87], suggesting that GPU ASLR is more susceptible to
leakage or brute-force attacks than its CPU equivalent. (4) Further-
more, by collecting the starting addresses of multiple GPU memory
spaces across 40,000 executions of diverse CUDA applications on
our Ampere platform, we observed two consistent patterns. First,
for certain pairs of memory spaces, the offset between their base
addresses remains fixed. Specifically, the offset is 16 bits between
global and constant memories (0x100) and 32 bits between local and
shared memories (0x01000498). Second, other memory spaces
exhibit a limited range of 32-bit offset values in which varia-
tion is confined to the most significant byte, implying at most
2% distinct offsets. Table 6 in Appendix A summarizes the observed
offset ranges across several memory spaces. The prevalence of such
relative addressing in ASLR-enabled GPU applications highlights
an additional weakness compared to CPU-based systems: a sin-
gle leaked randomized base address could facilitate further leaks,
exposing a large part of the memory layout.

Brute-forcing ASLR in Black-box Settings. To evaluate brute-
forcing in black-box settings, we attempted to infer randomized
addresses in applications compiled with 03, where no address dis-
closures are available. In practice, we found that naively probing
random addresses is ineffective due to the error handling semantics
of CUDA [31, 54]. Accessing an unmapped or invalid address from
device code triggers an illegal memory access, which results in a
sticky error that corrupts the entire CUDA context [19, 82]. Once
such an error occurs, all subsequent CUDA API calls fail, and the
only recovery mechanism is to terminate and relaunch the host
process, which in turn re-randomizes all virtual addresses. This
behavior fundamentally limits straightforward brute-force attacks,
as each failed guess collapses the probing session.

Nevertheless, our experiments identify narrow conditions under
which brute-forcing may still succeed despite sticky errors. If the
adversary can confine guesses to a known mapped address range,
probing avoids unmapped pages and incorrect attempts trigger
only non-sticky errors [31, 82], which do not require host process
relaunch. Additionally, in fork-based execution models, ASLR ran-
domization occurs once at the parent process launch and is inherited
by all children. A child process may therefore trigger a sticky er-
ror and terminate without corrupting the parent’s CUDA context,
enabling repeated brute-force attempts. While such patterns are
uncommon in CUDA applications and can be mitigated through
proper error handling, they demonstrate that brute-force resistance
is not absolute. We conclude that successful brute-forcing requires
(i) knowledge of the target memory space (e.g., global or local), (ii)
an approximate allocation range inferred from the fixed GPU page
table layout, and (iii) a probing primitive that avoids immediate
process termination. In contrast to prior claims that GPU ASLR is
broadly vulnerable to brute-force attacks [67], our findings show
that the CUDA sticky error mechanism [19, 31, 82] substantially
increases the cost of brute-forcing GPU ASLR by enforcing process-
wide termination upon invalid memory accesses.

3.2.2  Stack Canaries. Stack canaries are disabled by default in NVCC
and can be enabled via —device-stack-protector=true. Compar-
ing SASS code compiled with and without stack protection reveals
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a consistent prologue—epilogue pattern in which a canary is loaded
from constant memory, stored on the stack, and verified before
control returns to the caller.

Findings. On Ampere GPUs, (1) we observed that the canary
consists of two 4-byte values, with the least significant byte fixed
to 0x00, mirroring CPU conventions. As shown in Figure 2a, the ca-
nary is loaded from fixed constant-memory locations (c[0x0][0x150]
and c[0x0]1[0x154]) and stored via STL.64. The epilogue (Fig-
ure 2b) reloads the canary and compares it against the stack value
using two ISETP.EQ.U32.AND instructions, each corresponding to
one half of the canary. Execution proceeds on a match and aborts via
BPT.TRAP otherwise. For clarity, Figure 2 shows the SASS sequence
emitted under -00. While higher optimization levels may alter the
instruction sequence, the canary location and the load-store—check
logic remain unchanged.

1 MOV R4, c[oxe][0x150] ;
2 MOV R5, c[@x@][0x154] ;

s LDL.64 R6, [R1+0x410] ;
ISETP.EQ.U32.AND PO, PT, R4, R6
MOV R6, c[oxe][ox150] ; PTQ. O LD L s
MOV R7, c[@xQ1[0x154] ; ’
ISETP.EQ.U32.AND PO, PT, R7, R5
STL.64 [R1+0x410], R6 ; PQQ. o o Lidlp Litdy

6 @O BRA 0xc80 ;
BPT.TRAP 0x1 ;
/*0c80%/

(a) Push instructions

<

o

(b) Verification instructions

Figure 2: SASS instructions for stack canary handling.

(2) We also observed that stack canaries, like randomized ad-
dresses, are not regenerated with each CUDA context launch from
the same host process, and that the canary value remains fixed
across global and device functions within the same context,
consistent with prior findings on the Turing GPU architecture [67].
We further analyzed the heuristics used by NVCC to determine when
stack canaries are inserted in device functions onthe Ampere ar-
chitecture. Using test cases compiled with -03 to evaluate optimized
CUDA binaries, (3) we found that canary insertion is governed
by a combination of inlining decisions, static control-flow
analysis, and stack-frame size. First, although aggressive inlin-
ing of device functions substantially reduces canary coverage,
compiling with relocatable device code (-dc) preserves function
boundaries and enables canary insertion. Second, canary insertion
depends on the compiler’s ability to statically reason about loop
bounds. Canaries are omitted when all array accesses are provably
in bounds at compile time, but inserted when potential OoB ac-
cesses are detected, except when external library calls are present,
in which case canaries are omitted regardless. Finally, functions
with stack frames of at most 40 bytes never receive stack canaries,
even when return addresses are spilled to the stack. This is reflected
in the function prologue, where the IADD3 R1, R1, <offset>,
RZ instruction adjusts the stack pointer, and offsets of < -0x40
result in no canary insertion.

Brute-forcing Stack Canaries. Similar to ASLR, an incorrect
guess during stack-canary brute-forcing triggers a kernel failure

that results in a sticky error [19, 82], corrupting the CUDA context
and forcing termination of the host process. While fork-based execu-
tion can, in limited cases, amortize sticky errors when brute-forcing
ASLR, we found that this strategy does not apply to stack canaries.
Unlike common CPU operating systems, where forked processes
inherit the same canary value, each CUDA context is initialized
with a fresh stack canary, yielding different values across parent
and child processes. Consequently, contrary to prior claims [67],
repeated guessing across executions does not accumulate progress,
rendering brute-forcing stack canaries infeasible in practice and
leaving information leakage as the primary viable avenue.

3.3 Controlled Demonstration of Code Injection

To determine whether ASLR and stack canaries constitute complete
barriers to code injection, we construct two proof-of-concept CUDA
programs satisfying the assumptions in Section 3.1. Building on the
findings in Section 3.2, Figure 3 illustrates the two attack variants
demonstrated on Ampere GPUs with both mitigations enabled.
Both variants use information disclosure, rather than brute force,
to recover the runtime values required for exploitation.

The first variant (top path in Figure 3) injects shellcode into data
memory. An OoB read discloses the stack canary and randomized
GPU memory addresses, which are used to construct the SASS
payload. An OoB write then overwrites a spilled return address
with the payload address while restoring the leaked canary. Upon
function return, control is redirected to the payload, which executes
directly from data memory.

The second variant (bottom path in Figure 3) exploits writable
GPU code pages. After disclosing the address of the target code
region, an OoB write replaces existing SASS instructions with
attacker-controlled instructions. These instructions execute when
the program counter reaches the modified region, without requiring
a separate control-flow redirection.

Further implementation details and reproduction instructions
are available in our accompanying artifact [12].

4 WoX Policy for Modern NVIDIA GPUs

Overview. Our objective is to enforce a practical WX policy
on NVIDIA GPUs within the existing CUDA software stack. The
novelty of this design does not lie in the WeX principle itself, which
is well established in CPU systems, but in realizing this principle
on a platform where the usual CPU assumptions do not hold. On
CPUs, WeX enforcement typically relies on architectural execute-
permission bits, documented page-table interfaces, and operating-
system control over code loading and permission transitions. In
contrast, current NVIDIA GPUs do not expose a Never-eXecute (NX)
bit for distinguishing executable and non-executable pages, and
GPU code pages are allocated, populated, and mapped internally by
the proprietary CUDA runtime and driver. As a result, application
code cannot simply request conventional code and data permissions
through a documented APIL.

Realizing WX on NVIDIA GPUs therefore requires two comple-
mentary mechanisms. First, GPU code pages must be reliably tran-
sitioned to a read—execute state by setting the GMMU non-writable
bit after instructions are transferred into GPU memory and before
kernel execution begins. Second, because current GMMUs lack an
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1. OoB Read (Leakage) 2. Payload Generation
Leak stack canaries & Craft Malicious SASS based
base addresses on1.

0. Payload Generation
Craft malicious SASS
instructions to execute

from code memory

2. Payload Feeding
Calculate offsets, add to
payload, input to program

Variant 1

3. OoB Write (Injection)
Provide payload as input,
overwrite return address via OoB
write, preserve stack canary.

4. Execute from Data Memory
Return triggers control hijack,
jump to payload address, execute
injected data as instructions.

3. OoB write (Injection)
Exploit relative OoB write, use
wrong offset, write payload into
code memory.

4. Execute from Code Memory
Execute overriding instructions
from code memory

Variant 2

Figure 3: Exploitation flow of two variants of code injection attacks on GPUs, demonstrated despite ASLR and stack canaries.

NX bit, we introduce cuDEP, a lightweight software-based DEP
mechanism that prevents the program counter (PC) from reaching
data memory by validating unsafe indirect control transfers at the
SASS level. This enforcement must happen after ASLR has fixed
the runtime code layout, must remain compatible with precompiled
and JIT-loaded CUDA binaries, and must cover both the CUDA
Runtime and Driver APIs. The rest of this section describes how
we obtain the required runtime information, instrument unsafe
SASS-level control transfers, and enforce code-page write protec-
tion transparently despite the proprietary CUDA ecosystem.

4.1 Challenges

Designing a practical W®X policy for target GPUs presents several
non-trivial challenges arising from architectural constraints and
the proprietary nature of the CUDA software stack.

@ Proprietary Ecosystem. NVIDIA’s GPU software stack is
largely opaque. Core components of the CUDA toolkit, including
the NVCC compiler, CUDA runtime, and the PTX assembler, are closed
source. The native SASS ISA is also proprietary and undocumented.
Consequently, there is limited public insight into kernel loading,
control-flow handling, or safe points for instrumentation.

@ Limitations of the PTX Abstraction. Although PTX is openly
documented and has been used by prior security mechanisms, in-
cluding sanitizers [76] and bounds-checking proposals [62], it is
insufficient for enforcing DEP-like defenses. PTX intentionally ab-
stracts away low-level details such as memory layout, segment
boundaries, and register allocation. As a result, instrumentation
at this intermediate level cannot precisely identify code and data
regions or prevent the PC from jumping into data memory. This lim-
itation is exacerbated by CUDA’s handling of return addresses:
unlike CPUs that use dedicated link registers (e.g., ARM’s LR),
spilled return addresses are placed in general-purpose registers
that vary across functions. Our analysis of multiple cuBIN images
using nvdisasm [52] confirms this behavior, further complicating
return instruction handling at the PTX level.

© Impact of ASLR. Modern GPUs enable ASLR by default,
randomizing code and data base addresses at host process launch.
While ASLR raises the bar for adversaries, it complicates WX
enforcement, as correctly realizing such a defense requires precise
knowledge of code and data boundaries. This challenge is further
exacerbated by @: the proprietary nature of the GPU software
stack obscures the details of ASLR, even though accurate base
addresses are essential for both setting the GMMU non-writable bit
and enforcing cuDEP execution checks.

O Undocumented FATBIN Format. GPU binaries are pack-
aged in FATBIN containers that encapsulate PTX and SASS and are
parsed exclusively by the proprietary CUDA runtime. The mecha-
nisms by which code pages are allocated and mapped remain un-
documented, obscuring both the timing and the location at which
permission updates should be applied. Although individual cuBINs
are ELF-formatted, they are sometimes compressed, and NVIDIA
documentation (e.g., the nvFatbin user guide [53]) omits low-level
details of the FATBIN format, including header structures, section
layouts, and binary encodings.

© Multiple Developer APIs. As discussed in Section 2.3,
NVIDIA exposes two host-side APIs for GPU programming, which
may be used independently or in combination. This duality re-
quires defenses like WX to account for multiple kernel-loading
and memory-allocation paths to ensure comprehensive protection.
Moreover, neither API provides a mechanism to set the GMMU
non-writable bit for code pages, leaving it unset by default.

Although CUDA exposes virtual-memory management APIs,
such as cuMemSetAccess, for controlling access permissions on
application-managed GPU memory regions, this control does not ex-
tend to device code installed during module loading. CUDA modules
are loaded into the current context by the driver, which allocates
the resources required for their functions and data; these allocations
are exposed through module and function handles rather than as
ordinary application-managed virtual-memory regions [58, 59].

4.2 Design Decisions
Our design is guided by the five key challenges identified in the

previous section. Challenge @) requires that the solution remains
compatible with NVIDIA’s proprietary software stack, as oth-
erwise it would not be deployable in practice. Challenge @ dictates
that DEP enforcement must operate at the SASS level. While this
enables instrumentation of closed-source libraries, it is complicated
by limited public documentation and the absence of an official SASS
assembler, necessitating custom tooling to reassemble modified bi-
naries. Challenge @) demands a post-ASLR design that correctly
applies code-page permissions and injects appropriate operands
into instrumentation instructions, particularly those for address-
range validation, at load time, once randomized base addresses
are known. Challenge @ further requires partial reconstruction of
the undocumented FATBIN format to transparently instrument
cuBINs during loading, Finally, Challenge @ mandates support
for both the CUDA Runtime and Driver APIs, as each exposes
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Figure 4: Overview of our solution within the CUDA runtime architecture. The figure shows how W&X is enforced by interposing
CUDA runtime calls to (i) mark code pages as non-writable after loading and before execution, and (ii) enable cuDEP, a software-
based DEP mechanism that validates indirect control transfers to prevent execution from data memory.

distinct entry points for memory allocation and kernel execution,
and code pages must be marked as non-writable along both paths.

To realize these characteristics, our design pursues three goals:
Identify unsafe SASS-level control-transfer instructions that ad-
versaries could exploit in code injection attacks.

Analyze the CUDA application launch process to determine where
ASLR is applied and which system calls must be interposed to
extract the required runtime information.

Develop mechanisms to extract, instrument, and reassemble SASS
instructions that integrate seamlessly with proprietary compo-
nents of the NVIDIA GPU ecosystem.

Figure 4 provides an overview of our solution as realized entirely
within the CUDA runtime architecture. Rather than requiring any
modifications to the compilation pipeline, we deploy a runtime in-
terposer that hooks the CUDA Runtime and Driver APIs at module
load and kernel launch. The interposer extracts the necessary post
ASLR layout information, instruments cuBINs on the fly to enforce
cUDEP checks, and sets the GMMU non-writable bit for code pages
after code is loaded into GPU memory and before execution, effec-
tively enforcing WX as illustrated on the device side in Figure 4.
By concentrating all enforcement at runtime, our design becomes
largely agnostic to the frontend used to produce GPU binaries, im-
proving portability across stacks that do not necessarily rely on
NVCC, such as Clang/LLVM-based CUDA toolchains and ML/DSL
compilers (e.g., TVM [14], Triton [77], etc.) that ultimately deploy
kernels via the CUDA runtime or driver interfaces.

4.3 Identifying Unsafe Control-Transfers

Building on prior work that demystifies CUDA binaries [8, 24, 27],
we performed an extensive analysis of NVIDIA’s SASS ISA across
several open-source applications (also used in our evaluation in
Section 7). We identify four indirect control-transfer instructions
susceptible to hijacking: BRX, JMX, CALL R;, and RET. Each of these
instructions may consume operands from registers that can be

10x0080: S2R RO, :

20x0090: HFMA2.MMA R3, -RZ, RZ, 0,0 :

30x00a0: RET.REL.NODEC Relative return

40x0230: MOV R2, 0x250

50x0240: CALL.REL.NOINC Relative call
60x0250: IADD3 R5, RO, R21, RZ ;

70x0260: IMAD.MOV.U32 R21, RZ, RZ, 0x0 ;

80x0270: RET.ABS , 0x0 ; // Absolute return to address [R21][R20+0x0]

Listing 4.1: Sample SASS instructions with relative and abso-
lute return Instructions.

influenced by an adversary (e.g., return addresses spilled to local
memory). We focus the remainder of our design discussion on the
RET instruction, as it constitutes the most practical and frequently
encountered attack surface [23, 67]. Our analysis further suggests
that other indirect branch instructions rarely occur in real-world
workloads. To substantiate this observation, we analyzed all device
functions in NVIDIA’s core CUDA libraries. As shown in Table 8
in Appendix B, such indirect branches are extremely rare in these
libraries.

RET Instructions. Return instructions in SASS support both
relative and absolute addressing modes [46]. A relative RET specifies
an offset within a designated code region (commonly used when
functions are packed within the same ELF section), whereas an
absolute RET specifies a full virtual address rather than an offset
from a base. Listing 4.1 illustrates both modes. In the example, the
relative RET (line 3) uses R2 as a 32-bit register holding the offset. By
contrast, the absolute RET (line 8) encodes the target address across
two registers: R20 stores the lower 32 bits and R21 stores the upper
32 bits. Given the 2MB page size, the upper part is fixed to Ox7fff
on our platform when ASLR is disabled, and the base address is
page-aligned. Finally, when sufficient registers are available, return
addresses need not be spilled to the stack and may instead reside
in general-purpose registers that are later consumed by the RET
instruction.
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1.
2 0x00a0: (. ).

3 .

4 0x0270: (- )

5 ..

6.L_x_37:

7 Check whether the relative offset is within the bounds of the page

8  0x1080: ISETP.GE.U32.AND PO, PT, R2, 0x0,

9 0x1090: ISETP.LT.U32.AND PO, P0, R2, 0x2980,

10 0x10a0: @PO N ):

11 0x10b0: BPTTRAP 0x1 ;

12.L_x_38:

13 Check whether the lower part of the absolute return address is within the page bounds
14 0x10c0: ISETP.GE.U32.AND PO, PT, R20, 0xdf000000,

15 0x10d0: ISETP.LT.U32.AND PO, P0, R20, 0xdf200000,

16 0x10e0: ISETP.EQ.U32.AND P0, P0, , Ox7fff,

17 0x10f0: @PO 0x0 ;

18 0x1100: BPT.TRAP 0x1 ;

Predicate Register PO is set (True) if R2 >= 0.
PO = PO && (R2 < 0x2980), where 0x2980 is the section size.
Return only if the conditions above hold (target address is valid)

Trigger a Trap exception that cause a kernel crash due to ivalid return outside section boundary

PO = (R20 >= 0xdf000000) -- the start of base address
PO = PO && (R20 < 0xdf200000 = 0xdf000000 + 2MB)
PO = P0 && (R21 == 0x7fff) (The higher part has to match)
if (P0) return to (R21 << 32) | R20 (Return only if the conditions above hold)

Trigger a Trap exception that cause a kernel crash due to invalid return outside the code page

Listing 4.2: SASS instrumentation for relative and absolute RETs (Listing 4.1). Each RET is replaced with a branch to a verification
code that validates the target address: relative returns check R2 against the section size (0x2980 in this example), and absolute

returns validate R20/R21 against the 2MB code page bounds.

. 0240: LDL , [R1+0xc] ; //RetAddr loaded from the stack (R1 is the stack pointer)
. 0250: BMOV.32 Bé,

. 02a0: IADD3 R1, R1, 0x18, RZ ;

. 02b0: RET.ABS.NODEC 0x0 ;

G v N e

unsafe return instruction (RetAddr: R20+R21)

Listing 4.3: Unsafe RET . ABS instruction in cudaMalloc for Am-
pere (SM_80), identified in libcudadevrt.a.

. 06a0: LDL , [R1] ;
. 06b0: BMOV.32 B6,
. 06c0: BMOV.32 B7, :
. 06d0: LDL R21, [R1+0x4] ;
. 06e0: IADD3 R1, R1, 0x8,
. 06f0: RET.ABS.NODEC 0x0 ;

Load lower part of the RetAddr from the stack

Load higher part of the RetAddr from the stack

unsafe return instruction (RetAddr: R20+R21)

P - N B N I S

Listing 4.4: Unsafe RET.ABS instruction in
magmablas_dsort_svd for Ampere (SM_80), identified in
libmagma.so [25].

Unsafe RET Instructions. We define a RET instruction as unsafe
if its target operand is derived from mutable memory or from a
value transitively computed from mutable memory, and therefore
may be corrupted by an adversary with a memory-write primi-
tive. This definition covers both relative and absolute return modes.
For a relative return, such as RET.REL R;, the instruction is unsafe
if the offset register R; can be loaded from local or global mem-
ory, or computed from a value loaded from such memory, because
corrupting this offset can redirect control outside the intended
function or section. For an absolute return, such as RET.ABS R;,
the instruction is unsafe if any register contributing to the full
target address can be loaded from mutable memory, because cor-
rupting that register can redirect the PC to an attacker-controlled
data or code page. Conversely, we classify a return as safe when
the target is derived only from immutable sources, such as imme-
diate constants, compiler-generated constants, or values loaded
from read-only constant memory, and no intervening instruction
introduces a dependency on mutable memory. This classification is
intentionally conservative: some instructions classified as unsafe

may not be exploitable in a particular program context, but every
such instruction represents a point where memory corruption can
influence the PC unless additional range checks are enforced.

Listing 4.3 shows an example of an unsafe absolute return found
in NVIDIA’s precompiled libcudadevrt library: the lower part
of the return target is restored from local memory before being
consumed by RET . ABS. Listing 4.4 presents an additional example of
an unsafe absolute return from 1ibMAGMA [25], a widely used open-
source GPU linear algebra library for heterogeneous CPU-GPU
systems that is extensively employed in scientific computing and
high-performance computing (HPC) workloads [7]. These examples
illustrate that unsafe returns are not an artifact of our toy exploits
or of closed-source CUDA libraries: they also occur in optimized
open-source CUDA software, albeit at a lower frequency than in
debugging builds.

4.4 SASS-level Instrumentation Instructions

Given the ELF section size, a relative return target can be validated
by checking that its offset is non-negative and smaller than the sec-
tion size, ensuring control remains within the code section. Since
code and data pages are mapped to randomized yet mutually rela-
tive locations in global memory, larger offsets may cross section
boundaries. For absolute returns, validation requires checking that
the target address lies within the page bounds (i.e., > the base ad-
dress and < base + page size). The key challenge is therefore twofold:
obtaining the required runtime information (e.g., randomized base
addresses and section sizes) and selecting suitable SASS instructions
to replace RET with a branch to a verification routine that performs
range checks and either resumes execution or raises an exception.

Building on the limited public documentation of the SASS ISA (8,
24, 27], we identify the branch instruction (BRA) to redirect re-
turns to our verification routine. Leveraging nvdisasm [52] and
cuobjdump [48], the two common disassembler tools for CUDA
binaries, we further identify two additional instructions to enable
our cuDEP mechanism: the predicate-setting compare instruction
ISETP, which supports 32-bit and 64-bit relational/equality checks
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via predicate registers (P0-P7), and BPT. TRAP, which raises excep-
tion 0x1 (SIGTRAP) and terminates the warp or context. Listing 4.2
illustrates their use in enforcing boundary checks in cuDEP. Appen-
dix C demystifies these instructions in detail for interested readers.

4.5 Obtaining Runtime Information

Similar to NVIDIA’s approach in its profiling tools [51], our enforce-
ment of the WX policy relies on interposing selected interactions
between the CUDA runtime and driver to extract the required run-
time information, as illustrated in Figure 4. To clarify the role of
our Interposer and Instrumentation Plugin, Figure 5 zooms in on its
interaction with the CUDA runtime and highlights the points at
which we obtain memory- and code-layout information.

When a CUDA application is compiled, NVCC (or the correspond-
ing compiler) inserts small constructor functions into the result-
ing ELF binary. At program startup, these constructors invoke
cudaRegisterFatBinary (followed by cudaRegisterFunction for
each kernel) to register the FATBIN (PTX/cuBIN bundle) with the
CUDA runtime. This registration provides metadata to the runtime
without allocating GPU memory or initializing a CUDA context.

Considering the CUDA Runtime API (left path in Figure 5), the
first device-dependent call, such as cudaMalloc, triggers initial-
ization of a primary context on the selected GPU. On Linux, the
CUDA runtime communicates with the GPU kernel driver via
character devices such as /dev/NVIDIActl, /dev/NVIDIA®Q, and
/dev/NVIDIA-uvm. Our experimental analysis reveals that the run-
time interacts with the driver primarily by issuing ioctl calls on
these device files, which we identify via strace and driver inspec-
tion. For instance, to service an allocation request, the runtime links
against 1ibcuda. so, opens these device files, and issues ioct1 calls
to the kernel driver’s Resource Manager (RM). These calls allocate
GPU memory objects, back them with VRAM pages, and install
GPU page-table entries. The returned handle is a 64-bit pointer in
the Unified Virtual Address (UVA) space, which resembles a host
pointer but is valid for device access unless explicitly mapped into
host memory.

Internally, the CUDA Runtime API [38] is layered on top of the
CUDA Driver API [37]. For instance, cudaMalloc ultimately in-
vokes cuMemAlloc, while context initialization relies on functions
such as culnit and cuDevicePrimaryCtxRetain. Applications
that use the Driver API directly must invoke these functions explic-
itly. Notably, this layering extends to other operations as well. For
instance, cudaRegisterFatBinary maps to cuModulelLoad, and
cudaLaunchKernel maps to cuLaunchKernel.

Finally, FATBIN registration entails extracting the relevant cuBIN
image(s) or JIT-compiling selected PTX blocks into cuBINs. The
runtime parses the resulting ELF objects in host memory and
then loads and maps the machine code into the GPU memory via

cuModuleLoad. Kernel execution follows through cudaLaunchKernel,

which internally calls cuLaunchKernel to dispatch the (instru-
mented) binary to the relevant GPU compute unit.

4.5.1 Interposing ioctl Calls. We employ dynamic function in-
terposition via the LD_PRELOAD mechanism to inject our plugin
(runtime library) into the host-side ELF binary at startup. The plu-
gin overrides selected CUDA runtime entry points (Figure 5) and,
within these wrappers, intercepts the underlying ioctl invocations

Part of CUDA
Runtime Library

Launch Host
p \ Program
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g ioctl calls
o \ J
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Figure 5: Load-time W&X enforcement via CUDA run-
time-driver interposition.

to extract the information required for our mitigation. By analyz-
ing the resulting ioctl-mediated communication sequence, we
observe that, on Ampere GPUs, only the 15" and 17" alloca-
tion requests map executable instructions. The 15" allocation
corresponds to a 2MB page holding the device-side runtime, which
includes internal core libraries (analogous to glibc on the CPU),
while the 17" allocation maps another 2MB page containing the
target kernels and any linked external libraries (e.g., math libraries).
Intercepting these allocations enables us to recover the correspond-
ing post-ASLR base addresses (Figure 5) by capturing the relevant
ioctl parameters before cuModuleload is invoked. Although the
CUDA Runtime API ultimately dispatches to CUDA Driver API
functions (dashed red arrows in Figure 5), interposing only at the
Driver API boundary is insufficient: when the Runtime API calls
into the driver stack internally, the relevant ioctls may not be
exposed through the Driver API symbols visible to our plugin. We
therefore support interposition at both API layers.

4.6 Enforcement of cuDEP

To enforce cubDEP, we perform load-time SASS instrumentation as
cuBINs are registered and loaded by the CUDA software stack. Con-
cretely, our runtime plugin interposes cudaRegisterFatBinary
or cuModuleload, depending on whether the application uses the
Runtime or Driver API, to locate the FATBIN in host memory. Since
the FATBIN format is parsed exclusively by the proprietary run-
time, we partially analyze its header to recover its internal structure
(see Appendix D for details). Using this knowledge, we enumerate
all embedded cuBIN modules. For each module, immediately be-
fore it is loaded (e.g., via cuModulelLoad), we extract code-relevant
metadata such as registers usage for return addresses, section sizes,
and offsets. When combined with the post-ASLR base addresses
of code pages recovered via ioctl interposition (Section 4.5), this
information is sufficient to instantiate and apply cuDEP checks.
For each FATBIN item, we extract the corresponding cuBIN by
decompressing it and JIT-compiling PTX code, when needed. We
then scan the SASS to identify potentially unsafe indirect control
transfers and instrument them accordingly. For instance, we in-
strument only returns whose targets may be attacker-controlled,
such as cases where the return address is spilled to local memory.
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Once an unsafe site is identified, we locate the containing code
section and inject a branch to our verification routine, together
with the necessary range-check logic. In practice, cuBIN code sec-
tions include padding to satisfy alignment constraints. On Ampere
GPUs, we observe section alignment to 256-byte boundaries. We
repurpose these padded NOP regions to host the injected sequence
and, when additional space is required, extend the section while
restoring alignment by inserting NOPs. Finally, since instrumen-
tation is applied directly to machine code, insertion operates at
the instruction-encoding level. Therefore, we implement a custom
assembler that emits the required SASS encodings based on our
recovered instruction formats (Details are in Appendix C).

4.7 Setting the Non-Writable Bit of Code Pages

Given that code pages are allocated in the 15" and 17 requests to
the allocator, and that we can retrieve the randomized base address
of each page, enforcing no-write permissions becomes straightfor-
ward if applied at the correct point in execution. We therefore set the
non-writable bit immediately before the kernel launch. Specifically,
just before the allocated and mapped kernel code is executed, we
interpose on cudaLaunchKernel/cuLaunchKernel and issue two
ioctl calls per page: first unmapping the page via cuMemUnmap,
and then remapping it without write permission using cuMemMap.

5 Portability Across GPU Architectures

Although the preceding sections use Ampere as a representative
case study, our findings are not specific to that architecture. To
assess the generalizability of both the attacks and the proposed
defense, we evaluated the two toy attack variants on Hopper and
Blackwell GPUs and found that both succeeded without modifica-
tion. This observation suggests that the fundamental properties
enabling the attacks, including the overall GPU execution model,
the absence of hardware-enforced DEP, and the practical behavior
of ASLR and stack canaries, remain largely consistent across recent
NVIDIA architectures. Our analysis did reveal minor architectural
differences in the virtual-address layout, such as changes in the
fixed-bit patterns of the base addresses of different memory regions
and variations in the relative offsets between them. However, these
differences do not qualitatively alter the attack surface and do not
affect the applicability of our defense.

The primary differences across Ampere, Hopper, and Blackwell
arise at the engineering level rather than the design level. At the
binary level, the overall organization of PTX, cuBIN, and SASS
remains sufficiently similar for the same load-time instrumentation
strategy to apply across architectures, although certain instruction
encodings differ. For example, we observed that the encoding of
the BRA instruction on Hopper and Blackwell differs from the en-
coding used on Ampere in our initial prototype. Supporting these
architectures therefore required extending our custom assembler to
emit the appropriate architecture-specific encodings for the SASS
instructions used by the instrumentation logic. At the runtime level,
we also observed variations in the sequence of allocation requests
responsible for mapping executable GPU regions, depending on
both the GPU architecture and the CUDA runtime version. For
instance, in our setup, the executable mappings corresponding to
the 15 and 17" allocation requests on Ampere shift to the 20" and

22" on Hopper, and the 30" and 32" on Blackwell. In practice, ac-
commodating these differences is straightforward and only requires
maintaining a small compatibility table within the “interposer and
instrumentation plugin” that maps GPU architectures and CUDA
runtime versions to the corresponding allocation indices. This table
can be incrementally updated as new architectures and runtime
versions are introduced.

6 Implementation

Hardware and Software Specifications. We implemented and
evaluated our toy attacks and WeX prototype on the three NIVIDA
architectures discussed in this work:

o A workstation equipped with an Intel Core i9-10940X
CPU, an NVIDIA GeForce RTX 3090 GPU based on the Am-
pere architecture, and 256 GB of system memory. The host
systemran Ubuntu 22.04 on top of Linux kernel 6.8. We
used CUDA Runtime v12.8and NVIDIA driver v570.133.07.

e A server with 64 AMD EPYC 9135 16-Core CPUs, four
NVIDIA H20@ NVL GPUs based on the Hopper architecture,
and 770 GB of system memory. The host system ran Rocky
Linux 9.7 on top of Linux kernel 5.14. We used CUDA
Runtime v12.8 and NVIDIA driver v590.48.01.

e A NVIDIA DGX Spark workstation powered by a NVIDIA
GB10 Grace Blackwell Superchip based on the Black-
well architecture, and 128 GB of system memory. The host
systemran NVIDIA DGX OS v7.5.0@ ontop of Linux kernel
6.17 (aarch64). We used CUDA Runtime v12.9and NVIDIA
driver v580.142

Prototype Details. Our open-source prototype is implemented
in C++ and consists of three main components:
Assembler. A custom assembler that emits binary encodings for
selected SASS instructions compatible with the target GPU. While
CUDEP primarily relies on three instructions, the assembler sup-
ports a broader subset of the ISA whose binary encodings we de-
rived during the design phase. Specifically, it supports RET, ISETP,
TRAP, BRA, LOP3, NOP, LD, LDL, LDG, LDC, IADD_R, and IADD_I, to-
gether with their operand variants. This component comprises
approximately 840 lines of code (LOC), excluding headers.
cuBIN Parser and Instrumenter. A module that parses cuBIN
ELF objects, handles compressed FATBINs, JIT-compiles PTX
to SASS, and injects the cuDEP instrumentation logic into the
extracted code structures. This module comprises ~2060 LOC.
Interposer. A runtime plugin that interposes on CUDA runtime
ioctl system calls to extract allocation records and base ad-
dresses. It also implements the logic for setting the non-writable
bit on code pages. This component comprises #500 LOC.

7 Evaluation

Goal. The objective of our evaluation is to quantify the performance
impact of deploying our defense by measuring runtime, load-time,
and memory overheads, while also highlighting its security benefits.

Benchmarks. We selected a diverse set of publicly available
benchmarks that are either commonly used in prior GPU security
research [28, 29, 76] or openly distributed. Our selection spans a
broad range of application domains, programming models, and
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workload characteristics. For each benchmark, we executed the
default dataset provided with its distribution.

Rodinia [4]: A set of 17 applications developed to capture several
computational patterns emulating real-world GPU workloads.
Parboil [3]: A collection of 8 computation-intensive applications
developed to compare CPU and GPU performance.

GraphBIG [1]: A benchmark suite for graph computing with
15 applications derived from IBM System G use cases, covering
several graph analytics scenarios.

Chai [20]: A set of 14 applications targeting integrated heteroge-
neous architectures to evaluate CPU-GPU collaboration patterns.
Hetero-Mark [73]: A suite of 3 applications from domains such
as signal processing, machine learning, and bioinformatics, de-
signed to evaluate synchronization, memory management, and
load balancing in CPU-GPU collaborative computing.
XSBench [78]: A single proxy application that abstracts the main
kernel in Monte Carlo reactor simulations, providing a workload
with realistic computational intensity.

CUDA Samples [44]: A collection of 25 applications distributed
by NVIDIA, covering a broad range of CUDA kernels.
llama3.cuda [60]: A pure CUDA implementation of the LLaMA-3
model, designed for efficient LLM inference on a single GPU.
CALM [2]: A CUDA-accelerated LLM inference framework opti-
mized for maximum single-GPU utilization with a lightweight
implementation (evaluated using the Mistral-7B-Instruct model).
YALM [5]: A minimal C++/CUDA implementation of LLM infer-
ence with no external dependencies except for weight handling,
also evaluated using the Mistral-7B-Instruct model.
Methodology. To quantify memory overhead, we utilize the
cuobjdump disassembler [48] together with standard Linux utilities
(e.g., size) to measure the size increase in the . text section. We
further characterize each workload by computing the fraction of
indirect control-transfer instructions and identifying the subset
deemed unsafe and thus instrumented.

We define load-time overhead as the interval between host pro-
cess start and GPU code deployment. This interval is measured
using a custom monitoring module that records elapsed time (in
milliseconds via kernel timers) from process initialization until the
invocation of cudaRegisterFatBinary.

For runtime overhead, we rely on the NVIDIA Nsight Compute
profiler [51], which supports two complementary measurement
modes: elapsed kernel execution time and the number of executed
instructions. We report both metrics in Table 5. The elapsed-time
metric captures end-to-end kernel latency, but is more sensitive
to runtime noise and transient system effects; by contrast, the
instruction-count metric provides a more stable view of the over-
head introduced by our instrumentation and, in our experiments,
yields less noisy measurements. Each experiment is repeated 100
times with and without our defense to reduce variance and improve
measurement reliability.

.

7.1 Performance Evaluation

In the remainder of this section, we report results for the selected
benchmarks compiled with -03 to reflect real-world deployments
and to assess the prevalence of unsafe indirect control-transfer
instructions under aggressive optimization.

7.1.1 Code Size Overhead. Tables 2, 3, and 4 report the code-size
overhead of cuDEP for benchmarks compiled with -03 on Ampere,
Blackwell, and Hopper, respectively. Overall, the additional over-
head remains small across all three architectures. On Ampere, the
average increase in the size of the . text section is 0.157%, with a
maximum of 0.778% in 11ama3. On Blackwell, the average increases
slightly to 0.175%, with a maximum of 0.614%, again in 11ama3.
Hopper exhibits the highest overhead among the three architec-
tures, but it remains modest overall, with an average of 0.291% and
a maximum of 1.504% in 11ama3. Setting the non-writable bit for
code pages does not contribute to this overhead, as it only updates
page-table permissions at load time.

While base counts naturally vary due to partially differing ISAs,
register spilling, and compiler heuristics, the variation across bench-
marks and architectures is largely explained by the number of
unsafe, and therefore instrumentable, control-flow transfer instruc-
tions, together with the availability of alignment NOPs that can be
reused to host injected checks. Even under -03, potentially unsafe
RET instructions remain limited but non-negligible. As shown, we
identify 125 such instructions on Ampere, 94 on Blackwell, and
93 on Hopper, while unsafe non-RET control-flow transfers are
rare or entirely absent. Nevertheless, a benchmark with a relatively
high fraction of instrumented sites, such as 11ama3, can still incur
a more visible increase in code size. Conversely, when sufficient
alignment NOPs are available, our instrumentation can overwrite
them without further expanding the containing section; otherwise,
additional NOPs must be inserted to preserve section alignment.

The middle sections of these tables further report the instruction-
level overhead of our instrumentation, both including and exclud-
ing NOPs. Excluding NOPs, the average increase in non-NOP SASS
instructions is 0.266% on Ampere, 0.346% on Blackwell, and 0.423%
on Hopper. Thus, even when measured at the granularity of non-
padding instructions only, the expansion introduced by cuDEP re-
mains well below 1% on average across all evaluated architectures.
Multi-application benchmarks are reported as single entries in all
three tables.

7.1.2  Runtime Overhead. Table 5 reports the runtime overhead
of our WeX policy across Ampere, Hopper, and Blackwell for the
selected benchmarks. Similar to the code-size results, we attribute
the runtime overhead exclusively to the cuDEP instrumentation,
as enforcing non-writable code pages does not incur measurable
cost during kernel execution. We report two complementary run-
time metrics using NVIDIA Nsight Compute: executed-instruction
overhead and elapsed execution-time overhead.

Overall, the runtime overhead remains very low across all three
architectures. When measured in terms of executed instructions,
the average overhead is only 0.0270% on Ampere, 0.0152% on Hop-
per, and 0.0525% on Blackwell. The corresponding execution-time
overheads remain modest as well, averaging 0.0510%, 0.1604%,
and 0.3267%, respectively. At the benchmark level, the largest
instruction-count overhead is observed in Chai on Ampere (0.0913%)
and Blackwell (0.2429%), and in Rodinia on Hopper (0.0908%).
When measured by elapsed time, the maximum overhead reaches
0.1750% on Ampere (11ama3), 0.874% on Hopper (11ama3), and
0.8079% on Blackwell (Cuda Samples).
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Table 2: Memory overhead introduced by cuDEP on benchmarks compiled with -03 on Ampere.

Size of the .text section (Bytes)

SASS Instructions (#)

Non-NOP SASS Instructions (#) RET (#) Non-RET CFT (#)

Benchmark

| Original Instrumented Overhead(%) | Original Instrumented Overhead(%) | Original Instrumented Overhead(%) | Total ~Unsafe | Safe Unsafe
Rodinia 1031936 1032704 0.07442% 64496 64544 0.07442% ‘ 63664 63774 0.17278% 40 22 ‘ 4 0
Parboil 78592 78592 0% 4912 4912 0% 4672 4682 0.21404% 4 2 0 0
GraphBIG 97536 97664 0.13123% 6096 6104 0.13123% ‘ 5656 5666 0.17680% 2 2 ‘ 0 0
Cuda Samples 2237824 2238080 0.01144% 139864 139880 0.01144% 133636 133714 0.05837% 87 13 0 7
Chai 175872 175872 0% 10992 10992 0% ‘ 10766 10771 0.04644% 9 1 ‘ 0 0
Hetero-Mark 13568 13568 0% 960 960 0% 907 907 0% 0 0 0 0
XSBench 1192320 1195136 0.23618% 74520 74696 0.23618% ‘ 73752 73992 0.32541% 60 48 ‘ 0 0
llama3 32896 33152 0.77821% 2056 2072 0.77821% 2000 2015 0.75000% 8 B] 0 0
calm 447488 449024 0.34325% 27968 28064 0.34325% 27794 27944 0.53968% 32 30 ‘ 11 0
yalm 89984 89984 0% 5624 5624 0% 5383 5403 0.37154% 12 4 0 0
Total | Average: 0.157% Average: 0.157% Average: 0.266% | 254 125 15 7
Table 3: Memory overhead introduced by cuDEP on benchmarks compiled with -03 on Blackwell.
Size of the . text section (Bytes) SASS Instructions (#) Non-NOP SASS Instructions (#) RET (#) Non-RET CFT (#)

\
Benchmark ‘ Original Instrumented Overhead(%) ‘ Original Instrumented Overhead(%) ‘ Original Instrumented Overhead(%) ‘ Total Unsafe ‘ Safe Unsafe
Rodinia 915456 917248 0.19575% 57216 57328 0.19575% ‘ 56594 56724 0.22971% 36 26 ‘ 0 0
Parboil 77312 77440 0.16556% 4832 4840 0.16556% 4617 4627 0.21659% 5 2 0 0
GraphBIG 115072 115072 0% 7192 7192 0% ‘ 6698 6703 0.07465% 2 1 ‘ 0 0
Cuda Samples | 6650624 6651904 0.01925% 415664 415744 0.01925% 408967 409057 0.02201% 51 15 0 0
Chai 152448 152832 0.25189% 9528 9552 0.25189% ‘ 9300 9325 0.26882% 9 5 ‘ 0 0
Hetero-Mark 17024 17024 0% 1064 1064 0% 1032 1032 0% 0 0 0
XSBench 609024 609536 0.08407% 38064 38096 0.08407% ‘ 37493 37548 0.14669% 12 11 ‘ 0 0
llama3 41728 41984 0.61350% 2608 2624 0.61350% 2530 2570 1.58103% 8 8 0 0
calm 514304 515328 0.19910% 32144 32208 0.19910% ‘ 31995 32080 0.26567% 17 17 ‘ 0 0
yalm 113408 113664 0.22573% 7088 7104 0.22573% 6857 6902 0.65626% 12 9 0 0
Total | Average: 0.175% Average: 0.175% Average: 0346% | 152 94 0 0

Table 4: Memory overhead introduced by cuDEP on benchmarks compiled with -03 on Hopper.

‘ Size of the .text section (Bytes) SASS Instructions (#) Non-NOP SASS Instructions (#) RET (#) Non-RET CFT (#)
Benchmark
enchmar ‘ Original Instrumented Overhead(%) ‘ Original Instrumented Overhead(%) ‘ Original Instrumented Overhead(%) ‘ Total Unsafe ‘ Safe Unsafe

Rodinia 589440 591104 0.28230% 36840 36944 0.28230% ‘ 36222 36352 0.35890% 36 26 ‘ 0 0
Parboil 75776 75904 0.16892% 4736 4744 0.16892% 4493 4508 0.33385% 4 3 0 0
GraphBIG 101376 101376 0% 6336 6336 0% ‘ 5842 5852 0.17117% 2 2 ‘ 0 0
Cuda Samples | 2200832 2201472 0.02908% 137552 137592 0.02908% 131760 131838 0.05920% 49 13 0 0
Chai 158848 159104 0.16116% 9928 9944 0.16116% 9699 9709 0.10310% 9 2 0 0
Hetero-Mark 13696 13696 0% 856 856 0% 826 826 0% 0 0 0 0
XSBench 1387136 1387776 0.04614% 86696 86736 0.04614% ‘ 85950 86010 0.06981% 12 12 ‘ 0 0
llama3 34048 34560 1.50376% 2128 2160 1.50376% 2063 2103 1.93892% 8 8 0 0
calm 470528 471296 0.16322% 29408 29456 0.16322% ‘ 29239 29324 0.29071% 17 17 ‘ 0 0
yalm 92160 92672 0.55556% 5760 5792 0.55556% 5537 5587 0.90302% 12 10 0 0
Total | Average: 0.291% Average: 0.291% Average: 0.423% | 149 93 0 0

Table 5: Runtime and load-time overhead of WoX across several benchmarks on latest NVIDIA GPU architectures.

‘ Blackwell 03 ‘ Hopper 03 ‘ Ampere O3
Benchmark ‘ Runtime (inst) Runtime (time) Loadtime ‘ Runtime (inst) Runtime (time) Loadtime ‘ Runtime (inst) Runtime (time) Loadtime
Rodinia 0.0504% 0.4938% 1.6726% 0.0908% 0.2044% 1.2126% 0.08059% 0.0173% 2.1978%
Parboil 0.0000% 0.1257% 1.0645% 0.000001% 0.0250% 0.1751% 0.0000% 0.013% 0.1339%
GraphBIG 0.0932% 0.2291% 1.1480% 0.0170% 0.1237% 1.0996% 0.0659% 0.1434% 0.1416%
Cuda Samples 0.1214% 0.8079% 1.5760% 0.0205% 0.0885% 1.6545% 0.02121% 0.0780% 0.5285%
Chai 0.2429% 0.7249% 0.5922% 0.0079% 0.0694% 0.2330% 0.0913% 0.0358% 0.3663%
Hetero-Mark 0.0000% 0.1110% 2.3295% 0.00% 0.0507% 0.6321% 0.0000% 0.0025% 1.4694%
XSBench 0.0000% 0.0230% 1.3305% 0.00% 0.0155% 1.3105% 0.0000% 0.0040% 1.6736%
llama3 0.0006% 0.6348% 1.7693% 0.00082% 0.874% 0.2509% 0.0006% 0.1750% 0.782%
calm 0.0124% 0.0358% 3.1108% 0.013% 0.012% 0.4662% 0.01094% 0.00510% 0.977%
yalm 0.0044% 0.0807% 3.4552% 0.002% 0.141% 3.5828% 0.000005% 0.0350% 0.761%
Average ‘ 0.0525% 0.3267% 1.8049% ‘ 0.0152% 0.1604% 1.0893% ‘ 0.0270% 0.0510% 0.9032%

The low runtime overhead is explained by the limited use of indi-
rect forward-edge control transfers in CUDA binaries and the large
register files available per thread, which reduce the need to spill
return addresses to the stack. Consequently, only a small number
of control flow instructions per application are instrumented under

aggressive optimization, which keeps the dynamic cost of cuDEP
small across all evaluated architectures.

7.1.3  Load-time Overhead. Table 5 also reports the load-time over-
head of our WX policy across Ampere, Hopper, and Blackwell
for -03 binaries. This is the only overhead category in which both
cuDEP instrumentation and the enforcement of correct code-page
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permissions contribute, although the effect is dominated by the
former. Overall, the load-time overhead remains moderate, with
average overheads of 0.9032% on Ampere, 1.0893% on Hopper,
and 1.8049% on Blackwell.

At the benchmark level, the maximum load-time overhead is
observed in Rodinia on Ampere (2.1978%), in yalm on Hopper
(3.5828%), and in yalm on Blackwell (3.4552%). More generally,
load-time overhead correlates with the amount of binary rewriting
performed by our plugin, including the number of instrumented
instructions, the number of embedded cuBIN/FATBIN objects that
must be processed, and the extent to which sections must be rewrit-
ten or extended to preserve alignment. This explains why the load-
time overhead varies more noticeably across benchmarks and ar-
chitectures than runtime overhead, even though it remains low in
absolute terms and is incurred only once before execution.

7.2 Security Evaluation

Unfortunately, there is no publicly available CUDA benchmark suite
for evaluating memory corruption vulnerabilities and their poten-
tial exploitation. Benchmarks used in prior NVIDIA research [76]
are proprietary and therefore unsuitable for our study. To evaluate
the effectiveness of our WX policy, we reproduced the two at-
tack variants described in Section 3.3 with the policy enabled. Both
attacks were successfully blocked, confirming the effectiveness of
our approach.

8 Related Work

To the best of our knowledge, our proposal is the first attack-
centric defense designed to thwart code injection attacks on modern
NVIDIA GPUs. Apart from the Compute Sanitize suite provided by
NVIDIA [43], which offers tools to detect race conditions, out-of-
bounds memory accesses, uninitialized memory and other issues, ex-
isting academic work has primarily focused on vulnerability-centric
defenses, particularly addressing out-of-bounds reads and writes.
These efforts have typically been realized either as pre-deployment
sanitizers [76] or as runtime exploit mitigations [16, 28, 29, 62, 71],
mainly through bounds-checking mechanisms [16, 29, 62].
However, the growing body of research exposing weaknesses
and potential attack vectors in accelerators [11, 21, 30, 32, 35, 61, 63,
64, 70, 74, 80, 84-86, 88], with NVIDIA GPUs in particular receiving
significant attention as the most widely deployed devices for accel-
erating ML workloads [23, 35, 61, 63, 67, 85, 88], highlights the need
to adopt basic defenses, such as a WeX policy, which are already
mature and enabled by default in all major CPU architectures. Im-
portantly, lessons from over three decades of CPU security research
demonstrate that vulnerability-centric runtime mitigations (e.g.,
bounds checkers [10, 40, 41]) have not seen wide deployment due
to prohibitive performance overheads or intrusive designs requir-
ing hardware modifications [22, 75]. A similar pattern emerges in
the current, though limited, body of bounds-checking research for
NVIDIA GPUs. Existing proposals either incur substantial runtime
overheads [28, 76, 83] or require hardware modifications that are
unlikely to be adopted [29, 83]. In contrast, as demonstrated in
this paper, basic defenses like W®X can be enforced with minimal
and acceptable overheads. Moreover, the cost could be further re-
duced if NVIDIA were to reintroduce architectural support for a

Never-eXecute (NX) bit to enable data execution prevention, as was
available in previous generations. (see Table 1).

Binary Instrumentation Frameworks. To date, NVBIT [79] is
the only publicly available framework that supports binary instru-
mentation of CUDA binaries. However, we could not leverage it for
two reasons. First, NVBIT is closed source and exposes a limited
API that does not provide the functionality required by our defense.
In particular, it offers no way to set the non-writable bit on code
pages, implying that instrumented code would remain writable.
Second, NVBIT performs instrumentation dynamically at runtime,
which incurs substantial performance overhead and is therefore
unsuitable for real-world deployments. In contrast, our approach
instruments binaries at load time, avoiding per-instruction runtime
costs while enabling precise control over memory permissions.

9 Discussion

A Note on Library Sizes. Although NVIDIA GPUs natively sup-
port at least three page sizes, 4KB, 64KB, and 2MB, CUDA APIs
only allow allocations with a minimum page size of 2MB [81], ef-
fectively making 2MB the default page size. We did not encounter
any benchmark application whose generated cuBIN image fully
occupies this space with all linked library functions as well as our
instrumentation running on the GPU device. While the host appli-
cation can be configured to run multiple cuBIN images within the
same context, as in the XSBench application [78] (see Section 7.1.3),
we observed that these images are first loaded into host memory by
the CUDA runtime and then lazily loaded onto the GPU device as
needed. This process involves unmapping the previous code page
and remapping it with the new cuBIN image. Since our technique
for setting code pages as non-writable operates analogously, it fully
supports this lazy loading mechanism and does not introduce any
compatibility or functional issues.

Other GPUs. We also investigated whether similar mechanisms
or gaps have been documented for GPUs from other vendors, includ-
ing AMD and Intel. However, we were unable to identify publicly
available information detailing their support for WX, DEP-like
mechanisms, or the handling of executable permissions in GPU
memory. This lack of transparency suggests that understanding the
security posture of other GPU architectures will require direct ac-
cess to these platforms and experimental analysis of their software
and hardware stacks, which we leave for future work.

10 Conclusion

This work highlights the need to bring fundamental security guar-
antees, exemplified by the WeX policy, to GPUs and other acceler-
ators, where such protections remain largely absent despite being
standard on CPUs. We demonstrated that code injection can suc-
ceed on modern GPUs even with ASLR and stack canaries enabled,
exposing a tangible gap in existing defenses. At the same time, we
showed that enforcing an efficient, robust, and lightweight WeX
policy is feasible in practice, despite challenges such as the ab-
sence of a hardware NX bit and the proprietary nature of the GPU
software stack. While our prototype currently represents the only
practical mechanism for enforcing WeX on existing NVIDIA GPUs,
we view it not as a final solution but as a call to action: future GPU
architectures should reintroduce architectural support for DEP and
actively enforce WoX at the GMMU level.
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Carlo Ramponi, Adriaan Jacobs, Luigi Dell’Eva, Stijn Volckaert, Silviu Vlasceanu, Mahmoud Ammar, and Bruno Crispo

A Address Layout and Offsets under ASLR on
Ampere GPUs

Table 6: Observed offsets between selected GPU memory spaces for
arepresentative CUDA application on Ampere GPUs, compiled with
00 and executed with ASLR enabled. The table summarizes offsets
measured across 40,000 executions. All offsets are 32 bits, except for
the offset between global and user-defined constant memory, which
is 16 bits. Some memory-space pairs exhibit a single fixed offset
value (e.g., the offset between global and constant memory is always
0x100), whereas others show a small set of possible offset values. In
the latter case, variations occur exclusively in the most significant
byte of the 32-bit offset, implying at most 2 distinct offset values.
These results were verified with an additional 1,000 executions
using the O3 optimization flag, yielding similar behavior with only
slight differences in the starting addresses of some memory spaces.

Memory Spaces  Observed Offsets

0x0FBFFA68
0x11BFFA68
0x13BFFA68

Global - Local

0x10BFFF00
0x12BFFF00
0x14BFFF00

Global - Shared

Global - Constant  0x100

0xOFBFFB68
0x11BFFB68
0x13BFFB68

Local - Constant

0x10C00000
0x12C00000
0x14C00000

Shared - Constant

Local - Shared 0x01000498

Table 7: Starting addresses of selected GPU memory spaces for
a representative CUDA application on Ampere GPUs, compiled
with O0 and executed with ASLR enabled. The table reports 10
representative runs out of 40,000 total executions. All memory
spaces exhibit randomized base addresses with fixed relative offsets
between them, except for heap allocations issued from within device
code, which remain unrandomized.

Run Global Local Shared Constant  Heap (cudaMalloc) Device Heap
1 0x78¢4fc400100  0x78e50bfffb68  0x78¢50d000000  0x78e4fc400000  0x78e4fc200000 0x2055fF920
2 0x769a7¢400100  0x769a8bfffb68  0x769a8d000000  0x769a7c400000  0x769a7c200000 0x2055fF920
3 0x7664¢4400100  0x7664{7fffb68  0x7664f9000000  0x7664e4400000  0x7664¢4200000 0x20551F920
4 0x7f0920400100  0x7f092ffffb68  0x7f0931000000  0x7f0920400000  0x7f0920200000 0x2055ff920
5 0x74b13c400100  0x74b14ffffb68  0x74b151000000 0x74b13c400000  0x74b13c200000 0x2055ff920
6 0x7287f4400100  0x728807fffb68  0x728809000000 0x7287f4400000  0x7287f4200000 0x2055ff920
7 0x78ch88400100  0x78cb9bfffb68  0x78c 0x78ct 0x78cb88200000 0x2055ff920
8 0x7593a0400100  0x7593affffb68  0x7593b1000000  0x759320400000  0x759320200000 0x2055{f920
9 0x72b460400100  0x72b46ffffb68  0x72b471000000  0x72b460400000  0x72b460200000 0x2055ff920
10 0x7363ac400100  0x7363bffifb68  0x7363¢1000000  0x7363ac400000  0x7363ac200000 0x2055{f920

B An Overview of Unsafe Branch Instructions
in CUDA Libraries
In Table 8, we analyze all libraries shipped with the CUDA toolkit to

assess the prevalence of potentially unsafe indirect branch instruc-
tions. Such instructions update the program counter (PC) using

register operands having their values loaded from memory and
thus might be controlled by adversaries in the case of memory
corruption. By leveraging the limited available documentation of
SASS for older GPU architectures, along with experimental anal-
ysis for the Ampere GPU architecture [24, 27], we identify three
relevant indirect branch instructions: BRX (Branch relative indirect),
JMX (Branch absolute indirect), and CALL R#* (Indirect function
call). For every device function, we classify occurrences of these
instructions as safe if the target register is derived from either (i) a
LDC instruction (load from constant memory, assumed safe as it is
read-only), or (ii) a MOV RN, @x* (move immediate; hardcoded and
therefore immutable considering our W@X policy in place). Every
other case is considered unsafe. This classification is conservative,
meaning some instructions classified as unsafe might actually be
safe (non-exploitable).

Important Note: Libraries reporting 0 functions or instructions
do not contain any device code. Instead, they serve as host-side in-
terfaces that issue calls to device functions, whose implementations
are supplied by other device-side libraries.

Table 8: Analysis of Safe (S) and Unsafe (U) Indirect Branch
Instructions in Major CUDA Libraries from NVIDIA

BRX JMX CALLR* RET

Library # Functions  # Instructions s U S U s U S U
libcublasLt 12431 6144728 4 0 0 0 0 0 158 2489
libcublas 4564 2776704 0 0 0 0 0 0 390 1240
libcudadevrt.a 126 29392 0 0 0 0 0 0 7 87
libcudart 0 0 0 0o 0 0 0 0 0 0
libcufft 9 1904 0 0 0 0 0 16 1 0
libcufftw 0 0 0 0 0 O 0 0 0 0
libcufile_rdma 0 0 0 0 0 0 0 0 0 0
libcufile 4 336 0 0 0 O 0 0 0 0
libeufilt.a 0 0 0 0o 0 0 0 0 0 0
libeulibos.a 0 0 0 0 0 0 0 0 0 0
libcupti 0 0 0 0o 0 0 0 0 0 0
libcurand 296 251368 0 0 0 O 0 0 27 277
libcusolver_lapack 71 66088 0 0 0 0 0 0 4 42
libcusolver_metis 0 0 0 0 0 0 0 0 0 0
libcusolver 2743 2437888 0 0 0 0 202 0 394 2495
libcusparse 4710 5264848 1 0o 0 0 0 0 2304 3135
libmetis 0 0 0 0o 0 0 0 0 0 0
libnppc 0 0 0 0 0 0 0 0 0 0
libnppial 1789 281272 55 0 0 0 0 0 155 509
libnppicc 521 87272 10 0 0 o0 0 0 11 42
libnppidei 1158 150048 23 0o 0 0 0 0 0 124
libnppif 2766 1685080 13 0 0 O 0 0 44 251
libnppig 1446 676648 0 0o 0 0 0 0 53 839
libnppim 229 154808 12 0 0 0 0 0 0 0
libnppist 1641 732528 4 0o 0 o0 0 0 84 771
libnppisu 0 0 0 0 0 0 0 0 0 0
libnppitc 516 83344 36 0 0 0 0 0 0 0
libnpps 1088 253184 176 0 0 0 0 0 36 227
libnvfatbin 0 0 0 0o 0 0 0 0 0 0
libnv]JitLink 0 0 0 0 0 0 0 0 0 0
libnvipeg 243 65208 00 0 0 0 0 21 18
libnvperf_host 0 0 0 0 0 0 0 0 0 0
libnvptxcompiler 0 0 0 0 0 0 0 0 0 0
libnvrte-builtins 0 0 0 0 0 O 0 0 0 0
libnvrte 0 0 0 0 0 0 0 0 0 0
libcuda 0 0 0 0 O 0 0 0 0
Total 36351 21142648 614 0 O 0 202 16 3689 12546

C SASS Instructions Breakdown

To develop our protection mechanisms, we needed to operate di-
rectly at the binary instruction level. This required not only analyz-
ing existing SASS instructions but also inserting newly assembled
ones into the program stream. Since NVIDIA’s SASS instruction set
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architecture (ISA) is proprietary and closed-source, only minimal
descriptions of the mnemonics are publicly available. No official
documentation of the binary encoding exists. Therefore, we were
forced to reverse engineer the encoding of selected instructions by
systematically observing changes in the assembly representation
under nvdisasm while flipping bits in the encoded instruction.

The following diagrams summarize our findings. They illustrate
the internal structure of several instructions, showing how opcodes,
predicates, registers, immediates, and control fields are mapped to
bits within the instruction bytes.

An instruction is 16 bytes (128 bits) long and contains both the
encoded instruction and the control codes used by the hardware
to schedule instructions more efficiently [27]. As shown in Figure
6, control codes are 24 bits long and they occupy the most signif-
icant bits (MSB) of the instruction, leaving 104 bits for the actual
instruction encoding.

127126 125 122121 116115 113112 110109 108 105104

WAIT READ | WRITE
MASK MASK | MASK

-1

HE=

STAL |’ ‘

e
b

Figure 6: Control codes (24 bits)

Let us now only consider the 104 bits encoding the effective
instruction. Every instruction has the opcode and predicate in the
16 least significant bits (LSB), as shown in Figure 7.

15 12 11 0

’ PRED | OPCODE

Figure 7: Instruction’s opcode and predicate value

Opcodes. The 12-bit opcode is a fixed value that encodes an
instruction or instruction class. In Table 9, we list some of the
opcodes encoding instructions we reversed as they were needed
for analysis or instrumentation.

Mnemonic | Opcode

RET 100101010000
BPT.TRAP 100101011100
BRA 100101000111
ISETP 100000001100

Table 9: Known Ampere SASS opcodes

Predicates. Predicates are special registers that can be used to
selectively execute instructions (and also as source and destination
register for logic operations). There are 7 registers, from PO to P6
and PT (should be P7, but is always set at 1). They are encoded
in the instruction using 4 bits, where 0 < n < 6 corresponds to
Py, 7 encodes PT, 8 < n < 14 corresponds to !P,_g and finally 15
encodes !PT = PF.In Listing 4.2, on lines 10 and 17 you can see two
predicate instructions, that will only be executed by the threads
whose P0 = 1. All the other instructions hold predicate PT and thus
it is omitted from the SASS assembly.

Instruction Body. Figures 8 to 11 show instruction encodings,
from what we have been able to infer by selectively flipping the
instruction bits and looking at the disassembled SASS instruction

81 34 33 32 31 24 23 16

. Return register

103 92 91 90 87 86 85 84 82

9
@
=) i Qe
Predlcate

Figure 8: RET instruction on 80 < SM < 90 (Ampere).
For SM > 90 (from Hopper), the first 8 Unused* bits encode the LSB
of offset >> 2 and bits 34-81 encode offset >> 10
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Figure 9: BPT.TRAP instruction
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Figure 10: BRA instruction on 80 < SM < 90 (Ampere).
For SM > 90 (from Hopper), the first 8 Unused bits encode the LSB
of offset >> 2 and bits 34-81 encode offset >> 10
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Figure 11: ISETP instruction

>

32 bit Immediate

=
a

e
[}
<

z
g
3

a

e
[}

from nvdisasm. The blocks in gray mark bits that are unused or
have an unknown behavior.

The implementation of an assembler for these instructions and
some other can be found in the tool’s source code we have provided,
in files cuInstruction.h/cpp.

D FATBIN Structure

CUDA executables embed device code (“fat binaries”) that the
runtime registers at startup via __cudaRegisterFatBinary. Since
NVIDIA does not document these structures, we reconstructed
them based on prior community reverse engineering [72], available
sources [53], and our own analysis. Listing D.1 contains the struc-
ture of __fatBinC_Wrapper_t, which is the handle of a fat binary
image, and the only argument of __cudaRegisterFatBinary from
which our analysis starts. This structure is a wrapper for the real
fat binary contents, pointed by the data field.

1#define FATBINC_MAGIC 0x466243B1
2typedef struct {

3 int magic;

4 int version;

5 const unsigned long long™ data;

6 void “filename_or_fatbins;

7} __fatBinC_Wrapper_t;

Listing D.1: Fatbin handle definition in fatbinary_section.h
from the CUDA Toolkit

Listing D.2 shows the internal structure that we have inferred.

The pointer in the wrapper structure points to an array of fat_elf_header,
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identified by magic number @xBA55ED50. Each header contains a
list of fat_elf_item in which every item contains a cuBIN file
(compiled SASS) or PTX code to be JIT compiled. We have not
reverse-engineered every field of the innermost structure, as they
were not needed for our protection. The unknown fields are named
param_x, type identifies whether the contained file is a cuBIN or
PTX code, header_size is the size of the header itself, useful be-
cause the source name (last field) has a variable length, and marks
where the data starts (header + header->header_size). The re-
maining fields are self-explanatory and can be further studied in
our implementation of cuWX.

1struct fat_elf_header {

2 uint32_t magic;

3 uint16_t version;

4 uint16_t header_size;

5 uint64_tsize; }

6struct fat_elf_item {

7 uint16_t type;

8 uint8_t param_2;

9 uint8_t param_3;

10 uint32_t header_size;

11 uint64_t size;

12 uint32_t compressed_size;
13 uint32_t param_4;

14 uint16_t minor;

15 uint16_t major;

16 uint32_t compute_version;
17 uint32_t obj_name_offset;
18 uint32_t obj_name_len;

19 uint64_t flags;
20 uint64_t zero;

21 uint64_t uncompressed_size;
22 char src_name[]; }

Listing D.2: Reverse engineered fat binary structures
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