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Abstract

Spatial memory safety vulnerabilities continue to plague systems-
level code. Decades of bounds checking research has not produced a
widely adopted solution: performance overhead plateaus at roughly
50%, and a narrow focus on optimization neglects compatibility
with legacy code.

These overlooked functional aspects are nevertheless key to
rapid adoption. Hardening the massive existing C/C++ ecosystem
demands broad real-world source compatibility, and seamless bi-
nary interoperability can unlock selective hardening, prioritizing
vulnerability-ripe code without penalizing the entire application.

In this paper, we show how existing work fails to meet these
constraints. We then introduce NO@B, a new bounds checker that
is, for the first time, both legacy C/C++-compatible and selectively
applicable. N0@B achieves this through a novel hybrid bounds check-
ing approach: coarse-grained pointer arithmetic constraints keep
pointers near their referents, enabling the storage of precise rel-
ative bounds in the limited space of ignorable upper bits. This
hybrid strategy ensures all N0@B-hardened pointers remain natively
dereferenceable—crucial for interoperability—while tolerating be-
nign out-of-bounds pointer motion in legacy C/C++.

We evaluate NOOB on standard compatibility, security, and per-
formance benchmarks. The results show that despite significant
functional improvements, NO@B’s geomean run-time overhead re-
mains competitive at around 50%.
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1 Introduction

Almost four decades ago, Robert T. Morris first popularized the ex-
ploitative potential of buffer overflows with his infamous worm [121].
Since then, memory safety issues have remained a central security
risk [64, 87, 104, 112, 130], especially for critical infrastructure such
as hospitals [38] and government systems [20], which are often
targeted by state-sponsored hackers [55]. Recent evidence suggests
that over 80% of zero-day vulnerabilities actively exploited in the
wild are memory errors [8, 20, 49, 87].

Among these memory errors, spatial memory safety issues [88,
90] have proven particularly difficult to mitigate over the years [92].
They occur when a program dereferences a pointer outside the
bounds of its intended referent [60]. Many spatial safety defenses
have been proposed [3, 5, 12, 30, 31, 41, 42, 52, 58, 60, 63, 65, 69,
70, 75,79, 94, 97, 99, 114, 146, 148], yet few are adopted in practice.
There are a number of reasons for this. A first deterrent is run-time
overhead [124], which, despite decades of optimization work [3, 18,
42,47,51,61,69,79-81,94, 97,122, 134, 142, 143, 149], has stagnated
at roughly 50% on compute-intensive benchmarks [34, 44, 79, 147].
Theoretically, this overhead could be curbed via selective hardening:
prioritizing vulnerability-ripe or “cold” modules to achieve signifi-
cant security gains for a fraction of the overhead. Not all vulnerable
code is equally performance-sensitive, and evidence suggests that
vulnerabilities tend to accumulate in less-executed, under-tested
code [133]. However, selective hardening still remains blocked by
the second major deterrent: source incompatibility. Bounds check-
ers today either support good interoperability with external/un-
hardened code (and are thus selectively applicable) or are source-
compatible with real-world C/C++. Without source compatibility,
incompatible code snippets must be dynamically detected from
program crashes [35] and manually patched out [34, 86], which
slows adoption and undermines robustness.

In this paper, we argue that this stalemate stems from inherent
limitations of the reigning bounds-checking paradigms. “Pointer-
based” bounds checkers encode bounds information in each pointer [5,
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12, 58, 63, 65, 66, 68, 69, 75, 93, 94, 99, 100, 105, 106, 115, 125, 136],
which invariably breaks the native pointer layout and thus pre-
cludes binary interoperability with external code (Section 2.1). In
contrast, “‘object-based” bounds checkers track bounds information
per object [3, 28, 34, 35, 60, 79, 114, 146, 147], which largely pre-
serves the native pointer layout, but must keep pointers in-bounds
at all times (via pointer arithmetic constraints) to recover the correct
metadata during checks. This requirement breaks source compatibil-
ity because it conflicts with common pointer-manipulation idioms
that temporarily create out-of-bounds pointers without dereferenc-
ing them (Section 2.2). Hence, no current bounds checker is both
source-compatible and selectively applicable today.

To address this gap, we introduce a new bounds checker design,
called N@@B, that uses a novel hybrid approach to bounds checking
(Section 4): we arrange objects into coarse-grained memory arenas
to which pointer arithmetic is constrained, and within which we
can encode small enough relative bounds information to fit in the
ignored upper bits of pointer masking extensions on all major
processor architectures.

We implement an efficient prototype that uses judicious object
alignment to optimize bounds checks and evaluate it on AArch64
Top Byte Ignore (TBI) and Intel Linear Address Masking (LAM)
platforms. We show that N@@B’s full instrumentation overhead is on
par with state-of-the-art bounds checkers (Section 6), while avoid-
ing the functional issues that typically plague high-performance
mechanisms.

Finally, we demonstrate the power of selective hardening by ap-
plying N@@B only to FFmpeg’s 1ibavformat component [37]. This
configuration retains over 98% of the baseline application through-
put while successfully thwarting 1ibavformat exploits (Section 7),
confirming that selective hardening can effectively neutralize the
performance overhead of spatial safety.

2 Functional Challenges in Bounds Checking

In this section, we analyze why existing bounds checkers fail to meet
functional requirements, like compatibility with common but less-
than-well-defined C/C++ code constructs, or interoperability with
uninstrumented external code. Table 1 summarizes our findings.

2.1 Selective Applicability

The need for selective applicability and interaction with external,
uninstrumented code imposes several challenging constraints on
the design of bounds checkers.

ABI compatibility. “Fat Pointers” [5, 58, 65, 99] intuitively store
bounds alongside pointers and copy them around together. How-
ever, they famously break ABI compatibility: uninstrumented exter-
nal code, unaware of the structural changes, miscalculates offsets
in updated data structures, resulting in incorrect behavior.

Bounds propagation. SoftBound [94] restores ABI compati-
bility by storing bounds disjointly in a map indexed by pointer
location. However, like fat pointers, SoftBound still requires all
pointer copies to be explicitly instrumented to propagate the dis-
joint bounds, which is challenging in type-unsafe code [62], and
simply does not happen in external code [106]. Hence, a selectively
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63 55 47 0

ARM TBI | 8-bit IGNORED 8-bit 0...0 48-bit.addr
63 56 46 0

AMD UAI | 7-bit IGNORED 10-bit 0...0 47-bitaddr
6362 56 46 0

Intel LAM U57 @G-bit IGNORED 10-bit 0...0 47-bitaddr
6362 4746 0

Intel LAM U48 @ 15-bit IGNORED 0 47-bitaddr

Figure 1: Linux 4-level paging user-space pointer layout un-
der different pointer masking extensions.

applicable bounds checker must encode all necessary bounds infor-
mation inside the native pointer type, so that it can be implicitly
propagated by native pointer copies, even in external code.

Limited upper bits. However, in-pointer space is scarce. On 4-
level paging systems, 47/48 bits are reserved for addressing, leaving
only 16/17 bits for metadata (Figure 1). A popular approach is to
encode a bounds table index in these bits [12, 66, 68, 115, 132, 136],
which can then be used to query the full bounds information
through a table lookup. Aside from performance concerns, this
limits the number of concurrently allocated objects (which must
all receive a unique index) to 2'® — 1 = 65535, vastly insufficient
for many real-world applications [115]. For instance, the reference
workload of SPEC CPU2017 already allocates up to 2.4M concur-
rently live objects. Some defenses do shrink the available virtual
address space to free up more upper bits [6, 70, 75], but this, in turn,
conflicts with the trend toward larger address spaces in modern
processors, i.e., 5-level paging [144].

Pointer masking. Another problem with populating the upper
bits is that it creates non-canonical pointers that trap on dereference.
This is especially problematic in uninstrumented external code,
where explicit masking operations cannot be inserted. Many bounds
checkers try to solve this by simply masking off the top bits when
passing pointers as arguments to external functions [3, 12, 41, 63,
68, 69, 75, 132]. This is not an adequate solution.

First, argument masking is insufficient. It fails to catch pointers
escaping via memory [41]—in itself a challenging problem due to
the undecidability of aliasing [111]—or by returning from a callback
function. Second, it creates different coexisting versions of the
same pointer (with and without top bits) which breaks pointer
comparisons and subtractions. These correctness issues are hard
to fix in instrumented code [63, 69], let alone external code. Third,
masking permanently strips protection. Since defenses typically
disable checks on bare pointers to avoid crashes [115, 132], every
interaction with external libraries progressively erodes safety.

Hardware pointer masking extensions such as Intel LAM [22]
and ARM TBI [77] alleviate all these issues by removing the need for
pointer masking, but contain insufficient space (6—15 bits) to encode
full bounds information for any non-trivial application [66, 115].

Object-based bounds checking. Jones and Kelly [60] intro-
duced “object-based” bounds checking as an alternative that avoids
the bounds encoding issues of pointer-based bounds checkers. Their
approach validates pointer arithmetic rather than dereference. By
strictly enforcing that pointers never drift out-of-bounds, the de-
sign guarantees that all in-bounds pointers can reliably locate their
bounds metadata (stored relative to the object), eliminating the
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Table 1: NO@B vs other relevant bounds checkers with similar goals and operational constraints.

Pointer Instrumentation

Target Memory

Compatibility

Hardware . N . Run-Time
Approach Type Assistance | Deref. Arith. Escape Copy | Stack Heap Global Eif:t';:::’e (?:;; ;gtlr]s Ad drt/[sasXSl:;acle @ Mgz:i:cl‘tlsve N;T:e ?éi;))c' Overhead
Fat Pointers [5, 58, 65,99] P v - - v v v o ) A A A °
SoftBound [94] ‘ P v - v v v v v © [J A A A [
MESH [132] | r - v/ X v/ X v/ X © ) 48 2™ A ®
PACMem [75] P ARM PA 7 X 7 7 7 v © ° 39 P 4GB D
CUP [12]/Midfat [68] [P B v/ v/ v v v v © ° A 27! 4GB °
CGuard [63] P - 4 v v v v 4 O o 48 A A
Delta Pointers [69] [ P v v v/ v v/ v/ ) ©F 32 A 2GB
J&K [60] 0 7 - v/ v v ° of A a A °
CRED [114] [ o v v/ v v v/ ® © A A A 0
PariCheck [146] o v v v v [ J © 38 A A [ ]
Baggy Bounds® ™ [3] [ O v v/ v v ° © 38 A A °
Low-Fat [31, 33, 34] 9 7 v/ v/ v ° O A a 32 GB
CAMP [79] o v X v X ° of A A A
ShadowBound [147] o - - v - X v X [J @) A A 8 GB
| FRAMER/Miu [96, 97] P+0 | - | v % % - v % v | e of A A A | e |
[ NoeB P+O | TB/UAVLAM [/ v - - [ v v/ x | e oF A A 16GB | |

Legend: P Pointer-based, O Object-based, R Red-zone-based (aka Tripwire), v Has this feature, X Lacks this feature, v' Has this feature (but is fundamentally flawed),
X Lacks this feature (but no fundamental issue in the design), - Feature is not required, @ Full Compatibility, © Partial Compatibility, O No Compatibility, ® <30%

(average) overhead,

<50% (average) overhead, @ >50% (average) overhead, A The maximum possible by the underlying OS/architecture, T Only off by One, *

Within limited range. If the defense includes more than just spatial checks, we model their spatial component alone.

need to embed bounds inside the pointer; the pointer itself becomes
the metadata handle.

Subsequent object-based bounds checker innovations aligned
objects to their size [3], and encoded size information in the pointer
using only a few bits [34], such that object base pointers could be re-
covered by aligning in-bounds pointers down, fully eliminating the
need for disjoint metadata lookups. Notably, Low-Fat Pointers [34]
allocates objects at specific addresses such that the most significant
bits of the effective address contain the size of the object (see the
“N” field in Figure 2), which can be used to align in-bounds pointers
down to retrieve the object’s base pointer without using any upper
bits or disjoint metadata. This breakthrough encoding remains one
of the fastest and most popular bounds checker designs to date [62].

2.2 Pragmatic C/C++ Compatibility

Real-world C and C++ programs routinely contain undefined or
implementation-defined behavior [17], in particular by assuming
that pointers and integers behave interchangeably. Many bounds
checkers break this assumption.

Benign OoB pointers. Specifically, object-based bounds check-
ers cannot handle pointer arithmetic that generates an out-of-
bounds (OoB) address, even if that pointer is never dereferenced.
While the C standard allows pointers to drift “one past the last
element of the array object” [56], real-world programs generate
pointers far beyond these limits [17, 35, 62, 84, 95, 114]. Typical
use cases include reverse array iteration (creating a pointer to be-
fore the start of the object), and subtracting a fixed offset K from a
base pointer so that ptr[K] accesses the 0th element [35]. Chisnall
et al. found benign OoB pointers in over half of the code bases
they surveyed [17], at a rate of roughly 1 instance per 1,000 LoC.
Duck et al. encountered them in 9 SPEC CPU2006 benchmarks [35],
which matches our own experience (Section 6.1). The prevalence
of this idiom need not surprise; 73% of systems developers sur-
veyed by Memarian et al. [84] believed that temporarily going OoB
and returning in-bounds was well-defined, standards-compliant
behavior.

Mitigations. “Rectifying” this misconception across millions of
lines of code is a slow, manual, and error-prone process, without
any guarantee of getting complete coverage. Since the offending
behavior appears as harmless pointer arithmetic or indexing, it is
also hard to statically lint for. Previous work used dynamic profiling
tools to identify these benign OoB cases and exclude them from
object-based instrumentation [35], but this approach naturally has
coverage limitations.

Jones and Kelly originally proposed to pad all objects with a
single byte to keep “off-by-one” OoB pointers within bounds [60].
However, this is insufficient when pointers exceed the bounds by
more than one byte or underflow the object instead [28, 60, 114, 146].
Baggy Bounds Checking [3] replaces OoB pointers with an invalid
value instead, so that they can exist harmlessly unless derefer-
enced [60]. However, this approach might cause functional issues
during pointer comparisons [3]. Alternatively, CRED [114] and
PariCheck [146] preserve the pointer value but track its invalid-
ity in disjoint metadata, at the cost of expensive per-dereference
lookups.

All of these “OoB poisoning” approaches face additional chal-
lenges when the benign OoB pointer is later brought back into
bounds (e.g., in the ptr[K] case). In such cases, the bounds checker
must transparently “un-poison” the OoB pointer, which requires
(i) tracking the pointer’s intended referent while it remains OoB
and (ii) precisely detecting all pointer arithmetic to instrument the
operation that brings the pointer back into bounds. Problem (i)
reintroduces the familiar bounds encoding and propagation chal-
lenges of pointer-based schemes (see Section 2.1), and problem (ii)
is challenging due to the type-unsafe nature of C/C++ and the lack
of information at compile time.

Pointer-based bounds checkers. In contrast, pointer-based
bounds checking mechanisms discussed in Section 2.1 impose no
constraints on the value of the effective address, allowing them
to support these quirks without issue. At the same time, this ag-
nosticism toward the effective address is precisely what prevents
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64 64-TW 48 42 N+TW N
‘ TOPTAG ‘ 0x0 ‘ N ‘ ‘ IPTAG ‘ OFFSET ‘
invariant: arithmetic constraints invariant:  variant
redundancy

Figure 2: NO@B pointer layout. Object sizes are powers of two,
and objects are aligned to their size. Thus, in-bounds pointer
arithmetic only modifies the least-significant N bits, shown as
OFFSET. Nearby out-of-bounds arithmetic modifies the iptag,
which N0O@B can detect during dereference by comparing it
with the toptag. Larger arithmetic modifying bits above the
iptag is disallowed through pointer arithmetic checks.

them from efficiently encoding bounds information, leading to the
interoperability issues described in Section 2.1.

3 Threat Model

We consider adversaries that aim to exploit spatial memory safety
vulnerabilities in the user-space program protected by N@@B by
providing malicious input. These vulnerabilities could allow them
to read or write arbitrary memory locations. N0@B’s goal is to pre-
vent such exploits by enforcing bounds checks on memory accesses.
However, N0©B only protects against vulnerabilities within the hard-
ened source code, excluding potential vulnerabilities in external
libraries. We specifically focus on preventing overflows that cross
allocation boundaries, as these constitute most buffer overflow
exploits observed in practice. While intra-allocation overflows be-
tween struct members or array elements are still exploitable [40],
they fall outside the scope of N@@B (see Section 8).

4 The NoOB Design

In a sense, the distinction between pointer-based and object-based
approaches can be viewed through their handling of benign OoB
pointers. Pointer-based approaches allow them without restriction,
leading to referent-tracking and bounds-encoding issues in large
address spaces. In contrast, object-based approaches explicitly dis-
allow them, causing source code compatibility issues.

N@@B explores a middle ground. Our key insight is that enforc-
ing coarse-grained, wider-than-object bounds via arithmetic con-

straints can help alleviate the inherent limitations of both approaches.

It permits a limited range of benign OoB arithmetic around objects
within the wider bounds, preventing crashes. Yet, it also still re-
stricts the effective address range of the pointer, allowing us to
encode compact, relative bounds information within the limited
number of unused bits of commodity pointer masking extensions,
keeping pointers natively dereferencable. In effect, N00B’s “hybrid”
approach implements a small pointer-based bounds checker inside
a wider object-based bounds checker to achieve a design that is
both selectively applicable and source-compatible. The rest of this
section explains the specific design decisions used to make NO@B
fast and to tailor it towards existing pointer masking extensions.
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4.1 Hybrid Bounds Checking

N@OB efficiently enforces hybrid bounds without relying on disjoint
metadata lookups. Our approach builds on the observation that
small pointer arithmetic primarily modifies the least significant bits
of pointer values, while the more significant bits typically require
larger offsets to change. When objects are aligned to their size, and
their size is a power of two, this distinction manifests explicitly in
the pointer value. As illustrated in Figure 2, for an aligned object
of size 2", all in-bounds pointer arithmetic modifies only the least
significant N bits, leaving the upper 64 — N bits intact. Thus, as
noted by previous work [14, 74], the challenge of spatial memory
safety enforcement can be reduced to maintaining the invariance
of these more significant bits between allocation and dereference.
To delineate variant from invariant bits, N can be encoded within
the effective address bits of the pointer by allocating objects into
specific, large address ranges according to their size [31, 34, 44, 46].
In N@®B, as shown in Figure 2, N is encoded in a fixed location
within the effective address of the pointer (ptr[48:42]).

Directly enforcing the invariance of the more significant 64 - N
bits through pointer arithmetic checks would yield an efficient
2N -aligned object-based bounds checker [3], such as Low-Fat Point-
ers [34], which fails to handle benign OoB pointers. Instead, our
second observation is that we can ensure invariance for a subset of
these bits through redundancy, by duplicating them into the upper
unused bits of the pointer. During object creation, we extract the
least significant TAG_WIDTH (TW) number of bits of the invariant part
of the pointer (ptr[N+TW:NJ), and store them in the top bits of the
pointer (ptr[64:64-TW]). We refer to these extracted bits as the
“in-pointer tag” (iptag), while their copy in the pointer’s top bits
is called toptag. The iptag can be modified by pointer arithmetic
without losing track of the intended referent, as its original value
is backed up in the toptag. The more significant bits—specifically,
N+TW and above, including the bits that encode the size information
(N) and the toptag itself—are strictly checked for invariance during
pointer arithmetic. Notably, under NO@B, the least significant N+TW
bits may vary across pointer arithmetic, making them unsuitable to
hold trustworthy metadata. Therefore, these bits must not overlap
with the pointer’s size information, i.e., the N field (ptr[48:42]).
This constrains the maximum value of N+TW to 42, yielding a maxi-
mum allocation value of 2*273=34=16GB on platforms like AArch64
where TW=8, which is sufficient for many applications.

4.2 NOOB’s Memory Layout

NO®B, like several other bounds checkers [3, 14, 34], opts to align
objects and bounds to powers of two, which allows its checks to
be efficiently implemented through simple bitwise operations. The
performance gains this affords are typically worth the increased
memory usage and cache footprint. We implement a custom mem-
ory allocator, Ne@Balloc, that organizes memory into arenas, each
containing 27" objects of the same size 2. By also aligning arenas
to their power of two size @™*N), we can efficiently determine
whether two pointers point to the same arena by simply comparing
their upper bits, as shown below:
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transparently ignore. To handle this, N0@B imposes a program-wide

T:OPT:;—‘TZM 4‘3 . 4‘2 NJ‘(TIZTAGTOFFSM‘ memory layout constraint that all non-N@@B-managed memory

. s [ ] must be allocated above a certain, fixed address. The address is

Q5 | nrEna 1 | 254 [orr ] = chosen such that its embedded size information (the N field) ap-

Cig:‘;‘agezef’i;"t?; Alowed 0oB = pears huge to N0@B bounds checks, e.g., 48, which tricks them into

within same /;;ergfi P transparently enforcing wide, compatible bounds on these memory

E regions. We apply this via a linker script, or via a small custom chain-

() - -~ loader called N@@Bloader that mmap-s the entire N0@B-managed vir-

Dereferenceable: [ 2z — "2 Jorr] tual memory area at startup, before handing off control to the actual

toptag == iptag e 2 008 = program loader, which will only load regions above the reserved

o y (arith. check) 5 No@B-managed virtual memory area. This ensures that external

Cannot construct: L |aRENA 2 [ ... [oFF ] 2 global data and the native program stack are allocated at a N0@B-

cross-arena €9 > ignorable address. After startup, N0@Balloc interposes all dynamic
arithmetic z allocations and places them in the NO@B-managed region.

Key to N0©B’s selective effectiveness is that it attaches and main-
tain bounds information for as many objects in the program as
possible, e.g., by interposing all heap allocations, including those by
external code. This is useful because it ensures that even selective
N@©B bounds checks get to actually perform useful bounds check-
ing work on as many objects as possible. As Section 6.2 shows,
No@Balloc is fast enough to make this a viable default.

Selectivity Guidance. NO@B supports selective hardening as
1 base_arena = base >> (N + TW); a practical adoption requirement to avoid total recompilation of
2 ptr_arena = ptr >> (N + TW); all process code, including mixed-language components, assembly
3 if (base_arena != ptr_arena) trap(); routines, and closed-source dependencies. However, even within
recompilable code, selective hardening can also be a way to lower
overhead, by targeting only specific code modules [13, 123].

For one, developers can prioritize code that is easiest to exploit
or most likely to contain vulnerability entry points, e.g., code that
directly parses untrusted input. This selection can be informed by
semantic knowledge about the program [13, 123], but also more
quantifiably guided via historical CVE metrics per code module,
or live bug reports of known yet unpatched vulnerabilities [10]. In
Section 7, we evaluate such a selective deployment of N0@B on a
parsing component of FFmpeg [37].

Conversely, developers could purposefully exclude certain known-
performance-sensitive components to meet an overhead budget.
creates hardened pointers for stack objects by allocating them on The performance characteristics of software components are easier
dedicated, disjoint, per-size N0@B-managed stacks. As such, the to measure than their security properties, and many prominent his-

layout of hardened pointers to stack objects is identical to that of torical bugs have appeared in “cold” code [133], e.g. HeartBleed [98].
heap pointers, avoiding slow disambiguation checks. Using LLVM’s

StackSafetyAnalysis, we identify stack objects that might be
subject to OoB indexing and allocate them on disjoint stacks of
appropriate sizes instead, much like SafeStack [26]. All stack objects
that we do not explicitly move remain on the native program stack,
which is located in non-N@@B-managed memory.

Figure 3: NOOB arenas are constructed such that pointer tags
never repeat. Coarse-grained bounds checks restrict pointer
arithmetic to within arena boundaries.

This efficient arena check also means that not all pointers benefit
from the same amount of benign OoB leeway. As seen in Figure 3,
pointers to objects at the very start or end of an arena may face
arithmetic boundaries at their own allocation boundaries, imposing
tight arithmetic constraints akin to pure object-based bounds check-
ers. To avoid such issues, N0@B simply does not allocate objects at
either arena boundary. This grants all objects at least one object size
worth of benign OoB leeway, which naturally grows with larger
object sizes. For performance reasons, N0@B extends this leeway to
the size of a cache line (64 bytes) for the smallest allocations.

Stack Objects. Similar to previous work [31, 44, 46, 86], N0oB

Finally, memory-unsafe components of applications written in
safe languages can form a natural selective hardening target [113],
closing the memory safety gap and helping prevent cross-language
attacks [85]. The resulting program is spatially memory-safe, but
incurs only selective overhead.

4.3 Selective Hardening 4.4 Efficient Hybrid Bounds Checks

Under selective application, N0@B-hardened pointers will escape Performing bounds checks on pointer arithmetic and dereference

into external code, which must be able to use them without any risks introducing significant performance overhead. We carefully

instrumentation. NO@B solves this by design, because it only embeds designed an efficient hybrid check that simultaneously performs

metadata in ignorable fields of pointers (see Figure 2): the toptag in both checks at dereference sites, and integrates their operation. To

the ignored upper pointer bits [22, 27, 77], and the power and iptag use it, we must first be able to perform the arithmetic check at

bits inside the effective address, avoiding the need for masking. dereference sites.

Hence, all N0@B-hardened pointers are valid native pointers. Tracking Base Pointers. N0OB employs an approach similar
Conversely, external code may provide non-N0@B-hardened point- to CGuard’s “static-base” tracking [63] to provide the original, un-

ers to N@@B-hardened code, which the N0@B bounds checks must modified, intra-procedural base pointer value of pointers during
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their dereference. We first identify the sources of pointer values
within a function, such as memory loads, function calls, or func-
tion arguments. We then introduce an additional variable to track
these pointers’ original value as they propagate through select
instructions, arithmetic, or other operations, as illustrated below.

@os W
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1N = ( >> 42) & Ox7f;

referent = ( >> N) & ~ ; /*arena basex/
toptag = >> (64 - TW) ; /*toptag*/
referent |= 5 /*orig obj*/
if ( 1= (ptr >> I)) O

bbl:

basel = 5

ptrl = basel + 5

jmp Yderef ;
bb2:
ptr2 = arg2 + ;
jmp Yderef ;

; preds: Jbbl, Jbb2

ptr = phi [ R 1;
noob.base = [ 5 1 5
check_arith( , )

deref:

The key advantage of this base-pointer tracking mechanism
is that it enables all arithmetic between pointer introduction and
dereference to be checked in one step, together with the dereference
check at the dereference sites, rather than checking each arithmetic
operation individually.

To guarantee that all such intra-procedural base pointers con-
tain valid metadata, NO@B must additionally check intra-procedural
pointer escapes, such as function argument passing, storing pointers
to memory, or returning them from functions. Traditional object-
based bounds checkers often face significant compatibility chal-
lenges when doing so [34, 150], as pointers may be benignly OoB
at this point, and they require them to be strictly in-bounds. N0@B
overcomes this limitation because it only has to enforce that es-
caping pointers remain within the same arena as their base value,
not within the same object. As long as pointers stay within arena
bounds, the correct intended referent can always be retrieved dur-
ing bounds checks.

Efficient Checks. N0@B’s hybrid bounds checks work by us-
ing the toptag and arena information of the trusted base pointer
to reconstruct the intended referent of the offset pointer. Then, a
single comparison performs simultaneous arithmetic and derefer-
ence checks (Listing 4.1): it verifies that the offset pointer’s iptag
matches the base pointer’s toptag (pointer-based check), and en-
sures that the more significant bits (above the iptag) of the base
and offset pointers match, including the embedded size information
and the toptag (object-based check). This efficient check compre-
hensively enforces the invariance of all non-offset bits in pointers,
from allocation to dereference, without prematurely crashing on
intermediary OoB pointers that are never dereferenced.

Note that most of the work in this check (lines 1 through 4)
merely reconstructs the intended referent value, and doing so hap-
pens solely using the base pointer’s metadata. As such, this work
can often be performed upfront, e.g., outside a loop, and even reused
among multiple bounds checks that share the same base pointer.
We take advantage of this feature in Section 5.2.

Simply moving to this hybrid check eliminated a third of N0@B’s
overhead across the SPEC CPU2006 C/C++ benchmark suite, com-
pared to doing separate arithmetic and dereference checks.

Listing 4.1: Hybrid N@@B bounds check.

5 Implementation

We implemented N@@B in a 4.7 KLoC out-of-tree LTO plugin for
the LLVM 15 compiler, and N0@Balloc in 580 lines of C++ library
code. Our implementation targets 64-bit Linux environments with
4- or 5-level paging, which is common for modern desktops and
servers [144].

5.1 Platform-Specific Considerations

All major processor architectures support pointer masking exten-
sions that are compatible with NO@B, summarized in Figure 1. On
ARM, No©B uses the Top-Byte Ignore (TBI) extension, which has
been supported since ARMv8 (2011) [77], making it available on
many commodity AArch64 processors. On AMD64, we use AMD’s
Upper-Address Ignore (UAI) [27] or Intel’s Linear Address Masking
(LAM) [22] extensions. UAI ignores the upper 7 bits of a pointer,
whereas TBI ignores 8. LAM provides configurable ignoring of ei-
ther 6 or 15 bits, but unlike UAI and TBI, it applies to different bit
ranges: either ptr[62:57] or ptr[62:48] are ignored.

Delayed kernel support. We implemented and functionally
evaluated NO@B for all three platforms. However, Linux kernel sup-
port for the AMD64 pointer masking extensions has been delayed,
in part because they have been shown to facilitate speculative leak-
age attacks [50], and require a hardware fix. In addition, kernel en-
gineers have also objected more fundamentally to aspects of AMD
UAT’s design [21], such as masking the most significant pointer
bit (see Figure 1) which is traditionally used inside the kernel to
distinguish user and kernel pointers in security checks. We still
verified the correctness of our implementation for small programs
by manually enabling the UAI bit in the appropriate MSRs, but more
complex programs require kernel support, e.g., to handle tagged
pointers as syscall arguments. Hence, we use a compatibility mode
on AMD platforms, where bounds checks decode all in-pointer N
values to 48, which transparently enforces large bounds, allowing
us to keep the toptag empty. We verified that this compatibility
mode does not modify the generated bounds-checking instruction
sequence. Thus, we are confident that our AMD UAI performance
results (Section A) accurately reflect what will be observed in the
future with kernel support.

For Intel LAM, we selected the U48 variant to implement NO@B
on top of, although we still only use 8-bit wide toptags. U48 is also
not available yet in the mainline kernel, but out-of-tree patches by
Intel engineers do exist', which we use. Integrating with LAMU57
in the future should be straightforward given N0@B’s configurable
toptag size.

1https:/ /git.kernel.org/pub/scm/linux/kernel/git/kas/linux.git/log/?h=lam-old
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Limited AMD64 Address Space. On AMD64 Linux platforms,

user space is only 128TB large [25], which is half of that on AArch64 [24].

We retain the same pointer layout as AArch64, but with one less
bit in the N field (6->5). While this cuts the number of encodable
size classes in half, we ensure that sufficiently large objects can still
be hardened. The 5 N bits encode 32 size classes, one of which must
be reserved for non-N@@B-managed memory. With the remaining
31 values, we can achieve a maximum size class of 34 if we decode
all in-pointer N values to N+4. This yields a minimum allocation
size of 2* = 16B and a maximum of 2** = 16GB. Larger objects need
not crash the process, but can simply be forwarded to the default
system allocator in non-N0@@B-managed memory.

Since the remaining non-N@@B-managed N value of 35 is insuffi-
cient to ignore all bounds checks transparently, like in AArch64,
we introduce a small 32-byte table that maps in-pointer N fields to
actual size values, similar to previous work [34]. This allows us to
map the non-N@@B-managed N value to 48, transparently ignoring
bounds checks on non-N@@B-managed memory once again.

5.2 Compiler Optimizations

We integrate several compiler optimizations during LTO when
hardening applications with N0@B. We inject our instrumentation
at the FullLinkTimeOptimizationLast extension point, after all
optimizations on the underlying application have completed, to
prevent interference [62].

Pointer Safety Analysis. We developed an interprocedural
backward data flow analysis to prove that each memory access’s
pointer operand remains within the bounds of every allocation
it may derive from. The analysis tracks constant pointer offsets
and uses LLVM’s ScalarEvolution (SCEV) [1] to estimate extremum
values for non-constant offsets. We conduct the analysis twice
to check for overflow and underflow, considering maximum and
minimum offset values, respectively, and cache results to ensure
efficient analysis times. We extend our analysis interprocedurally
on function arguments if we can conservatively determine all call
sites. We also look through direct calls to functions defined in the
same LTO module. We stop at memory loads of pointer values, since
Reaching Definitions Analysis is expensive and imprecise [2]. Across
the C/C++ SPEC CPU 2006 benchmarks, our analysis proves an
average of 47% of memory accesses safe, including those dominated
by checks on the same pointer, as is common in prior work [3, 34,
62, 94]. We provide per-benchmark statistics in Section B, Table 11.

Loop Optimizations. The remaining memory accesses must be
bounds checked. Since checks within loops execute more frequently,
they contribute significantly to N0@B’s overhead. To mitigate this,
we implement common optimizations to summarize loop memory
access patterns and hoist checks out of the loop body [44, 134, 149].
We avoid hoisting checks on memory accesses that do not post-
dominate the loop’s preheader, as they may not execute and could
hold OoB or invalid pointer values, which should not trigger a
bounds check failure if not dereferenced.

When the base pointer of a dereferenced pointer is known before
the loop, we precompute all necessary information for bounds
checks upfront, emitting only a conditional branch inside the loop.
This optimization works even for loop-dependent pointer values,
as the original referent is reconstructed solely from the tracked
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base pointer. For such cases, the instrumentation inside the loop
simplifies to:

if (precomputed_referent != (ptr >> N)) trap();

This is a remarkably efficient bounds check that fully capitalizes
on the structure of N0@B’s hybrid checks (Section 4.4).

Unfortunately, many other loop-bound memory accesses remain
unhoistable and unanalyzable, even if they post-dominate the pre-
header. For instance, pointer operands that are loaded from memory
on each iteration, such as during a linked-list traversal, offer no
hoisting opportunity. In our experiments, LLVM’s ScalarEvolution
cannot provide usable value-range information for 65% of such
non-provably-safe loop-bound memory accesses (see Table 11). The
prevalence of these unpredictable memory accesses underscores
the importance of using efficient bounds-checking instruction se-
quences (Listing 4.1).

6 Experimental Evaluation

We evaluate NOOB’s performance and source compatibility on the
C and C++ benchmarks of the SPEC CPU2006 and SPECspeed
2017 suites, as they are standard compute-intensive benchmarks
in bounds-checking research and contain diverse systems-level
codebases that commonly require manual patches to eliminate com-
patibility issues [63, 69, 86]. We evaluate on the following platforms:

P1 AHiSilicon Kunpeng-920 5250 server with 96 TSV110 ARMv8.2
cores at 2.6GHz and 512GB of RAM, running Ubuntu 22.04.5 on
Linux kernel 5.15.0. This platform fully supports N0@B through
Top-Byte Ignore (TBI).

P2 An Intel Core Ultra 9 285K Arrow Lake desktop with 8 Lion
Cove “P” cores at 3.7GHz and 64GB of RAM, running Ubuntu 24.04.3
LTS on a custom Linux 6.1.0-rc3 kernel that includes Intel patches
to enable LAM U48 support?. This platform fully supports N0@B
through Intel Linear Address Masking (LAM).

P3 An AMD Ryzen 7 7800X3D desktop with 8 Zen4 AMD64
cores at 4.2GHz and 64GB of RAM, running Ubuntu 24.04.1 on
Linux kernel 6.8.0. This platform will support N@@B in the future
through AMD Upper Address Ignore (UAI), but currently still lacks
software support in the kernel.

P4 An AMD Ryzen 7 PRO 4750G desktop with 8 Zen2 AMD64
cores at 3.6GHz and 32GB of RAM, running Ubuntu 20.04.3 on Linux
kernel 5.11.0. This platform lacks UAI hardware support for N0@B,
but provides a contrasting measurement to the 7800X3D from the
same microarchitectural family. The 7800X3D features a huge 96MB
L3 cache (“3D V-Cache”), which may partially hide N0@Balloc’s
overhead.

P5 An Intel Core i7-12700 Alder Lake desktop with 8 Golden
Cove AMD64 “P” cores at 2.1GHz and 32GB of RAM, running
Ubuntu 20.04.5 on Linux kernel 6.12.0. This platform also does not
support NO@B because it predates LAM, but provides an estimate of
N@OB’s overhead on a different Intel microarchitecture.

Together, these platforms cover both major 64-bit ISAs (AMD64
and AArch64) from three different vendors (HiSilicon, AMD, and
Intel), five distinct microarchitectures for four product categories

2https://git.kernelAorg/pub/scm/linux/kelrnel/git/kas/linuxAgit/commit/?h:lam—
old&id=e64abde4d7ab69eee2b4d11651d989¢451930292
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(server, gaming, workstation, and desktop), and three implementa-
tions of pointer masking (TBI, LAM, and UAI). This variety demon-
strates the versatility of N0@B and helps us prevent measurement
bias [127].

6.1 Source Compatibility

We compare NO@B’s compatibility with Low-Fat Pointers, a represen-
tative object-based bounds checker that struggles to handle benign
OoB pointers. To ensure a fair comparison [62], we reimplement
Low-Fat Pointers ourselves by modifying N@@B to disable toptag
checking and to narrow object-based arithmetic checks to object
boundaries rather than arena boundaries. This essentially yields a
power-of-2-aligned version of Low-Fat Pointers [34], which already
provides some padding around non-pow2-sized objects that should
help with preventing crashes from small OoB pointer motion.

SPEC CPU2006. In the initial run, N0@B crashed on two out of
the 19 SPEC CPU2006 programs (403.gcc and 450. soplex), while
Low-Fat Pointers crashed on five (two shared with N@@B, and addi-
tionally 400 . perlbench, 483.xalancbmk, and 447.deallI). Upon
closer inspection, all bugs in 403. gcc were well-known snippets of
undefined behavior that GCC developers themselves had already
patched out over 20 years ago (see Table 2), but that did not make
it into the SPEC CPU2006 release. All of them are related to far-
out-of-bounds pointers, and were repeatedly noted in previous
work [34, 63, 86]. In particular, TDI [86], which supports 4GB (!)
of OoB pointer arithmetic leeway, applied two identical patches to
mitigate this problem. Indeed, we did not implement any patches
ourselves to make 403.gcc compatible with NO@B: all detected is-
sues had already been independently discovered and purposefully
fixed by the developers, indicating that they already wanted to
eliminate this undefined behavior from their code. After applying
these small patches, NO@B runs 403. gcc without further issue, but
Low-Fat Pointers still crashes on the remaining smaller OoB cases
in 403. gcc that N@@B’s OoB leniency transparently handles.

The second crashing program was 450. soplex, which, as also
observed by prior work [34], uses inter-object relative pointers:

offset = realloc(array, grow) - array;
for (i = 0; i < size; i++)
array[i] .ptr += offset;

The offset computation on line 1 constitutes undefined behavior
in C [56] (see Q9 in [84]), since it brings pointers outside of their
intended referent, and even dereferences them while OoB. This pat-
tern using realloc is recurring but uncommon: CHERI developers
found only a handful instances of it during their experience port-
ing > 2 MLoC worth of FreeBSD desktop applications [137], all of
which took only minor changes to fix. From NO@B’s perspective, the
fixup operation on line 3 is erroneous since it brings the ptr values
out of their arena. Inter-object offsets are generally not supported
by bounds checking toolchains, including CHERI [140], since they
essentially constitute a developer-intended memory error. They
also confuse compiler alias analyses and may lead to miscompila-
tions [84], since they semantically implement pointer assignment
but do so syntactically via pointer arithmetic.

Nonetheless, some bounds checkers inadvertently do support rel-
ative pointers. Red-zone sanitizers, such as AddressSanitizer [118],
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Table 2: Applied N0@B compatibility patches.

Program | Revision | Year | Message

403.gcc 162672 2003 | “Don’t use offset pointers.”

403.gcc 189543 2004 | “Avoid undefined pointer arithmetic on gty_table”

403.gcc 179945 2004 | “Don’t play queer offsetting games with reg_known_value”

can only distinguish between accesses to valid objects and accesses
to padding between objects, and thus place no constraints on pointer
arithmetic or relative pointers. In addition, some pointer-based
bounds checkers that fully embed bounds information in the na-
tive pointer also forego arithmetic checks [66, 75, 115, 132, 136],
which allows the fixup operation on line 3 to update the upper bits
“correctly”. In theory, such updates should not be allowed at all,
because they also allow an attacker to add a well-calculated offset
to any pointer to obtain a valid pointer to a different object, which
is the very definition of a memory error. In practice, these bounds
checkers do allow them, either because they assume attackers will
struggle to inject such large offsets in benign applications [69, 132],
or because the contents of the top bits are randomized and hard to
guess [53, 66, 74, 75, 126]. Previous work has warned against this
negligence [57], and even successfully exploited it [48, 54]. Hence,
we consider supporting relative pointers a design choice that re-
duces the security of the bounds checker. N0@B, like CHERI [140],
does not support this pattern.

NO@B successfully ran all 17 other benchmarks in the SPEC
CPU2006 suite without issue, while Low-Fat crashed on three more
of them due to benign OoB pointer motion.

SPECspeed 2017. N0©B ran all 12 C/C++ programs in the SPEC-
speed 2017 suite without issues. In contrast, Low-Fat Pointers still
crashed on three programs: 600. perlbench_s, 623.xalancbmk_s,
and 641.1eela_s, all due to benign OoB pointer motion.

Summary. In total, N0@B only applied an existing source com-
patibility patch for 1/30 programs across both SPEC suites, and ran
the other 29 programs completely stock, while Low-Fat Pointers
crashed on 7 additional programs. This demonstrates the efficacy
of N@@B’s benign OoB leeway.

To estimate the porting effort for Low-Fat, we tried to estimate
roughly how many unique issues remain in the programs where it
causes crashes. We modified NO@B to record every unique bounds
check involving a pointer whose toptag no longer matches its
iptag, since that indicates that the pointer is temporarily OoB.
Table 3 shows the results. 600.perlbench_s stands out, with 807
unique locations where it deals with benign OoB pointers. Upon fur-
ther investigation, all these OoB pointers appear to be underflowing
their intended referents at various negative offsets.

This measurement is crude; it counts binary program locations
rather than source code locations, and it only includes the coverage
of the SPEC reference workloads, which are unlikely to trigger all
offending code. Nevertheless, it reinforces the idea that adopting
an object-based bounds checker to harden real-world C/C++ code
is an uphill battle. In contrast, N0@B simply handles all these cases
through the pointer leeway provided by its arenas.

6.2 Performance

On all evaluation platforms, we isolate a single (performance) core,
fix its speed to its base clock, and pin the benchmark program


https://github.com/gcc-mirror/gcc/commit/4cc0fdd2fa73b2d409aa59d1ef5970b332844fad
https://github.com/gcc-mirror/gcc/commit/08a692679fb8ff32f7d63932fd97a90b2aef4c0c
https://github.com/gcc-mirror/gcc/commit/bb1acb3e8f2dc8bb1bd408a6c56762073c90bf00

NO@B : Bounds Checking for the Masses

Table 3: Unique benign out-of-bounds cases in SPEC pro-
grams that Low-Fat Pointers crashes on.

Benchmark | Unique occurrences
400.perlbench 8
403.gcc 45
483.xalancbmk 49
447 .dealll 11
600.perlbench_s 807
623.xalancbmk_s 1
641.1leela_s 7

to it to avoid scheduling interference. We disable hyperthreading,
processor turbos, and Dynamic Voltage Frequency Scaling (DVES).
These are all standard measures to improve the reproducibility of
performance benchmarks [7]. We compile all benchmarks with
-flto -02 -mcpu/-march=native. Due to space constraints, we
only show per-benchmark details in Figure 4 for the platforms on
which N@@B is fully functional today, i.e., the Kunpeng-920 (P1) and
the Core Ultra 9 285K (P2). The other platforms are in Section A.

6.2.1 Impact of N0@Balloc. We measure the impact of Ne@Balloc
across hardware platforms with widely varying L3 cache sizes, from
96MB, 48MB, and 36MB for the 7800X3D, Kunpeng, and Core Ultra,
respectively, to 25MB on the i7-12700 and just 8MB on the Ryzen
4750G.

Overall, the impact of N@e@Balloc is insignificant (+0% geomean).

However, some applications show overhead spikes under Ne@Balloc.

We investigate 447.dealIl’s case in detail, because it shows a re-
markably high overhead of 65% on the cache-constrained Ryzen
4750G. We find that it spends a lot of time iterating over small indi-
vidually allocated tree nodes that are just a little larger than 32 bytes,
and thus get aligned up to an entire cache line by N0@Balloc. This
increases the cache footprint of 447.dealll significantly, causing
2.7x more cache misses. On other platforms, 447.deallIl is much
less impacted, down to just 5% for the Core Ultra.

Artificial baseline. On most other benchmarks, Ne@Balloc
either performs similarly to, or outperforms, the default system
allocator. It is not uncommon for academic allocator prototypes to
do so [33, 86], as they are not tuned for the same general-purpose
workloads. However, this complicates measuring the overhead of
NOOB’s full instrumentation [91]. If we use the native measurement
as a baseline, speedups in N@@Balloc may partially hide NO@B’s
overhead. However, using the N0@Balloc measurement as a base-
line eliminates the overhead of N@@Balloc, including its effect on
memory layout. Therefore, we created an artificial baseline that
consists of the fastest measurements from both Ne@Balloc and
native on each benchmark. This artificial baseline essentially as-
sumes a worst-case scenario that ignores any speedups N0@Balloc
would provide, but includes all slowdowns. We still provide dedi-
cated N@@Balloc overhead measurements for comparison. Unless
explicitly stated otherwise, all NO@B overhead figures are calculated
using this artificial baseline.

GCC regression. Finally, we observed a regression in both
the 2006 and 2017 versions of GCC, where its garbage collector
implementation maintains page-table-like structures for each 4GB
region of virtual memory. Heap pointers are assigned to memory
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regions based on their upper 32 address bits, which usually yields
a short list of regions, since most heap pointers do not differ much
in their most significant bits [9]. However, in the case of NO@B, the
upper bits of pointers differ in the toptag and N bits, which broke
this assumption of GCC’s code, yielding a very large list of regions
and extreme overhead during simple lookups, slowing down the
program by over 3.7x overall. We created a small 3-line patch to strip
pointers of their N0@B toptag before looking up their “page table”,
which eliminated this overhead entirely. Reported overhead results
for GCC include this patch. Note that the patch does not affect
NOOB’s security guarantees: without a valid toptag, the stripped
pointers can never be dereferenced.

Any use of the upper pointer bits in GCC might trigger this
regression. In fact, previous bounds checkers observed the same
problem [63, 69], and applied similar patches.

6.2.2 Memory and Code Size Overhead. Table 4 shows the results
for peak Resident Set Size (RSS) and code size overheads on the
Kunpeng-920. Peak RSS overhead is slightly lower on the AMD64
platforms, but code size overhead is higher (see Section A Tables 8
to 10). Averaged across all benchmarks and platforms, NO@B’s peak
RSS overhead is 50.6%. Code size overhead is 79% on AArché64, and
113% on AMDé64.

While power-of-2 over-allocation should theoretically only cause
a maximum 2x memory overhead, we observe a few outliers, with
up to > 10x peak RSS overhead on 462.1ibquantum, 464.h264ref,
and 433.milc. These applications do not exhibit high run-time
overhead under N0@Balloc, suggesting that their Working Set Size
(WSS) is not significantly increased. Instead, we attribute this in-
creased RSS peak to Ne@Balloc’s reluctance to unmap arenas after
use. Our benchmarking setup does not trigger the kernel to reclaim
physical memory from these stale arenas, causing peaks in memory
usage across different size classes to linger and accumulate, even if
the underlying memory is not in use.

Hence, Peak RSS is a misleading metric, which does more to
measure the kernel’s reclamation policy than it does the memory
efficiency of a user-space program [59]. We include it because it is
a standard metric, but did not modify N@@Balloc’s implementation
to optimize it.

6.2.3 NOOB’s Run-Time Overhead. With full checking enabled, N0@B
achieves 29% geomean run-time overhead across SPEC CPU 2006
and 2017 on the Kunpeng, and 49% on the Core Ultra.

Platform differences. The overhead on Kunpeng is exceed-
ingly low for full inter-object spatial memory safety enforcement,
and much lower than on all AMD64 platforms. Disregarding the
impact of Ne@Balloc, which is determined mainly by cache size,
we attribute the differences between platforms to varying baseline
saturations of the ALU execution units. With less baseline con-
tention, NOOB’s bounds checks can be scheduled on free execution
units without delaying baseline operations, which increases the
Instructions Per Cycle (IPC), crucial for keeping the overhead of
bounds checkers at bay [105]. Hence, we speculate that the Core
Ultra’s microarchitecture fits the SPEC workloads better, which
creates more contention between NOOB operations and baseline
operations on the ALU units.

Comparison with state of the art. Yet, even on the 7800X3D,
which shows the highest overhead among all evaluated platforms
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Figure 4: Run-time overhead on SPEC CPU 2006 and SPECspeed 2017. “*” = compatibility mode.

(54%), NO@B’s slowdown remains on par with the state of the art.
In fact, we are aware of only five other software-based bounds
checkers that have achieved comparable overhead (Table 5), but all
come with significant practical drawbacks.

Delta Pointers [69] (which only checks upper bounds) and CGuard [63]

both encode bounds as pointer deltas, requiring updates on all arith-
metic operations. This necessitates precise instrumentation of every
pointer-arithmetic instruction—a challenge even with full source-
code access [86]. Furthermore, both store their pointer deltas in
non-ignored upper pointer bits, creating interoperability challenges
with external code. Unsurprisingly, they require extensive patches
to run SPEC benchmarks.

Conversely, Low-Fat Pointers [34], CAMP [79], and Shadow-
Bound [147] are object-based bounds checkers that lack support for
benign OoB pointers, as demonstrated by our Low-Fat evaluation
in Section 6.1. ShadowBound and CAMP are additionally exclu-
sive to the heap by design, and include aggressive optimizations
to eliminate checks on non-heap memory accesses, making direct
comparisons difficult.

This review highlights the unique and advantageous space that
N@©B’s hybrid design occupies. It achieves overhead comparable
to the most efficient prior works, while avoiding their practical
limitations regarding compatibility and interoperability. This is
largely made possible by the efficient implementation of N0@B’s
hybrid pointer- and object-based checks (Section 4.4), which pre-
vents a naive doubling of overhead. The most compelling evidence
for this is our Low-Fat equivalent: although its arithmetic checks
perform only half the work of N@@B’s hybrid checks, the reduction
in overhead is relatively minor (8pp on average). In return, N00B
can natively run 7 additional SPEC benchmarks.

6.3 Security

We used the Juliet 1.3 suite of C/C++ vulnerabilities by NIST [101]
to confirm that NO@B stops spatial memory errors, similar to related
work [12, 42, 46, 52, 74, 75]. We ran these tests on P1 (ARM TBI).
Table 6 shows the results for the relevant test cases, i.e., those that
perform out-of-bounds accesses. We consider a few instances of
the test cases out of scope. NO@B is not designed to handle intra-
allocation overflows [40], which we discuss further in Section 8.
Additionally, some test cases only trigger bugs in external code,
which is also out of scope.

NO@B correctly mitigated all in-scope vulnerabilities without
triggering false positives. We manually analyzed the behavior of
each test case to check whether and how the vulnerability was
mitigated. Some test cases were mitigated without a visible N0@B
bounds check failure, since they did not escape the padded power-of-
2 object bounds provided by N@@Balloc. Since this padding contains
no useful information and is never benignly read by the program,
accesses to this padding are not exploitable by attackers.

We also found that one test case did not trigger any bug, regard-
less of whether NO@B was present or not. The test case attempted to
create a 32-bit integer overflow during heap allocation, but failed
to do so on 64-bit architectures. Upon reporting this bug, NIST
acknowledged the issue. N0@B successfully detects the error in our
modified test case that does overflow the size variable.

7 Selectively Hardening FFmpeg

To evaluate the selective hardening benefits of N0@B in a real-world
scenario, we selected FFmpeg [37], a highly popular multimedia pro-
cessing library, written in C and assembly, that is both performance-
sensitive and security-critical. Typical FFmpeg deployments handle
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Table 4: Peak Resident Set Size (RSS) and . text section size
overhead on the Kunpeng-920.

Peak RSS .text Size
Benchmark Baseline (MB) NooB  Baseline (KB)  NooB
400.perlbench 663.8 1.19x 1223.23 1.92x
401.bzip2 611.0 1.01x 63.26 2.01x
403.gcc 95.7 2.14x 3409.11 1.82x
429.mcf 1677.4 1.00x 10.17 1.99x
445.gobmk 29.8 1.10% 2076.16 1.66%
456.hmmer 4.8 1.79x 155.83 1.78%
458.sjeng 176.1 1.01x 127.96  1.64x
462.]ibquantum 97.5 9.36x 20.45 1.72x
464.h264ref 64.6 8.65x 555.52 2.26x
471.omnetpp 171.3 1.20% 720.57 1.49x
473.astar 134.7 1.07x 32.37 1.50%
483.xalancbmk 420.2 1.52x 3479.56 1.82x
433.milc 680.5  11.50x 98.18 1.90%
444.namd 48.4 1.03% 175.31 1.97x
447.dealll 794.6 1.53x 469.24 1.87x
450.soplex 423.6 1.64x 309.29 2.04x
453.povray 7.3 1.51x 1064.83  1.67x
470.1bm 410.2 1.01x 10.20 2.17x
482.sphinx3 43.8 2.03x 155.29 1.72x
SPEC CPU2006 1.80x 1.83x
600.perlbench_s 89.8 1.26x 2297.45 1.79%
602.gcc_s 3100.7 1.16x 9575.29 1.84x
605.mcf_s 3960.9 3.18x 18.47 1.88x
620.omnetpp_s 241.4 1.15% 1915.46 1.45%
623.xalancbmk_s 478.9 1.45% 4010.11 2.02x
625.x264_s 155.7 1.03x 550.46 1.90%
631.deepsjeng_s 6881.3 1.00x 7134 1.56x
641.leela_s 25.1 1.23x 84.08 1.58x%
657.xz_s 4201.5 1.15% 125.29 1.77%
619.1bm_s 3224.0 1.00x 10.30 2.11x
638.imagick_s 7006.7 1.20x 1203.27 1.62x
644.nab_s 557.2 1.31x 86.22 1.61x
SPECspeed 2017 1.27x 1.75x

Table 5: Run-time overhead comparison of N0@B versus the
fastest current software-based bounds checkers.

Bounds Checker SPEC CPU2006 SPECspeed 2017

CAMP [79] 76.1% [44] 48.6% [44]
ShadowBound [147] 20.1% [44] 5.72%
Low-Fat [31] 26-43% 27-42%
Delta Pointers [69] 35% [46] 32.4% [43]
CGuard [63] - 42.1%
NooB 29-54% 29-54%

Table 6: Juliet Test Suite detection and mitigation results.

Mitigated due

Description (CWE) Total | Out of Scope to NooBalloc Detected | Missed
Stack buffer overflow (CWE121) 58 41 9 [ 8 0
Heap buffer overflow (CWE122) 63 42 11 10 0
Write-What-Where (CWE123) 1 0 0 1 0
Buffer underwrite (CWE124) 19 16 0 3 0
Buffer overread (CWE126) 11 8 1 2 0
Buffer underread (CWE127) 19 16 0 3 0
Integer overflow (CWE680) 6 0 0 6 0

complex media input from untrusted sources, e.g., when probing
or processing user-uploaded files, with malicious actors looking
to exploit bugs in the parsers or codecs. At the same time, being
a media processing tool, almost all FFmpeg operations are highly
performance-sensitive.
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Figure 5: FFmpeg x264 throughput without hardening, with
full N@@B hardening, and with partial NO@B hardening of
libavformat.

In this section, we evaluate a selective hardening of FFmpeg with
N@®B, comparing the performance against both a baseline and a fully
No©B-hardened version. We selected 1ibavformat as our target for
selective hardening, as it directly interfaces with untrusted input
(media container metadata), but executes far less frequently than,
e.g., the per-pixel operations of the video decoder.

Setup. FFmpeg’s fastest codecs are notoriously implemented in
assembly, which cannot be instrumented by N@@B, so we use the
—-disable-asm configure flag to build a C-only baseline version.
This allows us to accurately measure the overhead of the hardening
instrumentation. In addition, to avoid interference from multiple
threads, we perform a single-threaded benchmark of FFmpeg 5.1.8.
We use the Phoronix Test Suite (PTS) [107], which uses vbench [82]
under the hood, to supply the benchmark harness and workloads,
and select the x264 [131] codec as our benchmark target.

We create a full LTO build of FFmpeg and x264 together, so
all three benchmarks start from the exact same build setup. The
baseline version compiles using the default -02 -march=native
pipeline in Clang 15.0.7, the full N@@B instrumented version addition-
ally hardens the complete FFmpeg+x264 LTO module, and the selec-
tive libavformat version applies stack object hardening to the com-
plete LTO module, but only adds bounds checks to functions that
originally came from files inside the 1ibavformat/ folder. The cur-
rent NOOB prototype enables this through the NOOB_SELECT=<module>
environment variable, which, when set, selectively instruments all
LLVM Functions whose debug metadata indicates that their origi-
nal filename contained the <module> string. For 1ibavformat, this
resulted in only around 11% of the bounds check coverage that
would be applied under full instrumentation.

Security. To validate the security efficacy of our selective ap-
proach, we verified that it prevents CVE-2022-2566 [102]. This vul-
nerability is a heap out-of-bounds write caused by an integer over-
flow during heap allocation. The vulnerability is considered highly
severe: supplying a vulnerable version of FFmpeg with a single
maliciously crafted MP4 already suffices to enable code execution.
This is exactly the type of vulnerability that suits selective N0@B:
a high-severity, non-linear buffer overflow (which could bypass
simpler red-zone defenses [46, 150]) located in a security-critical
but less performance-sensitive component.
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Using the public PoC?, we confirm that our selectively hardened
FFmpeg indeed detects the memory error.

Performance. We then run the complete PTS x264 benchmark
on each configuration. We use P2 (Intel LAM) for these benchmarks.
Figure 5 shows the results. Full N0@B hardening reduces Frames
Per Second (FPS) to 64.2% (geomean), which corresponds to a run-
time overhead of 55.8%, in line with the SPEC results. However,
hardening libavformat alone recovers nearly all the baseline per-
formance, at 98.6% FPS. Hence, selective N0OB application incurs
just a minor slowdown while comprehensively hardening FFmpeg’s
input parsing logic, and protecting it from high-severity vulnera-
bilities like CVE-2022-2566.

8 Discussion

Being a research prototype, NO@B lacks features that require addi-
tional engineering effort to implement. Notably, it does not enforce
strict bounds for global arrays, as embedding the toptag in global
addresses involves handling various linkage and symbol types [36].
While our performance results do include the cost of bounds checks
on globals, including their alignhment, we map them in non-N@@B-
managed memory and enforce always-passing bounds. Recent work
has addressed global variables similarly [46].

In addition, N@@B does not currently detect sub-object over-
flows [40], such as bounds violations between struct members or
array elements. This limitation is shared with many low-overhead,
software-based bounds checkers, as sub-object protection intro-
duces significant design challenges.

Two main approaches exist. One transforms struct member ar-
rays into distinct allocations using source code rewriting tools like
buf2ptr [151], and protects them through inter-object bounds en-
forcement instead [150]. While technically feasible for N@@B, this ap-
proach breaks ABI compatibility by altering data-structure layouts,
requiring universal recompilation similar to fat pointers. The sec-
ond approach, bounds narrowing, derives and enforces fine-grained
bounds for sub-object pointers. The main challenges here are (i)
correctly inferring sub-object bounds based on unreliable static
type information [109], (ii) attaching those bounds to escaping inte-
rior pointers, and (iii) accommodating programming practices that
intentionally violate sub-object bounds, such as Linux’s infamous
container_of macro [67, 83, 94].

While these challenges are largely orthogonal to the practice
of allocation-granular bounds checking, challenge (ii) can benefit
from a bounds checker’s ability to represent arbitrary sub-object
bounds flexibly. Doing so typically precludes the use of clever size-
alignment techniques that nearly all efficient bounds checkers with-
out disjoint bounds metadata rely on [3, 34, 71, 79, 150], including
N@®B, since sub-object alignment would break ABI Hence, defenses
that do support bounds narrowing tend to be either hardware-
accelerated [15, 140, 141] or incur significant slowdown due to ad-
ditional metadata queries [16, 32, 94, 97]. For these reasons, along
with the static analysis and compatibility issues, bounds narrowing
is generally an opt-in feature [139].

For sub-object overflow detection in N@®@B, we therefore look
towards orthogonal mechanisms that can complement NO@B’s rigid
allocation-granular bounds. An attractive option in this regard is
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(hardware) memory tagging. Even a single tag bit could determinis-
tically stop linear buffer overflows among sub-object members [51,
76], and more could provide even stronger protection [32, 51]. These
memory tags would have to share the upper pointer bits with N0@B’s
toptag, but N0@B’s configurable TAG_WIDTH does make that possi-
ble. Exploring this integration on hardware with native tagging
support (e.g., ARM MTE) constitutes a promising direction for fu-
ture work.

Additionally, spatial safety is not the only form of memory safety.
Temporal memory errors, also known as “Use-After-Free” (UAF)
issues [89], occur when a pointer is dereferenced after its intended
referent has already been deallocated and its memory reused for a
different object [39]. UAF vulnerabilities form the basis for many
expressive attacks [119], particularly those looking to craft mali-
cious type-confused objects [86, 116, 128]. They generally remain
limited to heap-allocated data [18], where UAF-aware heap alloca-
tors can temper them with type-safe memory reuse [86, 128, 135],
dangling pointer tracking [11, 29, 45, 110, 120, 145] or invalida-
tion [79, 129], probabilistic memory quarantining [103, 118], and
one-time allocation in the most extreme case [23, 138].

Type-safe memory reuse and memory quarantining, in particular,
have gradually found their way into major software projects [4, 19,
73, 78, 108]. While these approaches are not bulletproof, they help
inhibit an important attack vector at low overhead. N0@B’s arenas
already require same-size objects, which would be trivially satisfied
by same-type objects as well. Hence, N0@B could share the memory
layout of type-homogeneous memory pools, and through its spatial
safety checks help avoid cross-pool overflows [86].

Finally, some platforms may lack kernel or hardware support
for pointer masking. Here, we want to explore the possibility of
virtual page aliasing to embed the toptag into the effective address
bits, similar to xTag [6]. Still, address space exhaustion may be a
challenge: the effective address bits must now accomodate power,
iptag and toptag bits, which may require tag width reductions,
or could only be feasible on 5-level-paging platforms.

9 Related Work

We cover most directly related work in Table 1 and Section 2.

Similar Ideas. A select number of papers have implemented sim-
ilar techniques to N0@B. FRAMER [97] identifies imaginary aligned
regions of 2V size around memory objects, similar to C* [74], which
it uses as a reference frame within which a metadata object can
be located by embedding its offset to the start of the frame into
the upper bits of the pointer. The metadata object contains precise
bounds information for the intended referent, which it enforces
at dereferences. Similar to N0@B’s arenas, FRAMER must prevent
pointers from escaping their “frame” to avoid invalidating the up-
per pointer bits, and it does so through arithmetic constraints. The
original paper proposed enforcing allocation-granular object-based
bounds checks instead of frame boundaries [97], which is overly
strict and resulted in classic object-based compatibility issues. Re-
cent follow-up work [96] updated the implementation. Regardless,
FRAMER still uses an additional metadata object to store precise
bounds information at the cost of an extra indirection through
memory for every bounds check, leading to high overhead (> 200%
on average).
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ZOMETag [117] reserves aligned 4GB “zones” within which up
to 16 different objects can be allocated simultaneously. Each ob-
ject in a zone receives a unique 4-bit tag using ARM MTE. During
pointer arithmetic, ZOMETag implements highly efficient arith-
metic constraints that prevent pointers from escaping the 4GB
zone, similar to TDI [86]. While the spirit of the design aligns well
with N0@B, ZOMETag strikes a more esoteric balance between com-
patibility and efficiency. The 4GB zones are overly large and vastly
under-utilized: given the prevalence of small objects [97], support-
ing only 16 per zone creates immensely sparse memory layouts
and significantly increases TLB pressure. ZOMETag also incurs
additional overhead from explicit tagging during allocation, which
is especially impactful for stack objects [46]. We believe ZOMETag
could benefit from N@@B’s implicit in-pointer tags, which would
eliminate explicit tagging operations and increase the number of
simultaneously allocated objects per zone 16-fold.

StickyTags [46] tags objects using predictable 4-bit ARM MTE
tags based on the object’s location. This creates fixed “red zones” of
16xobj_size bytes around the object, which can stop linear buffer
overflows and non-linear overflows with offsets smaller than the
red zone size. Conceptually and from a security perspective, it re-
sembles NO@B without arithmetic checks, although N@@B would still
enforce much larger red zones on AArch64 with its 8-bit tags. Given
the almost negligible overhead on ARM MTE-enabled platforms
(4%), StickyTags provides an attractive security-overhead trade-off
on hardware that supports it. The authors also evaluated an x86 ver-
sion with classical in-memory red zones of adjustable size, which
incurred higher overhead. This x86 version, in particular, may ben-
efit from using NO@B’s implicit in-pointer tags, given StickyTags’
already-deterministic nature. In addition, on MTE-enabled hard-
ware, one could combine implicit 4-bit N0@B-like “implicit” sticky
tags for spatial memory safety with probabilistic explicit MTE tags
for temporal memory safety.

Sanitizers. NOOB is an exploit mitigation designed for production
use against sophisticated adversaries. In contrast, bug-detection
tools like AddressSanitizer [118] focus on detecting as many ac-
cidental memory errors as possible during development or fuzz-
testing. Often implemented using red zones (“tripwires” [93]) [42,
44,51, 118, 149], they simply distinguish accesses to allocated ob-
jects from accesses to inserted padding in between objects, without
tracking pointer bounds or checking arithmetic, which avoids the
functional issues we described in Section 2.

While NO@B provides better spatial security at a lower overhead,
its power-of-2 over-alignment may miss small overflows, making
it less suitable for a debugging scenario. However, previous work
shows that such defenses can still be adapted for testing purposes
by filling excessive padding bytes with canaries [72] or fine-grained
bounds information [44], or by adapting checks to variable object
sizes [34]. We aim to explore these options in a future extension.

10 Conclusion

In this paper, we identified fundamental limitations of dominant
bounds checking paradigms and introduced hybrid bounds check-
ing as a best-of-both-worlds alternative. We overcame long-standing
functional challenges when hardening legacy C/C++ programs and
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incomplete code bases, and suppressed run-time overhead through
efficient bounds checks and selective hardening.

The result is truly a bounds checker for the masses. NO@B runs on
commodity hardware, using extensions available on all major archi-
tectures, and pragmatically supports common C/C++ programming
constructs and deployment realities that stymied previous work.
Our evaluation on standard benchmark suites shows that N0oB’s
overhead remains competitive with state-of-the-art alternatives,
while demonstrating significant functional advantages.

Open Science

N@©B’s full source code and results are available at https://github.c
om/adriaanjacobs/NOOB.
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Figure 6: SPEC CPU2006 and SPECspeed 2017 run-time overhead results on the AMD Ryzen 7 PRO 4750G (AMD64-Zen2).
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Figure 7: SPEC CPU2006 and SPECspeed 2017 run-time overhead results on the Intel Core i7-12700 (AMD64-Golden Cove).
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Figure 8: AMD Ryzen 7 7800X3D (AMD64-Zen4).
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Table 9: Memory overhead on the Ryzen 7 PRO 4750G.

Peak RSS .text Size
Benchmark Baseline (MB) NooB  Baseline (KB) NooB
400.perlbench 664.4 1.20% 1212.62 2.47x
401.bzip2 611.1 1.01x 67.40 2.33x
403.gcc 96.3 2.03x 3619.68 2.29%
429.mcf 1677.7 1.00% 10.63 2.33x
445.gobmk 30.3 1.13x 2044.42 1.84x
456.hmmer 5.2 1.75% 166.32 2.11x
458.sjeng 176.4 1.01x 120.02 1.88x
462.libquantum 97.8 9.33% 22.62 1.90x
464.h264ref 65.0 8.30% 588.38 2.64x
471.omnetpp 171.7 1.22x 738.21 2.02x
473.astar 134.5 1.09x 33.88 1.78x
483.xalancbmk 419.8 1.53x 3473.33 2.38x
433.milc 680.9 5.99x 102.48 2.08x
444 namd 48.1 1.05% 221.06 2.01x
447.dealll 794.9 1.55% 511.93 2.22x
450.s0plex 423.9 1.64% 319.74 2.65%
453.povray 7.3 1.66% 1218.13 1.87x
470.]bm 410.6 1.00% 16.35 2.54x
482.sphinx3 44.4 1.60% 162.97 2.12x
SPEC CPU2006 1.73x 2.17x
600.perlbench_s 90.0 1.27% 2398.35 2.17x
602.gcc_s 3101.5 1.15% 9880.80 2.25%
605.mcf_s 3961.3 3.18% 19.42 2.02x
620.omnetpp_s 241.5 1.17x% 1886.27 1.90%
623.xalancbmk_s 479.2 1.46% 3970.94 2.56%
625.x264_s 156.2 1.03x 629.38 2.05x
631.deepsjeng_s 6880.9 1.00x 75.87 1.64x
641.leela_s 25.3 1.23x 93.26 1.82x
657.x7_s 4201.6 1.15% 133.63 1.88x
619.1bm_s 3224.3 1.00x 14.43 2.12x
638.imagick_s 7007.5 1.20% 1497.34 1.82x
644.nab_s 558.3 1.31x 93.08 1.79x
SPECspeed 2017 1.27x 1.99x

Table 10: Memory overhead on the i7-12700.

Peak RSS .text Size
Benchmark Baseline (MB) NooB  Baseline (KB) NooB
400.perlbench 663.8 1.20x 1258.11 2.54x
401.bzip2 611.3 1.01x 91.48 2.26x%
403.gcc 96.3 2.03x 3692.95 2.32x
429.mcf 1677.7 1.00x 14.59 2.02x
445.gobmk 30.3 1.13x 2079.65 1.86x
456.hmmer 5.1 1.82x 178.58 2.26%
458.sjeng 176.4 1.01x 123.16 1.88%
462 libquantum 97.7 9.34x 25.18 1.89%
464.h264ref 65.2 8.29% 669.65 2.96x
471.omnetpp 172.0 1.22% 740.06 2.04x
473.astar 135.0 1.08% 34.70 1.82x%
483.xalancbmk 420.0 1.53x% 3525.65 2.42x
433.milc 681.0 5.99x 128.60 2.43x
444.namd 48.9 1.03% 274.37 2.17x
447.dealll 795.2 1.55% 580.32 2.35x
450.soplex 424.2 1.64x 361.85 2.77x
453.povray 8.1 1.52x 1247.45 1.93x
470.1bm 410.6 1.01x 17.22 1.77x
482.sphinx3 44.4 1.60x 178.53 2.23x%
SPEC CPU2006 1.72x 2.18x
600.perlbench_s 90.1 1.27x 2440.74 2.20%
602.gcc_s 3101.7 1.15x 10029.29 2.28x
605.mcf_s 3961.2 3.18% 22.86 2.17x
620.omnetpp_s 242.0 1.17x 1899.63 1.92x
623.xalancbmk_s 479.5 1.46x 4154.21 2.72x
625.x264_s 156.3 1.03x 683.88 2.11x
631.deepsjeng_s 6881.7 1.00x 93.04 1.52x
641.leela_s 255 1.23% 97.11 1.84%
657.x2_8 4201.6 1.15% 145.48 1.90%
619.]bm_s 3224.3 1.00% 18.24 1.65%
638.imagick_s 7007.4 1.20% 1622.85 1.87%
644.nab_s 557.7 1.31x 104.98 2.02x
SPECspeed 2017 1.27x 2.00x
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B Detailed Statistics of NO@B’s Static Analysis
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453.povray 62989 31446 7188 9987 6562
400.perlbench 74231 27659 8465 10904 8001
471.omnetpp 31822 14960 3013 5435 4746
482.sphinx3 6276 2039 698 2685 1742
473.astar 1573 1072 68 339 295
462.libquantum 464 354 15 77 51
470.]lbm 357 52 37 263 3
483.xalancbmk 158303 23796 30468 31380 20211
433.milc 5362 1637 945 2404 683
429.mcf 559 174 54 320 199
403.gcc 190467 54763 22868 41981 36666
445.gobmk 27600 9644 1795 7173 4307
401.bzip2 4575 425 1728 2052 1378
444 namd 8603 1339 1206 5105 3795
456.hmmer 7442 2586 1121 3033 2034
458.sjeng 5048 2819 128 1148 817
450.soplex 19365 1728 3782 7816 4965
464.h264ref 42288 16223 2942 16783 12942
447.dealll 26869 8324 3237 11182 7976

Table 11: Static Memory Access Statistics on SPEC CPU2006,
categorized by safety status. The columns represent (re-
spectively): the total number of accesses, those provably in-
bounds, those dominated by a bounds check, those not prov-
ably in-bounds and within loops, and those within loops that
were not further summarizable.
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