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System Call Interposition - What & Why

e Syscalls are the primary way to interface with the OS o R A)
o Perform user-supplied function instead of syscall ®) /N))
e Purposes: g

> Monitoring [ Application ]

o Tracing & Debugging syscall re$a|

o Record & Replay \/ |

o Checkpoint & Restore Syscall Interposer CRﬂ"

o Virtualization/Emulation v A

o Syscall filtering/Sandboxing [ o

@)
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System Call Interposition - Goals

Interposer should have no
restrictions on its actions

Expressive

Syscall
Interposer’s
Triangle of

Interposition should Success All syscalls should

minimally impact be interposed
performance  gtficient Exhaustive
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Historically: Linux’ ptrace

ptrace

%:ﬁ | user space - tracee |
A ' A )
] I context

[}
\
\ interposer | userspace - tracer | switch

'—.—,AATAA A A

' J,nterpdase;r

A\ |
Y X syscall ‘ " >

'kernel space|
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\

Modern “kernel-to-user trap”

Kernel-to-user trap
?::f: inteEposer ) user space ) R
A A “Syscall User
SR Dispatch (SUD)’

1
! [
'

A ‘:
' wsyscalll

Y
kernel space
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Modern “kernel-to-user trap”

\

Kernel-to-user trap

e

“Syscall User
Dispatch (SUD)”
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Kernel-level Interposition: LKM/seccomp-bpf

Kernel-level interposition

;::fﬁ user space
'

ol :'
!'nterEoser:szscall ' )

kernel space
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User-level Interposition: Binary Rewriting

User-level interposition Sa B Re
%interposer user space

(intel‘)@

L] I
\ ]
\ ]
] ]
1 ]
\ ]
\ ]
\ ]
\ ]

st 1)

kernel space Internet Initiative Japan




User-level Interposition: Binary Rewriting

: . : ey
1. ldentify syscall instructions -

o Coverage vs Correctness

o Code vs data

o Unaligned instructions -> heuristics

o Obfuscation

o Dynamically loaded/generated code
2. Rewrite syscall instructions

o Direct jmp/call > 2 bytes

o Assumptions about surrounding code

o zpoline!




User-level Interposition: Binary Rewriting

e

1. ldentify syscall instructions

zpoline!
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Rewriting phase

replace syscall/sysenter with callq *%rax Virtual Memory

address

Z p O I i n e movq $syscall_nr, %rax movq $syscall_nr, Y%erax 0x0
syscalla;é-ysenter callg -’-*-%rax Ox1
nop 0x2
nop 0x3
' systemcall | /" rewritten ) nop :
: numbers ' user-space
L] US E N IX ATC 2023 ' NR_read : 0x0 program
E __NR_write : 0x1 E read nop :
A\ Y24 A\ 174 i __NR_open:0x2 | | |movq $0x0, %rax
° syscall” — “call rax | NR close - 0x3 | | |__callq “%rax ju;c::w N
E callnr N | write system call
u S e n I X°  maxsyseallnr N ] | mova $oxi, verax | hook
callg *%rax
open
N THE ADVANCED movg $0x2, %rax
COMPUTING SYSTEMS callg *%rax SVS:IGO’;'kca"
ASSOCIATION close
movq $0x3, Y%rax
callg *9%rax
BEST PAPER AWARD return to user-space
caller program
movq $N %rax /
callg *%rax

Yasukata, Kenichi, et al. "zpoline: a system call hook mechanism based on binary rewriting." 2023
USENIX Annual Technical Conference (USENIX ATC 23). 2023.
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Rewriting phase

i *9 Virtual Memo
replace syscall/sysenter with callq *%rax Wa ddress

Z p O I i n e movq $syscall_nr, %rax movq $syscall_nr, Y%rax nop 0x0

syscal Ia;é-ysenter callq-;%rax nop 0x1

nop 0x2

_ El | _nop 0x3

P it . — | e |
e USENIX AT where() SH.TY s

- . nop :

e V“syscall’ nop N

jump to
system call

< u - hook

. system call
» hook

user-space
program

return to

caller
movq $N %rax

callg *%rax

Yasukata, Kenichi, et al. "zpoline: a system call hook mechanism based on binary rewriting." 2023 Im

USENIX Annual Technical Conference (USENIX ATC 23). 2023.



State of the Art: Recap

Kernel-to-user trap

Kernel-level interposition User-level interposition

};:f‘ interposer {;} ) *interposer )
LA ' ATAT O A ' A
# 'vsyscall:' v 'Vinterposergsyscall " %syscall .

Syscall User Dispatch seccomp-BPF Binary Rewriting
seccomp-user
Express?ve Not Expressive Expressivc_e
Exhau_stllve Exhaustive Not Ex_hfaustlve
Not Efficient Efficient Efficient

KU LEUVEN



The Paradox of an Ideal Syscall Interposer

You cannot use
the kernel to
Interpose syscalls

‘-

You have to use
the kernel to
intercept syscalls

‘-
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Dynamic Syscall Identification — Lazy Rewriting

1. Use the kernel at first:
identify syscalls on their
first use

2. Stop using the kernel:
rewrite syscalls on the fly

[ Before Rewriting - Slow Path ] [After Rewriting - Fast Path]

v

__;:g syscall

7’
4
;
A

rewrite
syscall

v

interpose

4‘ syscall

Application code

__V
call rax interpose
syscall
.
: Application code

KU LEUVEN




Implementation of Lazy Rewriting With SUD

e Enable SUD viaprctl (SUD ON, &selector, [[allow ip rangell)
o selector and allowlisted IP range control interposition

e Rewrite syscall from SIGSYS handler

e Invoke fast-path entry point

Perform syscall
Syscaﬂl normally
entry Yes yes

Do not execute
selector
[ —— ALLOW? Hno allowlisted IP?]&»[ syscall; deliver ]
— | SIGSYS
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Web Server Throughput ...|
Benchmarks

6x 107

4%10°

Throughput (reg/sec)

e Maximal throughput setup
e wrk client and

nginx/lighttpd server

2% 10°

OKB 4KB 16KB
File Size

] bsgline nginx

64KB 256KB

communicate over

localhost
o Baseline throughput ﬁ
maxes out at 1.5M req/s :
with 12 workers (lighttpd) _g “”

4 %105 1

2 x 107 1

16KB
File Size

Il baseline
zpoline
azypoline without preserving xstate

lighttpd

poline with preserving xstate
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Preserving ABI Compatibility

e syscall clobbers rax, rcx, r1l (zZMM0 [YMMO XMMo ]| ZMM1  [YMML [xvm1 ]
e Preserves everything else [zMM2  [YMM2 [xMM2 ]| ZMM3  [YMM3 [xMm3 ]
|zMM4  [YMM4 [XMM4 ]| ZMM5 ~ [YMM5 [xMMs |
(ZMM6  [YMM6 [XMM6 ]| ZMM7  [YMM7 _[xmMM7 |
|zMmg  [YMM8 [XMM8 ]| zMM9  [YMM9 [XMM9 ||
_ |ZMM10 [YMM10 [XMM10]| ZMM11 [YMM11 [XMM11]|

but nothing else [ZMM12 [YMM12 XMM12]| ZMM13 [YMM13 [XumL3]
o May clobber everything else [ZMM14  [YMM14 XMM14]| ZMM15 [YMM15 XMM13)]

e Binary rewriters preserve all GPRs,

’ ZMM16” ZMMITH ZMMISH ZMMIQH ZMM20” ZMM21” ZMM22” ZMMZBI

Current binary rewriters ‘ ZMM24|| ZMM25H ZMMZBH ZMMZ?H ZMM28” ZMM29H 2MM30” ZMM31|
break the syscall ABI.
Hinders expressiveness!
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Tracking Register Preservation Expectations

o Intel Pin tool dynamically tracks register read/writes & syscalls

e Problematic pattern: Listing 1: Simplified disassembly of pthread initialization
routine. r12 contains &__stack_user, a list of threads with
write reg user-provided stacks in use.
S Scall MUSt preserve mov xmm®, ril2 ; load into both
y re punpcklqdq xmm®, xmm® ; halves of xmm0®
read reg S| ; ... irrelevant
syscall ; set_tid_address
. irrelevant
. syscall ; set_robust_list
o Very compiler- and arch-dependent . i eievant
movups [rl12], xmm® ; write ‘&__stack_user®

; to ‘prev’ + ‘nextf
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Tracking Register Preservation Expectations

o Intel Pin tool dynamically tracks register read/writes & syscalls

. Coreutils | x86-64vl | x86-64v3
o Problematic pattern: Is 7 7
' pwd X v
write reg chmod X v
syscall Must preserve mkdir ; 5
reg my
read reg cp v v
rm X v
touch X v
o Very compiler- and arch-dependent cat X 4
clear X v

TABLE III: Ten popular coreutils evaluated with our Pin tool on
two different Linux distributions. v/ indicates that the program
expected an extended state component to be preserved across
at least one syscall. X means we found no such issues.
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Web Server Throughput Benchmarks

B baseline lighttpd
1.4 x 10° 1 at most 4.70pp mmm zpoline
mmm |azypoline without preserving xstate
1.2 x 10° 1 o lazypoline with preserving xstate
o mmm SUD
0 6 -
5 1x10
£
¥ 8x10° 1
(=1
. =
S 6x105
£
4% 107 1
2 %107 -
D .

OKB 4KB 16KB 64KB 256KB
File Size
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Web Server Throughput Benchmarks

360pp at Worst Bl baseline |Ighttpd
1.4 x 10° 4 B zpoline
mmm lazypoline without preserving xstate
1.2 x 10° 1 o lazypoline with preserving xstate
§ ] . SUD
G 1x10° A
£
¥ 8x10° 1
(=1
=
S 6x105
£
4% 107 1
2 %107 -
D .

OKB 4KB 16KB 64KB 256KB
File Size
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Microbenchmark

e Execute 100M non-existent syscalls (sysno 500) in a tight loop

Perform syscall ]

zpoline 1.23x
lazypoline without xstate preservation 1.66x syscall Jes normally
lazypoline 2.38x entry
ggD 208 selector )no - o Do not exeFute
=.OX allowlisted IP? syscall; deliver
baseline with SUD enabled (selector=ALLOW) | 1.42x == ALLOW? SIGSYS

e Finding: SUD still adds overhead to permitted syscalls

Zpoline B without SUD
W enabling SUD
lazypoline [ preserving xstate

I T T T T T
1.00 125 150 175 2.00 225 250
Overhead Factor Relative to Baseline
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So What Now?

o We designed the first syscall interposer that is simultaneously efficient,
expressive, and exhaustive — facilitates new interposition use cases!

o Our interest: secure syscall interposition to build sandboxes
e Contributions welcome!

= O lazypoline / lazypoline Q. Type (7] to search

<> Code (o Issues % Pullrequests (& Actions (@ Security |~ Insights 83 Settings

" lazypoline rubiic

57 EditPins ~ & Watch 0 ~
¥ main ~ ¥ 1 Branch © 0 Tags Q, Goto file t Add file ~
[0 README &2 MIT license A

lazypoline

DOl 10.5281/zenodo.10372035




lazypoline: System Call Interposition Without Compromise

Adriaan Merve Alicia Stijn Alexios
Jacobs Gulmez Andries Volckaert Voulimeneas

Check out the code! Q u eStI O n S? Read the paper!

eviewe
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