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Memory Errors: Limitless Fun!

/buffer[in?ex] = content; patathatthe

Random att.acker wants to
pointer/buffer Attacker-controlled write to the
offset chosen location

getting exploited
Leak/corrupt Arbitrary Code
credentials Execution (ACE)

Overflowable . : . : code
pointer private key isAdmin .
pointer

buffer

Set up a second Elevate privileges

memory corruption
in another location
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An Incomplete Timeline
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Hassan, Mohamed Tarek Ibn Ziad. "Hardware-Software Co-design for Practical Memory Safety." PhD thesis, Columbia University, 2022.
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What's the Big Deal?

1. Universal: All computer systems run "NRASTRUCTURE
memory-unsafe code .

| security bugs aré
2. Guaranteed: All memory-unsafe code has V<% 70 percent of 21l 3¢

memory safety |ssueS

nt for the past 12 years:

memory errors e U'n_lmt R B —
3. Replicated: Everyone runs the same unsafe “;:j:f“f"f EEEEEEEEEEEEEEEEEEEEEEEEEE §
binaries s;h:m;ent Need for Memory safety in Softwa
. . Products o of all security bugs are memory
4. Impactful: Memory errors lead to expressive Chrome: 51%_:
j i ety {0 ways of eliminating memory management-related Pug>
exploits (e.g. code execution) SaELY emnaror

https://xkcd.com/2347/
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What's the Big Deal?

.. ud Initial Infection Vector

ME For the fifth year in a row, Initial Infection Vector, 2024
2 G exploits were the most
. frequently observed initial infec- [ 2.(e![e1}3 g‘m il
IME tion vector in Mandiant incident %
3. Ra response investigations. For
.| intrusions in which an initial
bl infection vector was identified,

4. | 33% began with exploitation of

g o
a vulnerability. This is a decline % Email Phlshmg%
from 2023, during which exploits
represented the initial intrusion
vector for 38% of intrusions, but

nearly identical to the share of
exploits in 2022, 32%.

O

eeeee

bugs are memory

elated bugs from Chrome:

emory management-r

347/

https://services.google.com/fh/files/misc/m-trends-2025-en.pdf
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Didn't We Solve This Problem?

Memory-Safe Software Memory-Safe Hardware
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Didn't We Solve This Problem?

Memory-Safe Software Memory-Safe Hardware
4 Compiler-checked safety L4 Hardware-enforced safety
L4 Runs on existing hardware . Low software porting co
£4 No performance overhead ™~ Me _ory-safer-TCB
Y High software porting cost jh |
¥ Can never eliminate memory- X Non- zero performance overhead

safety-TCB
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Didn't We Solve This Problem?

Memory-Safe Software Memory-Safe Hardware
4 Compiler-checked safety L4 Hardware-enforced safety
L4 Runs on existing hardware | Low software porting @St@
4 No performance overhead EJ Me ory-safety-TCl eLl n

safety-TCB
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Rapid Adoption: Exploit Mitigations
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vulnerable hardened

program program




Exploit Mitigations: What Are Our Options?

More Practical

Bounds Checking Isolation of Data Integrity of Use Intrusion Detection
D

Formal
Verification

Access Non- _£§:>_ ata-only

A P ” Control Data Attack Damage the

. B ointer B rbitrary Memory
JCCUCEI S §§’>Invalidation Access Primitive iﬁ‘ ‘ igﬁ), Victim
‘/// Corrupt Code _w%_)_Control-Flow
Pointer B Hijack

RIIR, VeriFast

Memory Safety Code Pointer

Enforcement Integrity (CPI) Control Flow
Integrity (CFI)
More Secure

KU LEUVEN




Attackers Are Only Getting More Creative

Control Flow Hijacking Data-Only Attacks
while (connect limit--) { o while (connect limit--) { "
pkt = Pead_from_network(buf);gﬁ?& pkt = read_From_network(buF);§i:§
srv->log(pkt); srv->log(pkt);
if (pkt->type == NONE) if (pkt->type == NONE)
return; return;
if (pkt->type == STREAM) if (pkt->type == STREAM)
send(srv->fd, srv->stream); send(srv->fd, srv->stream);
else { else {
srv->typ = *type; srv->typ = *type;
srv->total += *size; srv->total += *size;
} }
} }

KU LEUVEN




Attackers Are Only Getting More Creative

Control Flow Hijacking 3

e

Data-Only Attacks
4 )

isAdmin

passwd /
//’_5\ _ syscall arg ; /
return add(ess ) ) / y
\\\-ﬂ/ = syscall guard
e variable =
\ s : e ~@ @
| % loop guard R O

= function pointer g variable

cryptographic key

other data .- \
] e )
pointer e S
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Data-Only Attack Mitigations: What Are Our Options?

More Practical

Formal
Verification

Bounds Checking

Pointer Use —{:é-y

Pointer

Invalidation

Arbitrary Memory_ig
Access Primitive

RIIR, VeriFast

Memory Safety
Enforcement

Code Pointer
Integrity (CPI)

More Secure

Isolation of Data

Access Non-
Control Data

Corrupt Code
Pointer

Integrity of Use

1>

Data-Only
Attack

Intrusion Detection

.

Ccontrol-Flow
Hijack

Damage the
Victim

Control Flow
Integrity (CFI)
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Memory Safety 0-days Exploited in the Wild

Null deref
1.5%
Thread
5.6%
Type
17.3%

Init
1.0%

Spatial
40.3%

Temporal
34.2%

https://security.googleblog.com/2024/1 1/retrofitting-spatial-safety-to-hundreds.html KU LEUVEN



Memory Safety 0-days Exploited in the Wild

Null deref
1.5%
Thread
5.6%

free (ptr) ; free:
// ... (reuse) scan (memory) ;
*ptr = data; _free(ptr);

Spatial

40.3%

Temporal
34.2%

https://security.googleblog.com/2024/11/retrofitting-spatial-safety-to-hundreds.html KU LEUVEN



Memory Safety 0-days Exploited in the Wild

Null deref
1.5%
Thread
5.6%

Spatial

( malloc:
find pool (type)
alloc (pool)

free (ptr) ;
// ... (reuse)
*ptr = data;

40.3%

Tempors
34.2%

R #
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Memory Safety 0-days Exploited in the Wild

Null deref
1.5%
Thread
5.6%

free (ptr) ; Spatial

// ... (reuse) 40.3%
*ptr = data;

Temporal
34.2%

https://security.googleblog.com/2024/1 1/retrofitting-spatial-safety-to-hundreds.html KU LEUVEN



How Bounds Checkers Work ...

»:‘t—»</>

vulnerable memory-safe
code code

if (1 < 0 || 1 >= size)
trap () s
buf|[i] = data;




How Bounds Checkers Work ... They Dol

Pointer Instrumentation Target Memory " patibility

Hardware
Assistance | Deref. Arith. Escape Copy | Stack Heap Global

Run-Time

Approach Type Overhead

ull

Fat Pointers [15-18]
SoftBound [19]

Intel MPX [39, 122]
MESH [41]
PACMem [20]

CUP [27)/Midfat [40]
CGuard [30]

Delta Pointers [28]
J&K [14

CRED (24380
PariCheiesh
Baggy s U | |
LowFat B8, 9 L
CAMP (18I | |

ShadowB
TailChec!
StickyTags -_
ZOMETag [ |

|

FRAMER [21

Intel MPX

NS

SN N NS

ARM PA

,
k !

..,,-‘.;_"U"U"U"U"U"U"U

obbbb
&=

w
(34

=
>
g

i (5]
| |

»
NNNNNne
>

»

+ 48 16 x 2832 = 50 4GB

Legen . pased, O Object-based, R Red-zone-based (aka Tripwire), v' Has this feature, X Lacks this feature, v/ Has this feature (but is

fundamentally flaWed), X Lacks this feature (but no fundamental issue in the design), - Feature is not required, @ Full Compatibility, @© Partial Compatibility,
O No Compatibility, ® <30% (average) overhead, ® <50% (average) overhead, ® >50% (average) overhead, o The maximum possible by the underlying
OS/architecture, T Only off by One, ¥ Within limited range. If the defense includes more than just spatial checks, we model their spatial component alone.

17  A. Jacobs et al. “NeeB: Bounds Checking for the Masses.” Under Submission. KU LEUVEN




Is Performance Really The (Only) Problem?

Wagner et al. “High System-Code Security with Low Overhead” S&P’15.

. Harden T Checks in b d Regular check
: . ype ecks in buggy code === Regular checks
this part!
1.0+
KD
Operating System Kernel HUAWE! % 0.9-
2z
> =
Q" deepseclc 508+
LLM Compute Kernel
J 07 =
1 I I I I
&"A\ 1.0 0.1 0.01 0.001 0.0001
NPU Hardware HUAWEI Cost level
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Existing Bounds Checkers Are Stuck

How to recover intended referent
during dereference?

L e

Propagate bounds
information with all pointers
throughout the program.

struct fat _ptr {
void* ptr;
void* upper_bound;
void* lower_bound;

s

KU LEUVEN




Existing Bounds Checkers Are Stuck

How to recover intended referent
during dereference?

L e

Propagate bounds
information with all pointers
throughout the program.

JLLTIDY 48-bit Ptr-Val

\‘]iounds Table[

11, —-(?

Out-Of-
Bounds?

Object Allocation | Pointer-Dereference

64-bit Pointer

Initialized by
malloc

Index ELEEAMTER

19 Saileshwar, Gururaj, et al. "Heapcheck: Low-cost hardware support for memory safety." TACO’22. KU LEUVEN




Existing Bounds Checkers Are Stuck

How to recover intended referent
during dereference?

L e

Propagate bounds
information with all pointers
throughout the program.

lignored | fcanonical| effective address

63 55 47 0
ARM TBI | 8-bit IGNORED 8-bit 0...0 48-bit addr
63 56 46 0
AMD UAI | 7-bitIGNORED | 10-bit0..0 | 47-bit addr
5362 56 46 0
Intel LAM U57 [0/6-bit IGNORED|  10-bit0..0 | 47-bit addr
6362 4746 0
Intel LAM U48 [0 15-bit IGNORED 0| 47-bit addr

19 Saileshwar, Gururaj, et al. "Heapcheck: Low-cost hardware support for memory safety." TACO’22.
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Existing Bounds Checkers Are Stuck

How to recover intended referent
during dereference?

/\

Propagate bounds Never let pointers
information with all pointers go out of bounds

throughout the program. in the first place.

lignored | fcanonical| effective address

63 55 47 0
ARM TBI | 8-bit IGNORED 8-bit 0...0 48-bit addr + offset
63 56 46 0 Q >
AMD UAI | 7-bitIGNORED | 10-bit0..0 | 47-bit addr @ >
5362 56 46 0
Intel LAM U57 [0/6-bit IGNORED|  10-bit0..0 | 47-bit.addr
6362 4746 0
Intel LAM U48 |0 15-bit IGNORED 0| 47-bit addr

19 Saileshwar, Gururaj, et al. "Heapcheck: Low-cost hardware support for memory safety." TACO’22.
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NOoB: Hybrid Bounds Checking

“Allow unrestricted ) S— “Crash on all benign
benign OoB pointers” Nee B OoB pointers”

“Allow benign OoB pointers
within a limited range”

KU LEUVEN



The NO@B Idea




The NO@B Idea




MEMORY

The NO@B Idea

INVARIANT | VARIANT password

network_buf

v m*2N

isAdmin

Invariant through Invariant through
pointer arithmetic constraints redundancy

6 )
LI ]

original

0x0 POWER upper base pointer bits | IN-POINTER TAG OFFSET
tag value

N

28U LEUVEN



The NO@B Idea

TOPTAG IPTAG obj#0
« “Far” Overflows: coarse- 1 254 obj#255
grained arithmetic checks obj#254
(... Low-Fat Pointers) current referent
* “Near” Overflows: fine-grained : obj#1
.. intended referent
tag checks (~ Implicit Memory obj#0
Tagging) obj#255
Invariant through Invariant through
) pointer arithmetic constraints redundancy

original
tag value

0x0 POWER upper base pointer bits | IN-POINTER TAG OFFSET

28U LEUVEN




Twice the Checks, Twice the Overhead?

64 48 42

TRUE TOP TAG oxe POWER | upper base pointer bits TRUE TOP TAG OFFSET

64 48 42




Table 4: Run-time overhead comparison of NOOB versus the
fastest current software-based bounds checkers.

Bounds Checker SPEC CPU2006  SPECspeed 2017

CAMP [20] 76.1% [76] 38.6% [76]
. . ShadowBound [53]  20.1% [76] 5.72%
T the Checks. T the Overhead?  beae e 3
wice ine eCKS, |WiICe the vverneaad: b Fmen 291 353 61 :
CGuard [31] - 42.1%
NOOB 29-54% 29-54%
/7 HEN NOOBalloc N LowFat [ NooB
2.001 Jl U
[=2]
21 :J" |
2 =
o o = T - S A - T | DS S-S S .
£ 2 A e
5 \ 2gy °
\ | ' \ \ '
0. 59 ‘
< N
\oe,f‘ Qg‘b qU:' é "“6\6‘ e,(\q &,\)‘ibb.{e e,'\-QQ at}@ ('.06\ ({\\\(‘o -;(‘6 N S Q\ej" (’b\;gqo@‘\\({lﬁ@ 2® (3\ fOf" C’.‘ 2 (‘Q‘- "Lb {\0-‘ ) e}.o A ‘lj’ q\& K -0 z 0@“ 6\090
Q 0‘\ [ \:)Q‘)@‘(‘ 6%\{009 bb‘\(\,\\, 0(0 &‘\')J \@?‘ b?) I}:b' &b"\ C’ @%Q bﬂ ,1 : P \\oe 661- ('{‘ 'f)+ Q '\' 6‘3 A\f-) (00 b:b;‘ \goo
o I »F ) o 0@ o
b po [N 19 600 61" 6]:‘5 b’b‘\’ 6 10." y de,(
(base >> 42) & 0x7f;
TRUE TOP TAG 0xe POWER | upper base pointer bits TRUE TOP TAG OFFSET
2 referent = (base >> N) & ~TAG_MAX; /*arena base*/
o o — — 3 toptag = base >> (64 - TW); /*tog?tag*/-
4 referent |= toptag; /*orig obj*/
TOP TAG 0x0 | POWER |upper base pointer bits OFFSET 5 if (referent != (Ptr >> N)) trap O :




Table 4: Run-time overhead comparison of NOOB versus the
fastest current software-based bounds checkers.

Bounds Checker SPEC CPU2006  SPECspeed 2017

CAMP [26] 76.1% [76] 48.6% [76]
[ n ShadowBound [53] 20.1% [76] 5.72%
Twice the Checks, Twice the Overhead? wiw. =m ==
WI ) » Delta Pointers [29] 35% [61] -
CGuard [31] - 42.1%
NOOB 29-54% 29-54%
- /7 N NOOBalloc WM LowFat W= NOGB
2.001 Jl Table 3: Unique benign out-of-bounds cases in SPEC pro-
o grams that Low-Fat Pointers crashes on.
;.
g Benchmark | Unique occurrences
E 400 .perlbench 8
& 403 .gcc 45
483.xalancbmk 49
447 .dealll 11
600.perlbench_s 807
623.xalancbmk_s 1
RO 641.1leela_s 7
(base >> 42) & 0x7f;
TRUE TOP TAG oxe POWER b int bit TRUE TOP TAG OFFSET
X Hpper base pointer BIS 2 referent = (base >> N) & ~TAG_MAX; /*arena base*/
o a5 — — 3 toptag = base >> (64 - TW); /*toptag*/
4 referent |= toptag; /*orig obj*/
TOP TAG 0x0 | POWER |upper base pointer bits OFFSET 5 if (referent != (Ptr >> N)) tra_p() :




NOOB Is Not Perfect...

Table 2. Applied NOOB compatibility patches.

Program | Revision | Year | Message

403.gcc 162672 2003 | “Don’t use offset pointers.”

403.gcc r89543 2004 | "Avoid undefined pointer arithmetic on
qty_table”

403.gcc 179945 2004 | “Don’t play queer offsetting games with
reg_known_value”




NOOB Is Not Perfect...

1 offset = realloc(array, grow) - array;
2 for (i = 0, i < size; i++)
3 array[i].ptr += offset;

+ offset

NOOB
o —_— arena #2

v




NOOB Is Not Perfect... But It Works

FFmpeg libx264
604 28> 575
100% W Baseline

64.2°%, W= Full NOOB
98.6% W libavformat

Live Platform Upload Video On Demand



NOOB:
Bounds Checking for the Masses

Adriaan Jacobs Carlo Ramponi Jonas Roels
DistriNet, KU Leuven University of Trento DistriNet, KU Leuven

Bruno Crispo Silviu Vlasceanu Mahmoud Ammar Stijn Volckaert
University of Trento Huawei Research Huawei Research DistriNet, KU Leuven

Under submission to ACM CCS’26
D e



S0 What's Industry Doing?



So What's Industry Doing?

=. Microsoft GO gle
@120 =0] @l c:: Safe Buffers EEEEEANINNN
S

:)- Most code already

int x = 0; 1. STL hardening :

_Ptr<int> x = &x; “terminate the program if you go Contalns bounds
// no arithmetic on x allowed out of bounds.” information

int a[5] = { 0, 1, 2, 3, 4}; 2. Reject raw pointer :

_Array_ptr<int> p : count(5) = a; tjh t p > SpeCIfy through

// p points to 5 elements. arithnmetic annotations

void foo(int *__counted_by(N) ptr, size t N);

subspace/cpp_safe_buffers_2022-11-30.pdf dsSafety.html

https://www.checkedc.org/

KU LEUVEN




S0 What's Industry Doing?

1. Focus on gradual adoption: opt-in & interoperable

2. Willing to make manual source code changes

3. Maximize static information & use type system

void foo(int *__counted_by(N) ptr, size_t N);

31 Fiitpe iz el subspace/cpp_safe_buffers 2022-11-30.pdf dsSafety.html JeaiB=duo



Bounds Checking: Academics versus Industry

Industry Academia

Q Slow to adopt

&
o Fast to run Q Slow to run

Fast to adopt

KU LEUVEN



Type Information Is Key

D—»:‘i—» </>

vulnerable memory-safe
code code
struct node {
int data;
struct node* prev, next;

}s

while ((node = node->next)) {
if (node->data > 5)
return node;

}



Type Information Is Key

D—»:‘i—» </>

vulnerable memory-safe
code code
struct node {
int data;
struct node* _ single prev, next;

}s

while ((node = node->next)) {
if (node->data > 5)
return node;

}



Type Information is Key

Null deref
1.5%
Thread

Type
17.3%

Init . 0 Fast to adopt
1.0% 7 0 Fast to run

Spatial
40.3%

Temporal
34.2%

https://security.googleblog.com/2024/1 1/retrofitting-spatial-safety-to-hundreds.html KU'LEUVEN



Questions?
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