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Memory Errors: Limitless Fun!

Set up a second 

memory corruption 

in another location

Leak/corrupt 

credentials

Elevate privileges

Arbitrary Code 

Execution (ACE)

buffer[index] = content;
Random 

pointer/buffer

getting exploited

Attacker-controlled 

offset

Data that the 

attacker wants to 

write to the 

chosen location
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An Incomplete Timeline

Hassan, Mohamed Tarek Ibn Ziad. "Hardware-Software Co-design for Practical Memory Safety." PhD thesis, Columbia University, 2022.
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An Incomplete Timeline

Hassan, Mohamed Tarek Ibn Ziad. "Hardware-Software Co-design for Practical Memory Safety." PhD thesis, Columbia University, 2022.

Herbert Bos. “Corruption of memory: Those who don't know history are doomed to repeat it” Keynote address, NDSS’24.



https://xkcd.com/2347/

1. Universal: All computer systems run 

memory-unsafe code 

2. Guaranteed: All memory-unsafe code has 

memory errors

3. Replicated: Everyone runs the same unsafe 

binaries

4. Impactful: Memory errors lead to expressive 

exploits (e.g. code execution)
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What’s the Big Deal?
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What’s the Big Deal?

https://services.google.com/fh/files/misc/m-trends-2025-en.pdf



Memory-Safe Software Memory-Safe Hardware
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Didn’t We Solve This Problem?



Memory-Safe Software Memory-Safe Hardware

● Hardware-enforced safety

● Low software porting cost

● Memory-safety-TCB eliminated
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Didn’t We Solve This Problem?

● Compiler-checked safety

● Runs on existing hardware

● No performance overhead

● High software porting cost

● Can never eliminate memory-

safety-TCB

● High hardware replacement cost

● Non-zero performance overhead
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Rapid Adoption: Exploit Mitigations
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vulnerable 

program

hardened

program



RIIR, VeriFast
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Exploit Mitigations: What Are Our Options?

Code Pointer 

Integrity (CPI)
Control Flow 

Integrity (CFI)

Memory Safety 

Enforcement

More Practical

More Secure



Control Flow Hijacking Data-Only Attacks
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Attackers Are Only Getting More Creative

while (connect_limit--) {

pkt = read_from_network(buf);

srv->log(pkt);

if (pkt->type == NONE)

return;

if (pkt->type == STREAM)

send(srv->fd, srv->stream);

else {

srv->typ = *type;

srv->total += *size;

}

}

while (connect_limit--) {

pkt = read_from_network(buf);

srv->log(pkt);

if (pkt->type == NONE)

return;

if (pkt->type == STREAM)

send(srv->fd, srv->stream);

else {

srv->typ = *type;

srv->total += *size;

}

}



Control Flow Hijacking Data-Only Attacks
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Attackers Are Only Getting More Creative



RIIR, VeriFast
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Data-Only Attack Mitigations: What Are Our Options?

Code Pointer 

Integrity (CPI)
Control Flow 

Integrity (CFI)

Memory Safety 

Enforcement

More Practical

More Secure



https://security.googleblog.com/2024/11/retrofitting-spatial-safety-to-hundreds.html
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Memory Safety 0-days Exploited in the Wild



https://security.googleblog.com/2024/11/retrofitting-spatial-safety-to-hundreds.html

free(ptr);

// ... (reuse)

*ptr = data;

15

free:

scan(memory);

_free(ptr);

Memory Safety 0-days Exploited in the Wild
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free(ptr);

// ... (reuse)

*ptr = data;

15

malloc:

find_pool(type)

alloc(pool)

Memory Safety 0-days Exploited in the Wild



https://security.googleblog.com/2024/11/retrofitting-spatial-safety-to-hundreds.html

free(ptr);

// ... (reuse)

*ptr = data;
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buf[i] = data; ??

Memory Safety 0-days Exploited in the Wild



How Bounds Checkers Work ...
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if (i < 0 || i >= size)

trap();

buf[i] = data;

vulnerable 

code

memory-safe 

code



How Bounds Checkers Work ... They Don’t

17 A. Jacobs et al. “N00B: Bounds Checking for the Masses.” Under Submission.



Is Performance Really The (Only) Problem?

18 Wagner et al. “High System-Code Security with Low Overhead” S&P’15.

Harden 

this part!



Existing Bounds Checkers Are Stuck
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How to recover intended referent 

during dereference?

Propagate bounds 

information with all pointers 

throughout the program.

Pointer-Based

struct fat_ptr {
void* ptr;
void* upper_bound;
void* lower_bound;

};
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Existing Bounds Checkers Are Stuck

19

How to recover intended referent 

during dereference?

Propagate bounds 

information with all pointers 

throughout the program.

Pointer-Based

Never let pointers 

go out of bounds 

in the first place.

Object-Based

struct fat_ptr {
void* ptr;
void* upper_bound;
void* lower_bound;

};

Saileshwar, Gururaj, et al. "Heapcheck: Low-cost hardware support for memory safety." TACO’22.

+ offset
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N00B: Hybrid Bounds Checking

“Allow unrestricted  

benign OoB pointers”

“Crash on all benign 

OoB pointers”N00B

“Allow benign OoB pointers

within a limited range”

Pointer-Based Object-Based

Object-BasedPointer-Based



The N00B Idea

N
0
0
B

N
0
0
B
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The N00B Idea

N
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0
B
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0
0
B
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VARIANTINVARIANT

N

The N00B Idea

0b...1011001

0b...1011000

0b...1010111

0b...1010110

0b...1010101

0b...1010100

0b...1010011

0b...1010010

0b...1010001

0b...1010000

0b...1001111

Invariant through

pointer arithmetic constraints

•

•

N==

original

tag value

Invariant through

redundancy

23



VARIANTINVARIANT

N

The N00B Idea

0b...1011001

0b...1011000

0b...1010111

0b...1010110

0b...1010101

0b...1010100

0b...1010011

0b...1010010

0b...1010001

0b...1010000

0b...1001111

Invariant through

pointer arithmetic constraints

• “Far” Overflows: coarse-
grained arithmetic checks 
(~ Low-Fat Pointers)

• “Near” Overflows: fine-grained 
tag checks (~ Implicit Memory 
Tagging)

N==

original

tag value

Invariant through

redundancy
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Twice the Checks, Twice the Overhead?
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Twice the Checks, Twice the Overhead?
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==



Twice the Checks, Twice the Overhead?
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==



N00B Is Not Perfect...
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N00B Is Not Perfect...
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+ offset



N00B Is Not Perfect... But It Works
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98.6%

64.2%
100%



Under submission to ACM CCS’26
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N00B: 
Bounds Checking for the Masses

Stijn Volckaert

DistriNet, KU Leuven

Adriaan Jacobs

DistriNet, KU Leuven

Carlo Ramponi

University of Trento

Jonas Roels

DistriNet, KU Leuven

Silviu Vlasceanu

Huawei Research

Mahmoud Ammar

Huawei Research

Bruno Crispo

University of Trento



So What’s Industry Doing?
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So What’s Industry Doing?

1. STL hardening
“terminate the program if you go 

out of bounds.”

2. Reject raw pointer 

arithmetic

https://orodu.net/resources/2022-12-31-why-

subspace/cpp_safe_buffers_2022-11-30.pdf
https://www.checkedc.org/

int x = 0;

_Ptr<int> x = &x;

// no arithmetic on x allowed

int a[5] = { 0, 1, 2, 3, 4};

_Array_ptr<int> p : count(5) = a;

// p points to 5 elements.

https://clang.llvm.org/docs/Boun

dsSafety.html

void foo(int *__counted_by(N) ptr, size_t N);

• Most code already 

contains bounds 

information

➢ Specify through 

annotations
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So What’s Industry Doing?

1. STL hardening
“terminate the program if you go 

out of bounds.”

2. Reject raw pointer 

arithmetic

https://orodu.net/resources/2022-12-31-why-

subspace/cpp_safe_buffers_2022-11-30.pdf
https://www.checkedc.org/

int x = 0;

_Ptr<int> x = &x;

// no arithmetic on x allowed

int a[5] = { 0, 1, 2, 3, 4};

_Array_ptr<int> p : count(5) = a;

// p points to 5 elements.

https://clang.llvm.org/docs/Boun

dsSafety.html

void foo(int *__counted_by(N) ptr, size_t N);

• Most code already 

contains bounds 

information

➢ Specify through 

annotations

1. Focus on gradual adoption: opt-in & interoperable

2. Willing to make manual source code changes 

3. Maximize static information & use type system
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Bounds Checking: Academics versus Industry

Industry

• Slow to adopt

• Fast to run

Academia

• Fast to adopt

• Slow to run



Type Information Is Key
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vulnerable 

code

memory-safe 

code

struct node {
int data;
struct node* prev, next;

};

while ((node = node->next)) {
if (node->data > 5)

return node;
}



Type Information Is Key
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vulnerable 

code

memory-safe 

code

struct node {
int data;
struct node* __single prev, next;

};

while ((node = node->next)) {
if (node->data > 5)

return node;
}



Type Information is Key
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https://security.googleblog.com/2024/11/retrofitting-spatial-safety-to-hundreds.html

• Fast to adopt

• Fast to run



Questions?

36
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