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Abstract
In-process system call interposers are increasingly used to
extend or monitor application functionality without context-
switching or inter-process communication (IPC) overhead.
However, when embedded inside untrusted applications, exist-
ing solutions face a trade-off: they either enforce no isolation
at all, or impose severe restrictions on the monitor’s isolated
programming environment that are incompatible with com-
plex, real-world use cases.

This paper presents Secpoline, a new interposition plat-
form that allows in-process monitors to support arbitrary in-
terposer functionality without compromising isolation. Secpo-
line achieves this via isolated multi-program loading and a
novel meta-monitor design that interposes the monitor itself
to emulate a seamless programming environment. In addition,
Secpoline implements the first fully self-contained in-process
sandbox to harden its own isolation primitive, while preserving
fast-path syscall interposition with zero kernel involvement.

Our evaluation shows that Secpoline matches the efficiency
of state-of-the-art secure in-process interposers while enabling
a significantly more expressive programming environment.
We specifically demonstrate this by implementing a kernel-
module-free version of the Falco intrusion detection engine.
We also implement an in-process ProxySQL sidecar, embed-
ded directly into the application process, where Secpoline
transparently provides a kernel-bypass communication path
to increase throughput by roughly 50%. These results con-
firm that Secpoline finally delivers on the promise of secure,
complex application monitoring at in-process speeds.

1 Introduction

System call interposition is a fundamental mechanism in mod-
ern systems security and observability. It underpins various
use cases, from sandboxing [1–6] and intrusion detection [7,8]
to compatibility layers [9–16] and debugging tools [17, 18].
Traditionally, these interposers operated across process bound-
aries (e.g., via ptrace [19]) as separate user-space processes,

providing a familiar programming environment that supported
expressive interposer functionality. However, the performance
overhead of context- and mode-switching has become a pro-
hibitive bottleneck for syscall-intensive workloads [20, 21].

Hence, the state of practice has shifted towards in-process
interposition. By moving the monitor directly into the applica-
tion’s address space, interception can fully bypass the kernel,
thereby eliminating mode switches and delivering much lower
latency for high-throughput networking and data processing
workloads [20–22]. These interposers can be invoked via sym-
bol overloading or binary rewriting [20, 21, 23, 24] and are
already integral to modern data plane development [22].

However, moving the monitor in-process introduces severe
security and usability challenges. Unlike cross-process archi-
tectures, where the kernel enforces strong isolation, in-process
monitors share a single address space and process context with
the application. This leads to functional interference issues
(shared signal handling, synchronization, etc.) which can gen-
erally be resolved through compatibility mechanisms such
as linker namespaces [20]. However, it also leads to security
issues, as the application can not only directly corrupt the
monitor’s state, but any remaining shared resources between
them, such as the dynamic linker, can also be leveraged by the
application to indirectly influence or disable the monitor, as
we demonstrate in Section 4. This is a real threat to interposers
operating in adversarial environments, mediating access for ap-
plications that may be vulnerable, compromised, or inherently
untrusted [1,2,5,7,8,25,26]. Existing solutions thus push the
monitor away to a separate process [1, 5, 7, 8], or into a higher
privilege ring [1, 26, 27], e.g., using seccomp [2], to maintain
isolation. However, this simply re-introduces known perfor-
mance and usability issues: cross-process monitors are too
slow for modern syscall-intensive workloads, virtualization-
based monitors introduce interposer programmability limita-
tions via custom Application Binary Interfaces (ABIs) [27,28],
and kernel extensions face a difficult trade-off between ex-
pressiveness [23, 29] and Trusted Computing Base (TCB)
impact [3, 30].

Recent secure in-process monitoring proposals instead aim



to eliminate the need for sharing resources between the moni-
tor and the application [24, 31–34]. Although this has proven
effective for security [34], it isolates the interposer from many
resources it would need to implement more complex function-
ality [33, 34]. Modern interposition use cases have evolved
beyond simple system-call filtering; they increasingly resem-
ble “sidecars”—auxiliary software components that provide
rich functionality such as encryption, protocol parsing, pol-
icy enforcement, or performance optimizations (e.g., service
meshes, user-space networking stacks). Supporting such func-
tionality requires the monitor to run complex, pre-existing
codebases that depend on standard libraries (libc), threading,
dynamic memory allocation, etc. This is impossible in current
state-of-the-art secure in-process syscall interposers [33, 34],
which create a restrictive interposer programming environ-
ment without access to such features—effectively presenting a
custom ABI. This forces developers to reimplement basic sys-
tem infrastructure from scratch, hindering the deployment of
the use cases that motivated the move to in-process execution
in the first place.

This paper aims to solve this dilemma. We present Secpo-
line, the first practical, in-process interposition platform that
provides robust isolation while supporting complex, unmodi-
fied monitor code. Secpoline achieves this via a new interposer
architecture that combines a custom program loader with a
novel meta-monitor design, which helps to restore familiar
POSIX compatibility to arbitrary interposer code without de-
pending on shared application state.

In summary, our contributions are the following:
• We present Secpoline, an open-source implementation

of a system-call interposition framework based on the
novel meta-monitor architecture we describe in Section 5.
Secpoline offers strong security guarantees without im-
posing functionality constraints on the interposers.

• We evaluate Secpoline on standard benchmarks and find
that it incurs minimal overhead, even on syscall-intensive
applications (Section 7), matching the state of the art.

• We apply Secpoline to a real-world interposer use cases
(ProxySQL, Falco) to demonstrate its ability to inte-
grate complex code without compromising security (Sec-
tion 8), and show that this was previously infeasible.
Secpoline improves throughput by 50% relative to the
standard cross-process setup by providing a transparent
kernel-bypass path for high-speed communication.

The open-source Secpoline implementation is available at
http://github.com/lazypoline/secpoline and at [35].

2 Background

Memory Protection Keys (MPK) are a hardware-supported
mechanism for enforcing access permissions on user-space

memory without requiring kernel transitions [36]. MPK par-
titions memory into a small number of protection domains,
with access rights controlled via a thread-local register. Be-
cause permissions can be updated directly from user space,
MPK enables fast domain switches and is widely used as an
in-process isolation primitive [3, 6, 24, 32, 34].

The unprivileged nature of MPK permission changes also
introduces security risks. In particular, attackers may attempt
to bypass isolation by executing instructions that modify MPK
permissions (e.g., WRPKRU), or by exploiting the kernel as a
confused deputy [37]. As a result, MPK-based isolation mech-
anisms typically rely on sandboxes that restrict permission
changes and mediate sensitive system calls [3, 5, 6]. These
sandboxes typically rely on a combination of instruction fil-
tering, hardware breakpoints, system call interposition, and
temporary page-granular permission changes [5].

While prior work has demonstrated that MPK sandboxes
can provide strong isolation guarantees, most existing designs
rely on cross-process monitors or kernel support to enforce
these restrictions [5, 38]. This reliance has important perfor-
mance and scalability implications, which we will revisit in
later sections.
System call interposition enables a monitor to observe or
mediate interactions between an application and the Operating
System (OS). Interposers can be broadly classified based on
where the interception occurs.
Cross-process interposers run the monitor in a separate pro-
cess from the monitored application, relying on mechanisms
such as ptrace [19]. They provide strong isolation guaran-
tees and a familiar programming environment for the monitor,
but incur substantial performance overhead due to frequent
context switches and inter-process communication. To miti-
gate this cost, some systems selectively forward only security-
relevant system calls to the monitor [5, 8], while allowing
“safe” syscalls to execute directly. Unfortunately, these unsafe
system calls may still dominate execution in syscall-intensive
workloads.
In-process interposers eliminate these overheads by redi-
recting syscalls directly to a monitor executing within the
application’s address space, typically via source or binary
rewriting or symbol interposition [20, 23, 34]. This enables
bypassing the kernel entirely and improves performance for
high-throughput workloads. However, naive in-process inter-
posers provide no isolation. A compromised application can
directly tamper with the monitor’s code or state.
Secure in-process interposers attempt to combine the effi-
ciency of in-process interposition with isolation mechanisms
such as MPK [32, 33, 38]. While these systems provide secu-
rity guarantees comparable to cross-process solutions, existing
designs either rely on kernel modifications, impose severe re-
strictions on the monitor’s programming environment, or fail
to fully eliminate implicit state sharing with the application.
As a result, no existing system simultaneously achieves strong
isolation, high performance, and support for complex, unmod-
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ified monitor code. Secpoline aims to fix this problem.

3 Threat Model

Our threat model assumes that attackers may fully control the
monitored application, either because the application has been
compromised or because it is malicious by design (e.g., in a
malware sandbox). The attackers’ aim is to tamper with, leak
data from, or bypass the monitor. We consider a strong attacker,
who may want to inject, generate, and execute arbitrary code,
alter the application’s control flow at will, and read or write
application memory to bypass the interception mechanism.

We assume that our implementation, the underlying OS,
and the hardware are free of bugs. We also assume that the
system starts in a benign, uncompromised state, that our de-
fense mechanism is correctly loaded and initialized (e.g., via
our Secpoline loader), and that any code integrated into the
Secpoline interposer is free of exploitable bugs. Additionally
distrusting this code is out of scope of this work.

Finally, we assume the system exposes a hardware isolation
mechanism. Our prototype uses MPK, but our design could
also be extended to other mechanisms [39].

Micro-architectural and side-channel attacks are considered
out of scope. We also do not aim to provide an availability
guarantee against malicious code, i.e., we do not protect against
Denial-of-Service attacks.

All of our assumptions are consistent with those made in
previous work [3, 5, 6, 34].

4 Motivation

The primary motivation for in-process interposition is perfor-
mance, but real-world applications also demand scalability
and monitoring expressiveness. The system call monitor must
be able to execute complex logic without incurring prohibitive
overhead. Supporting such use cases typically requires inte-
grating large, pre-existing codebases into the monitor. These
codebases depend on standard runtime features such as libc,
dynamic memory allocation, threading, and dynamic loading.

At the same time, secure in-process interposition faces a
fundamental constraint. Unlike cross-process monitors, an
in-process monitor shares an address space with the untrusted
application. To provide strong security guarantees under an
adversarial threat model, any memory or code shared between
the monitor and the application must be explicitly defined,
minimal, and treated as adversarial input. Implicit sharing
of runtime state and resources violates this requirement by
allowing the application to indirectly influence the monitor’s
execution and undermine its isolation guarantees. Existing
secure in-process interposers adopt one of two architectural
approaches to address this tension: (i) loading the monitor as
a shared library within the application, whilst explicitly isolat-
ing its dependencies from the application, or (ii) implementing

the monitor as a statically linked executable that avoids ex-
posing these dependencies to the application altogether. Both
approaches fundamentally sacrifice either security or scalabil-
ity, as we explain below.

4.1 Monitor as a shared library
A common way to deploy an in-process monitor is to load it
as a shared library, for example, using LD_PRELOAD or simi-
lar mechanisms [8, 20, 23, 24, 31, 32, 38]. While convenient,
this approach causes the monitor and application to share
large parts of the runtime environment. Using linker names-
paces can reduce direct sharing of libraries [20, 23, 40], but it
does not eliminate shared runtime state entirely. The dynamic
linker [41] and its associated metadata, such as the thread con-
trol block, the Procedure Linkage Table (PLT), the link map,
and environment variables, remain shared. A compromised
application could overwrite this metadata to change the con-
trol flow and resolution decisions within the monitor, possibly
reducing its effectiveness or even disabling it entirely.

Concretely, the thread control block contains a dynamic
thread vector that manages thread-local storage (TLS) vari-
ables [42]. While using linker namespaces ensures TLS vari-
ables are isolated from other threads, the dynamic thread vector
itself remains shared. A compromised application could over-
write the dynamic thread vector to bind the monitor’s TLS
variables to different storage locations, thereby changing their
values without overwriting them directly. The PLT contains
addresses of dynamically bound symbols [43]. Using separate
linker namespaces for the application and monitor ensures
they use different PLTs. Unfortunately, the linker metadata
that describes the PLT remains accessible to the application
and could be tampered with to force the monitor to bind unin-
tended or even malicious symbols. Similar attacks are possible
on the link map [44]. Finally, the environment variables re-
main shared between the application and monitor. Prior work
demonstrated several attacks that tamper with the monitor
by manipulating these variables [38]. Crucially, identifying
and isolating all such shared state is brittle and non-portable
across library versions and runtime implementations. Con-
sequently, monitors implemented as shared libraries cannot
provide strong isolation guarantees under an adversarial threat
model.

4.2 Monitor as a static executable
To avoid implicit state sharing, some secure in-process in-
terposers implement the monitor as a statically linked exe-
cutable [34]. This approach significantly strengthens isolation,
but does so at the cost of scalability and monitor expressive-
ness. In particular, statically linked monitors cannot easily
support dynamic code loading or standard runtime features
such as TLS, which is typically managed by a process-wide
mechanism controlled by the application. Furthermore, this ap-



Figure 1: Secpoline program loader control-flow. All the
trusted components are indicated in green, and the untrusted
components are marked in red.

proach prevents the monitor from utilizing precompiled shared
libraries, since shared objects cannot be statically linked into a
static executable, preventing the reuse of existing binary-only
libraries. As a result, large classes of existing libraries and
runtime functionality become nigh impossible to use safely.
This forces developers to reimplement substantial parts of the
software stack and often restricts them to a highly specialized
programming environment, limiting practicality and adoption.

5 Design

To address the challenges discussed in Section 4, we propose a
new architecture for in-process monitors that supports securely
integrating existing code. We identify two requirements that
the architecture must satisfy to ensure scalability and security.
R1 The architecture must strictly limit shared memory and

shared code between the monitor and the monitored appli-
cation, as uncontrolled sharing undermines the assump-
tions required for strong security guarantees.

R2 The architecture must ensure that integrated code does
not undermine the monitor’s security guarantees, even
if that code is not explicitly designed to operate in an
in-process monitoring environment.

To satisfy both requirements, our approach comprises three
components. First, a custom program loader loads the monitor
and the monitored application as two separate executables,
each with its own dynamic linker and set of dynamic libraries,
while sharing a single process (Section 5.1). Second, a moni-
tor component intercepts the application’s system calls and
enforces a base set of system-call filter rules to virtualize or
isolate shared resources such as the stack, thread-local stor-
age (TLS), and signal handlers (Section 5.2). Third, a simple
meta-monitor component that intercepts system calls made
by the monitor itself to preserve monitor awareness even for
code not designed with this architecture in mind, enabling the
execution of unmodified existing code (Section 5.3).

5.1 Loading the Monitor
To ensure that the monitor and the monitored application are
loaded independently within the same process, we implement
a custom program loader that loads each executable separately.
For dynamically linked executables, this involves loading the
executable’s dynamic linker, which then acts as the program
loader by loading and initializing the executable itself. This
design allows us to support arbitrary monitored applications,
regardless of their choice of dynamic linker. This process is
illustrated in Fig. 1.

The loading process starts by loading the monitor’s dynamic
linker into memory ❶, which then loads the monitor and calls
its initializer ❷. At this point, the monitor is entirely set up,
and starts intercepting any subsequent system calls, including
those made while loading the application. This ensures that
the monitor has a comprehensive view of the application’s
resources and system calls from the start [38], without relying
on custom or implementation-defined load ordering.

After the monitor has been initialized, control returns to
the custom program loader ❸. The loader then loads the ap-
plication’s dynamic linker ❹, which subsequently initializes
and starts the application ❺. During application execution,
the monitor transparently intercepts all system calls and tracks
shared resources in order to virtualize or isolate them.

When the application is ready to terminate, it calls the
exit_group system call. We intercept this system call to clean
up the monitor ❼ before actually invoking the exit_group
system call and terminating the program.

A subtle challenge arises from the loader’s role after moni-
tor initialization. Once the monitor has been fully initialized,
control returns to the loader to initialize the monitored applica-
tion, including invoking its dynamic linker. Any system calls
issued during this phase are part of the application’s execution
and must therefore be intercepted and mediated by the monitor.
Consequently, after monitor initialization, the loader must be
treated as part of the monitored application for the purpose of
system call interception.

This transition introduces a critical isolation requirement.
Memory allocated by the loader while loading the monitor’s
dynamic linker must remain isolated from the application.
However, once the loader is treated as application code, it can
no longer be trusted to access such memory. To preserve the
monitor’s security guarantees, we must therefore precisely
identify and isolate all loader-allocated memory that is rel-
evant to the monitor before transitioning the loader into the
application domain.

5.2 Memory Isolation
Using separate loaders for the monitor and application ensures
that each receives its own copy of any common dependencies,
such as glibc, which already separates global data and provides
them with different heap allocators. Still, the stack and TLS



are implemented using singular process-wide resources and
must therefore be duplicated, managed, and isolated by the
monitor. On x86_64, these resources are addressed via the
%rsp and %fs registers, respectively, requiring the monitor
to maintain its own copies and to switch it explicitly when
entering and exiting the monitor.

To operate independently on each thread, the monitor must
retain per-thread pointers to its own stack and TLS during
application execution. However, because the application’s
TLS is untrusted at that point, storing monitor state there would
violate R1 by allowing the application to overwrite it. To avoid
this, we introduce a separate, monitor-specific TLS that stores
all thread-local state required for monitor functionality.

The monitor switches the fs register and stack pointer be-
tween the monitor’s and the application’s contexts when enter-
ing and exiting the monitor. In addition, the monitor maintains
a separate gs-based TLS that is never swapped out during mon-
itor transitions and holds monitor metadata , which is retrieved
during monitor entries.

The %gs register is the only monitor resource that remains
accessible during application execution. As such, it must
be protected from overwrites by the application. While up-
dates via the arch_prctl system call can easily be blocked,
the wrgsbase instruction enables direct writes that require
additional enforcement. We therefore employ ERIM’s in-
struction filtering mechanism combined with hardware break-
points [5, 6], to detect and block execution of the wrgsbase
instruction [3].

5.3 Monitor Syscall Handling
Supporting complex monitor code requires not only applying
system call filter rules to the calls issued by the monitored
application, but also enforcing a separate set of rules on the
monitor itself. This is necessary, e.g., to scan pages for unsafe
instructions, or tag them with the correct MPK key (cfr. Sec-
tion 6.2). To support integrated code that was not originally
designed for the interposer environment, it is not a scalable
option to manually instrument or redirect all syscalls [23] to
implement these rules. Instead, we apply the monitor logic
to itself: we execute native syscalls, but reuse our existing
syscall interception mechanism to redirect execution to a meta-
monitor, which implements the rules in a centralized place for
all monitor syscalls. Syscalls made by the meta-monitor itself
must be manually instrumented, but it has far fewer than the
more complex application monitor and contains no interposer-
unaware code. Hence, our design effectively centralizes the
typical syscall constraints of the secure in-process monitor to
a manageable location via the meta-monitor abstraction.

In total, the monitor must now correctly identify and handle
three types of system calls: application system calls made by
the application, application system calls made by the monitor,
and monitor system calls.

Application system calls made by the application are the

Figure 2: Secpoline system call interposition control-flow. All
the trusted components are indicated in green, and transitions
between trusted components are marked with a green arrow.
The untrusted component is marked in red, transitions from the
untrusted application to the trusted monitor and vice versa are
marked in red. All kernel components are marked in purple.

system calls executed by the untrusted application that need
to be intercepted and redirected to the monitor to enforce any
filter rules. When a syscall instruction is executed for the
first time, it follows the slow path (shown by ❶ on fig. 2),
where syscall user dispatch (SUD) intercepts it and forwards it
to the monitor, which then activates the rewriting mechanism,
so that subsequent executions of that instruction follow the
fast path ❸, directly entering the monitor.

Application system calls made by the monitor are system
calls issued by the monitor on behalf of the application after
vetting and approving them, e.g., mapping untrusted pages in
response to the application’s use of mmap. They do not require
additional interposition. In the fast path, this case would follow
❸, ❹, ❿, 12 on Figure 2.

Monitor system calls are system calls issued by the moni-
tor to support its own operation and enforce monitor aware-
ness to monitor unaware code, such as preventing the SIGSYS
signal from being blocked by sigprocmask, as this would
interfere with SUD. These calls are intercepted and forwarded
to the meta-monitor, a minimal component responsible for
applying monitor-level filtering rules. Once again, the first
time a syscall instruction is called, it will use the slow path



(❻, ❷, ❽, 11 , ❾) after which it is rewritten to the fast path for
the following invocations (❼, ❽, 11 , ❾).

6 Implementation of Secpoline

We implement our design in Secpoline, a prototype for x86-64
Linux written in 2231 lines of C, 2614 lines of C++, and 924
lines of x86-64 assembly. In this section, we describe how
we leverage MPK to enforce isolation between the monitor
and the monitored application. In particular, we focus on a
novel MPK permission policy and the implementation of the
first fully in-process MPK sandbox, which together ensure
that the monitor can securely execute integrated code while
maintaining strong isolation guarantees.

We utilize three MPK keys: one for application memory,
one for monitor memory that is inaccessible to the application,
and one for memory that is read-only from the application’s
perspective. During Secpoline initialization, we assign these
keys by inspecting /proc/self/maps to identify all moni-
tor memory mappings present at that time. Subsequently, the
monitor and meta-monitor correctly assign MPK keys to any
pages that are mapped at runtime.

6.1 A Paranoid MPK Permission Policy
Unlike traditional secure in-process monitors [32, 33], Secpo-
line strictly follows the principle of least privilege. By default,
the monitor can only access its own memory and must explic-
itly switch its MPK privileges to access untrusted memory
when necessary. This choice was inspired by the Supervisor
Mode Access Prevention (SMAP) CPU feature that Linux uses
to prevent accidental or illicit accesses to user-space mem-
ory from the kernel [36]. To facilitate safe interactions with
untrusted memory, Secpoline provides an interface to copy
data from an untrusted buffer into trusted memory, similar
to the Linux kernel’s copy_from_user [45] interface. At no
point are the application MPK domain and the monitor MPK
domain simultaneously accessible.

This design has a number of advantages. First, if accesses
to untrusted memory from the monitor can only occur when
permissions have been manually set to allow them, we can pre-
vent such accesses from occurring at unintended locations, as
a defense-in-depth measure that prevents the untrusted appli-
cation from easily abusing bugs in the monitor, e.g. preparing
a ROP chain in untrusted memory [46].

Second, by restricting monitor access solely to memory
regions explicitly marked as trusted, we prevent accidental
sharing of state with the application, e.g., through any un-
known process resources that we did not explicitly duplicate
or handle. As we explained in Section 4.1, any such resources
can present an avenue for malicious applications to tamper
with monitor execution. Our unique domain access policy in-
stead turns such overlooked resources into detectable run-time
application crashes, which can securely be handled by quitting

the program or attempting to rewind to a safe point [47]. This
builds confidence in the comprehensiveness of Secpoline’s
isolation guarantee: by default, no memory that the Secpoline
monitor is able to access has ever been written or read by the
untrusted application.

Finally, disjoint permissions create a mechanism for Secpo-
line to efficiently verify which domain a particular page be-
longs to. Since it is not possible to directly read the domain
associated with a memory page, we instead restrict access to
the expected MPK domain alone and then access the relevant
page. If it belonged to a different domain, the access triggers
a segmentation fault, which we detect. In the common case,
e.g., when validating that application syscall arguments do not
refer to monitor memory, this provides a significant speedup
over standard memory-range comparisons (see Section 7).
Pointer Validation. Some system call arguments contain
pointers to user-space memory, either to read from, as in the
buffer used by the write system call, or to write to, as in the
buffer used by the read system call. Such pointers can be
exploited by using the monitor or kernel as a confused deputy
to read from or write to trusted memory, thereby bypassing
MPK protections [37].

We extend our paranoid permission policy to ensure that
the kernel cannot read from or write to trusted memory while
executing application system calls made by the monitor. We
do this by configuring the pkru register to allow access only to
untrusted memory for the duration of the system call execution.
As a result, if a system call argument points to trusted memory,
the call fails with an EFAULT error.

6.2 Self-Contained In-Process MPK Sandbox
MPK sandboxes are required to securely use MPK as an iso-
lation primitive, preventing the monitored application from
bypassing monitor memory protections, for example, by exe-
cuting malicious WRPKRU instructions. To enforce these pro-
tections, the sandbox interposes system calls and ensures that
attempts to modify MPK permissions or access monitor mem-
ory are mediated. This design allows the monitor to protect
itself using the MPK sandbox while simultaneously using
the monitor to intercept system calls. In contrast, existing
approaches either rely on kernel modifications [32], which in-
crease the trusted code base, or on cross-process monitors [5],
which incur significant performance overhead. By combining
self-protection with efficient syscall interception, our MPK
sandbox implementation provides a lightweight and high-
performance method for enforcing memory isolation within
the same process.

A critical component of the MPK sandbox is preventing
unauthorized WRPKRU and XRSTOR instructions, as these can
be exploited to bypass memory isolation. Previous approaches
like ERIM [3] rely on binary scanning to locate and rewrite
such instructions, but this technique has been shown to be
incomplete [5]. Instead of rewriting instructions, hardware



breakpoints can be used to trap execution before the instruction
is executed [5,6]. Hardware breakpoints are limited in number,
so Voulimeneas et al. [5] move them dynamically by marking
pages containing unsafe instructions as non-executable. When
the application attempts to execute such a page, the monitor
places breakpoints on all contained unsafe instructions before
making the page executable. To avoid scanning the entire
code region at startup, all code pages are generally marked as
non-executable during program loading.
Secpoline’s Sandbox. We implement a similar mechanism to
Voulimeneas et al. [5] (see Section 2), but with a key differ-
ence: our sandbox is implemented fully in-process, in contrast
to their existing implementation, which uses a ptracer to in-
tercept syscalls and set breakpoints. Specifically, we use the
perf_event_open system call to set hardware breakpoints
without leaving the process, eliminating the overhead and com-
plexity of a separate tracer (see Section 7). This in-process
design presents unique challenges, as the complete monitor
code is mapped, executable, and available for attackers to use
gadgets in. Hence, it is subject to the same protections as the
application code, including hardware breakpoints and the re-
vocation of executable permissions. We make one exception:
one monitor code region always remains executable, since it
contains the start of our segmentation fault handler until the
syscall that marks the offending page executable. Otherwise,
handling one segmentation fault would recursively trigger
another, leading to an infinite segmentation fault loop.

Consequently, all unsafe instructions on these pages must
retain their breakpoints. We therefore distinguish between
static breakpoints, which are fixed and cannot be relocated,
and dynamic breakpoints, which may be moved at runtime.
This distinction introduces additional constraints on the num-
ber of available dynamic breakpoints, as only those not re-
served for static breakpoints remain available. However, since
only a small, well-defined portion of the code requires static
breakpoints, this limitation does not pose a practical issue.
Furthermore, we could manually implement this critical sec-
tion in assembly, or apply gadget-free compilation techniques
to break the unaligned instruction stream [48].
Fork Handling. The perf_event_open system call provides
an option to inherit breakpoints across fork or clone, caus-
ing the child process to start with breakpoints at the same
locations as the parent. However, hardware breakpoints set via
perf_event_open are associated with a performance event,
which is shared rather than copied when inherited. As a re-
sult, it is not possible to remove breakpoints independently in
the child or parent, as removing a breakpoint affects both. To
avoid this limitation, we do not inherit breakpoints. Instead,
we manually set breakpoints when the child begins execution,
creating a separate underlying performance event that can be
closed independently in the child or parent.
Stop The World. A peculiarity appears in multi-threaded
code. Hardware breakpoints are thread-local, so setting one in
a multi-threaded program requires synchronizing all threads

and updating each thread’s breakpoints before making the page
executable. Voulimeneas et al. [5] propose to use instruction
emulation from a ptracer instead, which allows the underlying
page to remain non-executable, while the monitor can inspect
each instruction on the page before execution. While this case
did not trigger in the workloads evaluated by Voulimeneas
et al., it introduces significant complexity and would incur
significant performance overhead.

In practice, however, moving breakpoints is rare in real-
world applications. Therefore, we adopt a stop-the-world strat-
egy, in which all threads synchronize to place breakpoints on
a page before it is marked executable, ensuring correctness in
multithreaded applications. The advantage is that, on the next
execution of the same page, the breakpoints are already set cor-
rectly, while the instruction emulation approach would need to
emulate again, ad infinitum, since the breakpoints never move
anymore. Our workloads do trigger this case, but Section 7
confirms that the overhead is negligible when amortized over
a non-trivial program run.

6.3 Signal Handling
To safely support untrusted application signal handlers, we
interpose the sigaction system call to wrap each signal han-
dler. Our wrapping mechanism ensures that (i) every signal
handler first enters a trusted wrapper before invoking the ac-
tual untrusted application signal handler, and (ii) the kernel
writes the signal frame to the sigaltstack. Our trusted wrap-
per fetches the signal frame from the sigaltstack, points
the stack pointer to the untrusted stack, and invokes the ap-
plication’s original signal handler. When the original signal
handler returns, our wrapper restores the stack pointer to the
trusted sigaltstack to complete its execution.

Our trusted wrapper fully supports nested signals (i.e., sig-
nals delivered while the application is already executing a
signal handler). This is not straightforward because of how
the kernel writes signal frames for nested signals. Concretely,
if a signal arrives while the application’s stack pointer points
to the sigaltstack, the kernel writes the signal frame just
below the current stack pointer to avoid overwriting the frame
for the signal that is currently being processed. However, if a
signal arrives while the application’s stack pointer points to
the untrusted stack, the kernel writes the signal frame to the
top of the sigaltstack.

This presents us with a problem. Since our trusted wrapper
switches from the sigaltstack to the untrusted stack and
back, the kernel could potentially overwrite the signal frame
for the signal we are currently processing. Specifically, this
happens when the untrusted signal handler has not yet returned
to the trusted wrapper. We tackle this problem by reducing the
apparent size of the alternate signal stack before switching to
the untrusted stack. We do this by calling the sigaltstack
system call to exclude the memory region occupied by the
current signal frame. This ensures that any new signal will



not overwrite the in-use portion of the stack, preserving the
integrity of nested signal handling.

This approach also allows the monitor to install signal han-
dlers that run first and, if certain conditions are met, call the
application’s signal handler if one exists. For example, when
a segmentation fault occurs, the monitor can first determine
whether the fault was caused by execution on a non-executable
page that requires placing hardware breakpoints. If the page
contains no unsafe instructions, the monitor then calls the ap-
plication’s segmentation fault handler or allows the program
to terminate. This preserves support for application-defined
signal handlers even when the monitor needs to handle the
same signals.

7 Evaluation

We evaluate Secpoline along two dimensions: security and per-
formance. First, we assess the security guarantees of Secpoline
by analyzing its resilience against a comprehensive set of pre-
viously known PKU bypass attacks (Section 7.1). Second, we
evaluate the performance impact of Secpoline across a range
of applications and compare it against nexpoline [33, 34] and
strace [18], a ptrace-based cross-process monitor (Section 7.2).
We further compare our sandbox implementation against Cer-
berus, a state-of-the-art MPK sandbox [5], to demonstrate the
performance advantages of using an in-process monitor (Sec-
tion 7.3). To ensure a fair comparison, we reuse the publicly
available artifacts of nexpoline [34] and Cerberus [5].
Experimental Setup. We run all tests on a 12-core 12th Gen
Intel Core i7-12700 processor CPU running at 2.10 GHz and
32 GiB of RAM with a L1i cache of 354 KiB, a L1 cache of
576 KiB, a L2 cache of 15 MiB, and a L3 cache of 25 MiB. We
disable hyperthreading on the CPU to reduce measurement
noise [49]. We use Ubuntu 20.04 with Linux kernel version
6.12.0 and glibc version 2.31.

7.1 Security Evaluation
We evaluate the security guarantees of Secpoline against a
comprehensive set of previously known PKU bypass attacks.
We survey the existing literature [5, 32, 34, 37, 38] to collect
known attacks, and summarize the results in Table 1. For most
attack categories, we implemented a corresponding Proof of
Concept (PoC) exploit ourselves, either by adapting existing
PoCs to specifically target our monitor, or by developing new
PoCs based on prior attack descriptions. Secpoline correctly
detects and rejects all these exploits, which empirically demon-
strates parity with the collective security guarantees of existing
PKU-protected syscall interposers [5, 32, 34, 37, 38].

Other attacks abuse broader categories of interposer weak-
nesses, instead of unique vulnerabilities. Secpoline takes sys-
tematic steps to eliminate these weaknesses, and empirically
evaluating individual exploit examples is not the best demon-

Table 1: Known PKU Bypass attacks

Attack Prevented

Inconsistency of PT Permissions / Page Table
Syscalls Abuse [32, 34, 37]
Mutable Mappings [37]
Changing Code by Relocation [37]
Modifying PKRU via sigreturn [37]
Race Condition in Scanning [37]
Determination of Trusted Mappings [37]
Influencing with seccomp [37]
Modifying Trusted Mappings [37]
Syscall TOCTOU Attack [32]
rseq Control Flow Hijacks [34]
Forged Signal Delivery [34]
Incorrect Signal Return Handling [34]
Inconsistency of Monitor and Kernel Status
[34]
Syscall Misidentification [38]
Vetted unsafe instruction relocation [5]
Incomplete debug register update [5]

Legend: = Prevented and PoC implemented = Prevented but no
concrete PoC applicable = Not prevented

stration of Secpoline’s immunity against these attacks. We
reason through these categories below.
Syscall TOCTOU Attacks arise whenever the monitor makes
decisions based on data stored in untrusted memory [32], leav-
ing an opportunity for the attacker to change the data between
the monitor reading the data, and executing the syscall. Secpo-
line prevents these attacks by first copying all untrusted data
into trusted memory before it is accessed by the monitor. In
addition, Secpoline provides a set of helper functions for future
syscall filter rules, allowing them to safely copy and validate
untrusted memory as described in Section 6.1.
Inconsistency of Monitor and Kernel Status can arise from
race conditions in the interposer’s state management of pro-
cess resources like file descriptors or memory mappings [34],
and can be used to bypass other filter rules in the interposer.
While it is possible to comprehensively eliminate these race
conditions by modifying the kernel to implement state changes
for the interposer [4], this comes at the cost of increasing the
TCB. Similar to existing user-space interposers [34], Secpo-
line uses lock-based synchronization to maintain consistency.



7.2 Performance Evaluation

We use various real-world programs and synthetic bench-
marks to measure overhead, often network-related and syscall-
intensive. Figure 4 presents the overall performance overhead
of each application relative to native execution. To ensure
the accuracy and consistency of the results, all network com-
munication is confined to the local system, thus eliminating
potential variability due to network latency or congestion.
LMBench is a portable and straightforward benchmarking
tool that we use to measure the performance impact of various
commonly used system calls and signal handling [50]. Specif-
ically, we evaluate the overhead introduced by Secpoline for
the open, read, write, mmap, and sigaction system calls,
as well as for sending and handling signals using the kill sys-
tem call. Figure 3 shows the comparison between nexpoline,
Secpoline, and strace for these system calls. We observe a
significantly higher overhead for strace, as it relies on a cross-
process approach using ptrace to intercept system calls. In
contrast, Secpoline achieves performance comparable to or
slightly better than nexpoline. This improvement arises be-
cause, instead of manually verifying whether a system call’s
arguments point to untrusted memory to prevent confused
deputy attacks, Secpoline simply lowers MPK privileges (see
Section 6.1), which is clearly faster.

These micro-benchmarks demonstrate that our scalable ar-
chitecture does not compromise performance.
SQLite is the most used SQL database engine in the
world [51]. We executed SQLite’s speedtest benchmark, which
uses read() and write() system calls with small buffer sizes
to simulate real-world usage patterns. While Secpoline incurs
8.8% performance overhead compared to the baseline and nex-
poline incurs 12.97% overhead, they remain relatively similar
and significantly outperform the cross-process approach.
zip compresses the entire Linux kernel 5.9.8 source tree by re-
cursively traversing all files, reading their contents, and archiv-
ing them into a single compressed zip file. We measure the
execution time and associated overhead using the time com-
mand. Secpoline incurs a 1.88% performance overhead com-
pared to the baseline, whereas nexpoline incurs an overhead of
3.12%. Unlike the other benchmarks, the majority of system
calls executed by Zip are stat, rather than read or write.
Furthermore, this benchmark performs the fewest system calls
per second, resulting in lower overhead.
curl downloads a 1 GB file from a local Web server. curl issues
a system call every 8 KB of data transferred and frequently in-
stalls signal handlers during execution. In total, downloading
a 1 GB file results in over 13000 write system calls and more
than 196000 rt_sigaction() system calls. It is the most syscall-
intensive application and demonstrates the worst-case per-
formance of Secpoline, with an average overhead of 25.86%,
while nexpoline incurs 33.67%.

7.3 Comparison with Cerberus

To compare our MPK sandbox implementation with a cross-
process approach, we chose to compare Secpoline with Cer-
berus [5]. Cerberus uses a small kernel module to redirect
unsafe system calls to the cross-process monitor. It uses a
list of dangerous syscalls that must be redirected to the cross-
process monitor based on ptrace; all other syscalls are allowed
to execute directly. Cerberus only provides this patch for the
Linux 5.3.0 and 5.4.0 kernels, so we port it to the 6.12.0 kernel
running on our machine to ensure fair comparison. We mea-
sure the performance of two server applications with different
configurations. We run each server native, in Cerberus, and
in Secpoline. We run client and server on the same machine.
We pin them to different cores so they do not interfere with
each other.

We use wrk as a client to measure the throughput of each
server [52] running each configuration 10 times and calculate
the average across these runs. Figure 6 and Figure 5 show the
resulting throughput in requests per second.

First, we evaluate lighttpd [53], since this server is also used
in the original Cerberus paper [5]. We test different sizes: 4 kB,
4.1 kB (size of index.html), and 64 kB. The results are shown
in Figure 5. These results validate our setup: as reported by
the authors, Cerberus performs very close to baseline.

Due to the aforementioned unsafe-syscall list, Cerberus
has practically no overhead on lighttpd. All the performance-
sensitive syscalls can be executed directly, without moni-
tor interference. However, this is not always the case. On
Apache, the third-most-used server worldwide according to
Netcraft [54], Cerberus often drops to just half of the native
throughput, as shown in fig. 6. The overhead gap in slowdown
between Cerberus and the native case is largely due to the
mmap syscall, which requires handling from an MPK sandbox
to ensure that the requested memory is not both writable and
executable, or that the attacker is not introducing new danger-
ous instructions. In Cerberus’ case, this means it is forwarded
to the cross-process monitor. In contrast, Secpoline does not
incur this cross-process overhead and is thus able to process
the mmap syscall significantly faster.

8 Case Studies

Finally, to demonstrate Secpoline’s ability to integrate large,
existing codebases that can be transparently run inside the
interposer, we present two syscall interposition case studies.
First, we implement an in-process intrusion detection system
where Secpoline eliminates the need for a custom kernel mod-
ule. Second, we use Secpoline to build a sidecar proxy as
an isolated in-process component, and show how significant
performance improvements are possible by doing so.



Figure 3: Relative system call latency compared to the baseline for the LMBench benchmark

Figure 4: Normalized overhead for different applications

8.1 Falco Without Kernel Modules

First, we demonstrate that Secpoline can replace existing
kernel-based interposition mechanisms in high-performance,
security-sensitive applications by building a fully in-process
intrusion detection system using the Falco engine [55]. Falco
is a widely used intrusion detection system that combines
events from multiple sources, including syscalls, to detect sys-
tem compromise. It is a multi-threaded application consisting
of components for event capture, parsing, and rule evaluation.

In our setup, the Falco engine is integrated into Secpoline,
allowing syscall events intercepted by Secpoline to be for-
warded directly to the Falco rules engine without requiring
the Falco kernel module. The Falco engine itself remains iso-
lated from the potentially compromised application by running
inside the Secpoline interposer, and thus inherits the security
guarantees provided by Secpoline. We implement this inte-
gration by placing intercepted syscall numbers and arguments
into an event queue consumed by a custom Falco plugin [56],
which forwards events to the Falco rules engine.

This case study demonstrates the flexibility of Secpoline
by embedding the existing production-grade Falco intrusion
detection engine into the in-process Secpoline interposer. This
deployment avoids TCB-sensitive kernel modules for syscall
interception, and required no deep knowledge or porting of
Falco’s internals.
Implementation Effort. Falco is built as a static library, and

typically links statically into an executable that invokes its run
function. We follow the same process to integrate Falco into
Secpoline, in a separate trusted worker thread of the monitor.
To receive events, we implemented a plugin using Falco’s
C++ Software Development Kit (SDK) [57] in 164 lines of
C++ code. We add 100 C++ lines of filter rules to Secpo-
line’s extendable interposition functionality to forward inter-
cepted syscalls to the event queue. The Falco engine itself
runs completely unmodified inside the protected Secpoline
environment.

Experimental Setup. Because the recent version of Falco we
evaluated was not compatible with Ubuntu 20.04, we use a
different machine for this experiment. We run these tests on
a 24-core Intel Core Ultra 9 285K processor CPU running at
5.80 GHz and 64 GiB of RAM with a L1i cache of 1.3 MiB,
a L1 cache of 768 KiB, a L2 cache of 40 MiB, and a L3 cache
of 36 MiB. We disable hyperthreading on the CPU to reduce
measurement noise. We use Ubuntu 24.04 with Linux kernel
version 6.17.0 and glibc version 2.39.

Performance Evaluation To measure the performance over-
head of embedding Falco inside Secpoline, we evaluate a
deployment using the zip system utility. Specifically, we com-
press the Linux kernel source code (v6.12.1) 10 times, and
average the execution time across each run. We evaluate this
with a traditional deployment of Falco as a separate process,
using its kernel module to intercept syscalls, and with Falco
running as part of Secpoline, inside the zip process.

As shown in Figure 7, the overhead introduced by running
Falco within Secpoline is small (±5.78%). This added cost
is expected, as the kernel module simply extends the default
implementation of syscalls to implement asynchronous log-
ging to a buffer, while the Secpoline implementation incurs
a small additional syscall interception overhead and has to
switch to the protected monitor domain to maintain isolation.
In return, our approach does not extend the trusted Linux ker-
nel at all, improving system reliability. Furthermore, this new
setup can apply arbitrary synchronous filter rules in user space,
all of which would further pollute the TCB when implemented
inside Falco’s kernel module.



Figure 5: Lighttpd comparison (Req/Sec): between native, Cerberus, and secpoline.

Figure 6: Apache comparison (Req/Sec): between native, Cerberus, and Secpoline.



Figure 7: Average time to compress the Linux kernel source
code (v6.12.0) using zip without using Falco (l), with Falco
using a kernel module (m), and with Falco embedded in Secpo-
line (r).

8.2 In-Process ProxySQL
Second, we demonstrate the potential performance benefits
enabled by scalable in-process syscall interposition through a
production-grade sidecar. Specifically, we integrate ProxySQL
v3.0 [58], which spans more than 2 million lines of C and
C++ code, into Secpoline. ProxySQL is a production-grade
SQL proxy that implements complex functionality, including
multi-threaded network handling, query caching, and query
preprocessing.

We select ProxySQL because it is a popular sidecar for appli-
cation containers that want to communicate with a centralized
database, in which case it often performs query validation,
caching, authentication, and constrains the connection to the
backend database to isolate it from accidental (or malicious)
query storms in the application container. In a typical setup,
ProxySQL is a dedicated container that receives localhost net-
work traffic from the application container, processes it, and
forwards a subset to the database container. This introduces
a second network hop into the connection with the database,
which presents a significant bottleneck in current service mesh
architectures [59], and is the subject of ongoing innovation
and research to alleviate [60].

In our setup, ProxySQL acts as a sidecar for a client issuing
SQL requests. Rather than being deployed in a different pro-
cess, we use Secpoline to embed ProxySQL into the monitor
of the client application.

ProxySQL relies heavily on existing libraries and code for
tasks ranging from handling SQL requests and encryption to
parsing JSON files. Many of these components are loaded
dynamically as plugins via dl_open. Converting ProxySQL
into a static executable is therefore non-trivial: it would re-
quire re-implementing plugin loading functionality, which
is normally handled by the dynamic linker, and modifying
numerous dependencies that are not designed to operate in
a static context. This complexity is compounded by the core

ProxySQL code itself, such as its multithreading infrastruc-
ture, which partially relies on dynamic linker support. As a
result, integrating ProxySQL into a static executable without
major rewrites would be highly impractical.

To integrate ProxySQL into Secpoline, we first refactor it
into a library by providing an entry point that initializes the
proxy and spawns worker threads to run in the background.
This initializer is invoked during Secpoline’s startup, allowing
the monitor to intercept and mediate all relevant network traffic
while executing ProxySQL largely unmodified. We currently
use this “librarification” method to embed ProxySQL because
it sufficed for our use case, but with some additional engineer-
ing effort, Secpoline could reuse its loader infrastructure to
fully load the ProxySQL binary, requiring no build system
changes at all.

Then, to maximally benefit from the in-process integra-
tion, we use Secpoline to build a kernel-bypass fast path for
the network traffic between client and ProxySQL, by inter-
cepting relevant syscalls from the client and proxy, using a
combination of application monitoring and meta-monitoring.
Specifically, we identify when they attempt to open a socket
to each other, and then intercept all subsequent operations on
that socket to pass buffers directly in memory, avoiding mode
switches and copies between kernel and user space [60]. In-
stead of socket operations, we only copy the data once to/from
Secpoline-managed buffers, significantly reducing latency.
Implementation Effort. To refactor ProxySQL into a library
that can be integrated into Secpoline we changed 22 lines in
Makefiles and 14 lines of C code. We then changed zero lines
of code to actually integrate the libProxySQL into Secpoline,
aside from invoking the newly introduced ProxySQL initial-
ization function. Finally, we added 350 lines of C++ code to
Secpoline implement the kernel-bypass path, which is generic
infrastructure that could be repurposed for other sidecars.
Performance Evaluation To evaluate the performance im-
pact of integrating ProxySQL into Secpoline, we compare
a baseline deployment of ProxySQL against the Secpoline-
integrated version using sysbench. The benchmark generates
concurrent SQL workloads that exercise ProxySQL’s request
processing and forwarding path, allowing us to assess the
effectiveness of shared process implementation.

We evaluate throughput and latency using sysbench as a
client that generates SQL requests to a MySQL server hosting
a database with eight tables, each containing one million en-
tries. The client issues requests for 300 seconds using a single
thread. We consider two configurations. First, a baseline Prox-
ySQL setup, in which ProxySQL runs as a separate process
between sysbench and the MySQL server, acting as a conven-
tional SQL proxy. Second, a Secpoline + libproxysql setup,
where Secpoline runs with an integrated version of ProxySQL
(libproxysql) and monitors the sysbench client.

Figure 8 shows the throughput and latency for both our
configurations. Our integrated version of ProxySQL achieves
higher throughput and lower latency compared to the baseline



Figure 8: Throughput and latency for the sysbench benchmark using ProxySQL

ProxySQL deployment. Specifically, it processes 50.53% more
transactions per second and queries per second, while having
an average latency of 67.22% and a 95th-percentile latency of
69.15% relative to the baseline. These improvements result
from enabling a fast path for request handling that avoids
unnecessary system calls, while still mediating all security-
relevant interactions through Secpoline.

9 Related Work

We now briefly compare Secpoline to prior work focusing on
high-performance system call interposition and isolation.

9.1 System Call Interposition
Binary-rewriting in-process interposers (e.g., zpoline [20],
lazypoline [23]) provide fast in-process syscall interception
by rewriting call sites and avoiding kernel involvement, de-
livering near-native performance but no isolation. The moni-
tored application can trivially tamper with the monitor’s code
and state. Secpoline preserves a similarly fast kernel-bypass
path while adding hardware-enforced isolation and support
for complex, unmodified monitor code thanks to its loader and
meta-monitor design.
Secure in-process interposers with MPK (e.g., nexpo-
line [33], Endokernel [34]) harden in-process interposition
with MPK (and, optionally, CET/SUD). However, they do so
at the cost of a restricted programming environment with a
custom libc, limited runtime features, etc. This complicates
the integration of large, existing codebases into the monitor.
Secpoline achieves comparable security while retaining a con-
ventional POSIX-like programming environment for the in-
terposer through isolated multi-program loading and its meta-
monitor.
MPK sandboxes (e.g., Cerberus [5]) rely on cross-process
monitors to police unsafe instructions such as WRPKRU and
mediate sensitive system calls. This preserves isolation but
incurs context-switching overhead for unsafe calls. Secpo-
line implements a self-contained, fully in-process MPK sand-
box, avoiding these costs while achieving the same protection

goals.
Positioning. Compared to the most similar system call inter-
position systems, Secpoline uniquely combines (i) in-process
fast paths (as in zpoline and lazypoline), (ii) strong isolation
with MPK (as in nexpoline/Endokernel) without a constrained
ABI or custom libc, and (iii) a self-contained MPK sandbox
that removes the cross-process bottlenecks that are typical in
prior sandboxes. Secpoline thus supports unmodified, feature-
rich monitors, while achieving high efficiency and offering
strong security guarantees.

9.2 Isolation Mechanisms
A wide range of isolation mechanisms have been proposed to
confine untrusted code.
Process-based isolation relies on OS primitives such as
namespaces, control groups, and mandatory access control
frameworks to isolate mutually untrusted components. While
robust, these techniques often incur high run-time overhead
due to context or mode switching, and they provide limited
control over fine-grained memory access.
Software Fault Isolation (SFI) enforces memory isolation
through code alignment and compiler-inserted static and dy-
namic checks [61–70]. Systems such as NaCl [71] and We-
bAssembly [72] provide strong confinement guarantees but
restrict the execution of arbitrary code (e.g., no regular pro-
gramming environment) or incur substantial translation over-
head.
Virtualization-based isolation leverages hardware privilege
rings or virtual machines to isolate execution contexts [1,
27, 66, 73–78]. This provides strong security guarantees but
introduces significant complexity and performance overhead,
particularly for fine-grained interactions such as system call
interceptions.
Hardware-assisted in-process isolation mechanisms such as
MPK [3,5,6,32,47,79], CHERI [80], ARM MTE/PAC [81], en-
able efficient intra-process isolation with low overhead. How-
ever, using these primitives securely requires additional sand-
boxing to prevent privilege escalation and confused-deputy
attacks [37].



Positioning. Secpoline builds on MPK to provide hardware-
assisted in-process isolation. It differs from prior systems by
combining a self-contained in-process sandbox with a meta-
monitor and loading architecture that eliminates implicit shar-
ing of state with the monitored application, while achieving
high efficiency and preserving compatibility with complex,
unmodified monitoring code.

10 Discussion

By building on lazypoline [23], our interposer inherits strong
compatibility with expressive system call features, such as
vfork and complex clone flag combinations. We retain these
benefits while adding our Secpoline security layer.
Red Zone However, we also inherit lazypoline’s compatibility
limitations. Most notably, rewriting syscall instructions to
call rax pushes a return address onto the stack, potentially
in a context where the program does not expect it. This can
interfere with functions optimized as leaf nodes—those that
omit a standard prologue and instead access local variables
using negative offsets from rsp. The System V ABI [82]
formally permits this optimization by defining a 128-byte “red
zone” below rsp that must remain untouched by the kernel
during syscalls or signal delivery.

Inserting a return address into this red zone violates the ABI
and can overwrite local variables for such leaf functions, break-
ing correctness. Neither zpoline nor lazypoline can currently
mitigate this compatibility issue. In practice, however, we are
not aware of real-world breakages. A syscall instruction
must either appear in inline assembly (which disables the leaf
optimization by making the function’s behavior opaque to the
compiler), or in hand-written assembly (where the compiler
is not involved). The only plausible failure case is a hand-
optimized leaf function that also contains a raw syscall. We
have not observed such code in the wild.
Architectural Dependencies Secpoline current prototype re-
lies on x86-specific hardware breakpoints, Intel MPK and the
gs/fs registers, but is not fundamentally limited to the x86
architecture. ARM provides similar hardware breakpoints [83]
and its own in-process isolation primitives [81]. However, it
only exposes a single dedicated TLS register, which conflicts
with Secpoline’s current design requirement of separate TLS
registers to hold the monitor-specific thread-local metadata
(gsbase on x86) and the general monitor/application TLS
area (fsbase on x86). We can remain compatible with ARM
by placing the monitor-specific TLS at a fixed offset from the
application TLS, which ensures that we can locate it during
interposer entry, before swapping to the monitor’s general
TLS during monitor execution.
Expressiveness of Application Code While this paper pri-
marily focuses on the expressiveness of code running in-
side the monitor, a secondary issue concerns the expressive-
ness of the application code itself. Many system calls can
be used to bypass the MPK sandbox and therefore must be

restricted [3, 5, 34]. Some of these syscalls, such as seccomp
and rseq, are fully blocked, while others are blocked or par-
tially emulated depending on specific argument combinations,
e.g., requesting a shared file-backed mapping [5]. While not
observed in our evaluations, these restrictions can impact be-
nign application behavior as well, but are currently necessary
to stop known PKU bypasses, and similarly enforced by all
existing approaches. Finding more fine-grained filter rules
to permit more benign behavior, and increase application ex-
pressiveness, is an interesting and valuable path for future
work. Secpoline facilitates this by providing a familiar and
easily programmable interposer programming environment,
in which more complex filter behavior can be implemented
more reliably.

11 Conclusion

In this paper, we present Secpoline, a scalable solution to
secure in-process syscall interposition, without sacrificing
the performance advantages provided by in-process interpo-
sition. Secpoline enables safe integration of complex user
code without requiring deep knowledge of the monitor or in-
trusive modifications to the integrated code by providing a
familiar programming environment. This finally enables the
practical construction of sophisticated syscall filter rules for se-
curity applications. We evaluate our design by integrating two
real-world use cases, demonstrating both its ability to replace
problematic kernel modules and its potential for performance
gains.

Open Science

Our artifact can be accessed at https://github.com/
lazypoline/secpoline and https://doi.org/10.5281/
zenodo.20432296 [35].

Ethical Considerations

We identify three stakeholder groups affected by this research:
operating-system and hardware vendors, system users (deploy-
ers and administrators), and malicious actors.

Vendors (OS and hardware implementers) could be harmed
if previously unknown vulnerabilities in kernel interfaces,
MPK implementations, or CPU instruction handling (e.g.,
WRPKRU/XRSTOR, perf event interfaces) are discovered
and exploited before vendors can produce patches. To mitigate
this risk we limited our security evaluations to controlled, syn-
thetic workloads and microbenchmarks that exercise known
classes of misuse (e.g., unauthorized PKRU changes, WRGS-
BASE abuse). All experiments were conducted on dedicated
test systems under our control (development machines), not on
production infrastructure. We target well-studied primitives
and base our threat model on documented behaviors of MPK

https://github.com/lazypoline/secpoline
https://github.com/lazypoline/secpoline
https://doi.org/10.5281/zenodo.20432296
https://doi.org/10.5281/zenodo.20432296


and syscall mechanisms, we do not expect our work to intro-
duce novel, exploitable vectors beyond those already studied
in prior literature.

Users (system administrators and end-users) could be af-
fected if vulnerabilities relating to temporal races, signal han-
dling, or MPK enforcement are exploited in deployed systems.
Our proposed techniques (loader-based isolation, per-domain
MPK policies, pointer validation and copy-to-trusted strate-
gies, and stop-the-world breakpoint synchronization) are in-
tended to improve runtime security by preventing common
bypasses of in-process monitors. To avoid harm to users we ran
all testing on dedicated lab systems and did not involve produc-
tion or customer-owned devices. Where our prototype requires
platform features (e.g., MPK support, perf-based breakpoints,
recent kernel seccomp facilities), we note these deployment
constraints explicitly; we do not recommend deploying exper-
imental instrumentation on production hosts without vendor
guidance and appropriate staging. Overall, we expect our re-
sults to benefit users by reducing the risk of certain classes of
syscall-interposition bypasses when adopted responsibly.

Malicious actors might attempt to misuse techniques de-
scribed in our paper (for example, to discover new ways to
evade existing monitors). We reduced this risk by focusing
our artifact and evaluations on controlled, low-rate experi-
ments and by emphasizing defensive mitigations (for instance,
pointer-copying to avoid TOCTOU, strict MPK policies, and
guarded syscall fast paths).

We encountered no unexpected ethical issues during the
research. All experiments were run on systems we own or
have explicit permission to use, and no user data or production
systems were involved.

Decision: We decided to proceed with and publish this re-
search because we believe the potential benefits (improved
defenses for in-process syscall interposition and clearer guid-
ance for secure MPK usage) outweigh the risks.
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