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Abstract

The perennial war in memory has long been shaped by a con-
tinuous arms race: defenses are deployed, bypasses emerge,
and stronger mitigations follow, only for the cycle to repeat.
This pattern persists in part due to the fragility of many de-
fenses, which often fail when assumptions change. Such
fragility reflects how security guarantees are assessed, of-
ten through ad hoc reasoning tied to specific threat models. In
a fast-evolving landscape of polyglot applications and hetero-
geneous systems, manually re-evaluating these guarantees for
every new context is both labor-intensive and error-prone.

This SoK advocates for a more systematic, adversary-aware
approach. We introduce a graph-based framework for evaluat-
ing the fragility of memory safety defenses by modeling the
progression of memory corruption exploits, and where, how,
and under what assumptions defenses intervene and may fail.
We demonstrate the utility of this model by revisiting flaws
in prominent defenses and showing how their shortcomings
could have been anticipated. Finally, we release open-source
tooling that implements our model and supports systematized
and semi-automated fragility testing.

1 Introduction

Memory corruption errors in unsafe programming languages
like C and C++ have long been at the forefront of software ex-
ploitation [221], dating back to the Morris Worm [208], which
exploited a buffer overflow vulnerability over three decades
ago. Since then, a multitude of exploit mitigations have been
proposed, ranging from vulnerability-centric defenses, such
as bounds checking [5, 67,88, 159,233,236,243], type mis-
cast detection [17,96, 110, 131], and temporal safety mitiga-
tions [3, 78,79, 160, 231], to more exploit-centric approaches,
including basic memory protection features (e.g., Data Execu-
tion Prevention (DEP) [154] and stack canaries [138]), code
randomization strategies [58,98, 117,179, 184], Control Flow
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Integrity (CFI) [1,80,102,213], Data Flow Integrity (DFI) [4,
38,205,228], among others [37,45, 132, 144,226,230].

However, despite sustained efforts to advance memory
safety defenses, the battle against memory corruption re-
mains intense and far from resolved [140], with evolving
exploitation techniques continually challenging existing mea-
sures [35,39,51,100,101,107,109,113,143,152,202]. This
enduring struggle persists in part because, even as exploits
and defenses have grown more complex, our core approaches
to analyze and characterize them have changed little since the
early days of stack overflows and shellcode injection [173].

Manual security analysis based solely on human expertise
has historically been unreliable. Memory error mitigations, in
particular, have shown to be remarkably fragile, not merely
due to implementation bugs, but because they often fail to
anticipate the breadth of exploitation techniques enabled by
Memory errors.

We define fragility as a defense’s susceptibility to
failure when assumptions about its deployment scenario,
threat model, or interaction with other components or de-
fenses are violated or only partially hold.

This fragility is evident in macro-level exploitation trends,
from shellcode injection to code reuse attacks [29, 187]—
in all their subversive forms [35, 73, 194]—and data-only
attacks [100, 101, 107, 113]. It is also visible in individual
defenses [51,76,77,109, 135] and even entire classes of miti-
gations [35, 189,202]. For instance, despite extensive research
activity, it took over a decade to show that code randomization
alone could not stop code reuse attacks [189].

The challenge is further exacerbated by the growing het-
erogeneity of the computing ecosystem, in which computing
units provide different baseline security features on which
defenses implicitly depend. For instance, modern accelerators,
such as Nvidia GPUs, are likely susceptible to memory errors
similar to those observed in CPUs [64, 90, 155, 186], yet still
lack even basic memory protection features [90]. Such capa-
bilities have been assumed as standard on CPUs for over two
decades [240], raising the question of whether mitigations



designed for CPUs transfer to other platforms like GPUs and
NPUs where key assumptions may no longer hold.

Even within CPU environments, defenses are frequently de-
ployed under conditions that differ from those assumed during
design and evaluation. Multi-language applications that com-
bine memory-safe components with hardened memory-unsafe
ones illustrate this issue [152, 176]. For instance, Mergendahl
et al. [152] showed that rewriting parts of a CFI-hardened
C or C++ codebase in Rust created a gap through which
control-flow hijacking could succeed. Although Rust and CFI
independently defend against such attacks, overwriting a Rust
code pointer from unsafe code can restore the attack vector
and bypass both protections.

Collectively, these cases reveal a pronounced sensitivity
to minor adaptations and a design-level fragility under shift-
ing assumptions, which is especially undesirable for mitiga-
tions intended to protect the most security-sensitive software
projects in the computing stack [50]. In essence, this issue
arises because the security guarantees of many defenses re-
main insufficiently characterized under a unified and repre-
sentative threat model that can expose design-level gaps when
such defenses are evaluated under varying conditions. As a
result, it often remains unclear, on the one hand, how these
defenses interact with others and whether their interplay in-
troduces security gaps; and, on the other hand, whether their
security guarantees hold under diverse deployment scenarios.

A scalable and effective approach to characterizing the se-
curity guarantees of memory safety defenses, particularly to
identify their design-level fragility under specific conditions,
should begin with a systematic and attacker-aware perspec-
tive. To this end, we propose to model memory error ex-
ploitation as a graph reachability problem. We present a
graph-based framework grounded in an attack-centric model
that captures the full spectrum of adversarial techniques, from
initial exploit primitives to post-compromise objectives. In
our framework, vertices represent states or adversarial capa-
bilities, while edges denote actions taken by adversaries to
transition between states or acquire new capabilities. These
transitions form pathways that culminate in concrete means,
such as code injection or control-flow hijacking, to achieve
malicious objectives, such as arbitrary execution control.

We then map defenses to specific exploitable edges, identi-
fying where each defense takes effect. If an adversary’s goal
remains reachable despite a defense, this indicates a design
gap or a sign of fragility under the evaluated scenario. Using
this model, we systematically map a wide range of mem-
ory corruption defenses onto the graph, yielding a machine-
analyzable and visual representation of effectiveness across
deployment settings and in combination with other mitiga-
tions. We demonstrate the utility of our model through distinct
use cases that uncover where defenses interact, where they fall
short, and how their effectiveness varies under realistic condi-
tions. Finally, we release open-source tools that implement
our model and support semi-automated fragility testing.
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Figure 1: Typical flow of memory corruption attacks (as pro-
posed by Szekeres et al. [211]) and intervention points of
defense approaches (as characterized in this work).

2 Setting The Stage

This section revisits how prior work has modeled memory
corruption exploits and defenses, using the seminal SoK by
Szekeres et al. [211] as a running example. We then show
how a layered view of attack flow fragments defenses into
imperfect categories and provides limited insight into the
fragility of defenses, as defined in Section 1.

2.1 Flow of Memory Corruption Exploits

Figure | summarizes the typical progression of memory
corruption attacks. Exploits typically start from an invalid
pointer, resulting from out-of-bounds (OoB) arithmetic, bad
casting, uninitialized memory, or dangling references to freed
objects. Such corrupted pointers give the adversary unautho-
rized read (R) and/or write (W) access to memory, which en-
ables leaking sensitive information (e.g., cryptographic keys
in Heartbleed [72]), corrupting sensitive data to escalate privi-
leges [39], or hijacking control or data flow to subvert program
behavior [29,101,187]. End-to-end exploits are often grouped
into four categories:

 Information Leakage: Exploits that rely on unauthorized
reads to disclose secrets such as cryptographic keys [72],
memory layouts [179], or pointer values [204], which could
further facilitate other attacks.

* Code Injection: Attacks that exploit unauthorized write
accesses to inject attacker-controlled code or payloads into
executable memory regions and then execute them [24].

* Code Reuse attacks: Techniques such as Return-Oriented
Programming (ROP) [187] and Jump-Oriented Program-
ming (JOP) [29] that redirect a program’s control flow using
existing code sequences without injecting any new code.

* Data-only attacks: Exploits that manipulate non-control
data to alter program behavior without violating its control
flow integrity [45], including Direct Data Manipulation
(DDM) [39] and Data-Oriented Programming (DOP) [101].



2.2 Defense Strategies and The Missing Link

We now derive four recurring defense strategies from the
literature to better characterize what guarantees defenses aim
to provide and under which conditions these guarantees may
become fragile. We then show, via concrete examples, that a
strategy-level view alone is still too coarse when paired with
an abstract model of memory corruption attacks, motivating
the finer-grained model introduced in Section 3.

2.2.1 Exploit Mitigation Strategies

As illustrated in Figure 1, we find that exploit mitigations
tend to follow four high-level strategies, each intended to
probabilistically or deterministically disrupt the adversary’s
progress at a specific stage of the exploitation lifecycle.

Memory Safety Enforcement Memory Safety Enforcement
aims to mitigate memory errors by enforcing that memory
is accessed according to intended semantics. This requires
preventing spatial errors (accesses beyond object bounds),
temporal errors (dereferencing deallocated or otherwise in-
valid objects), and fype errors (misinterpreting an object’s
type). Enforcing full or partial memory safety stops the attack
early by preventing the use of invalid pointers.

A wide range of defenses aim to enforce memory safety
at varying levels of completeness and overhead. Languages
such as Rust [151] provide spatial, temporal, and type
safety through compile-time checks and ownership rules.
Retrofitting similar guarantees into legacy C/C++ code re-
quires extensive instrumentation at the source [111, 163], In-
termediate Representation (IR) [5, 159], or binary level [68,
95]. Spatial safety is typically enforced through pointer-
[88,111,159,233] or object-based [5, 115,162,242] bounds
checking approaches, as well as hybrid ones that combine
aspects of both, often for better compatibility or perfor-
mance [108, 161, 197]. Temporal safety is tackled by alter-
ing allocation policies [104, 142], quarantining freed mem-
ory [164,167,198], or associating metadata with pointers to
detect use-after-free and uninitialized accesses [160]. Type
safety is often enforced through run-time checks on casting
operations [17,96, 110, 131].

Isolation of Data (IoD) This strategy assumes an adversary
with arbitrary R/W memory access and aims to prevent the ex-
ploitation of such access by protecting sensitive code or data
from corruption or leakage. Approaches following this strat-
egy fall into two paradigms: deterministic isolation and prob-
abilistic hiding. Isolation mechanisms establish strong bound-
aries to shield critical memory regions, limiting the attacker’s
ability to access or manipulate them. These include pure soft-
ware techniques such as Software Fault Isolation (SFI) [226],
as well as hardware-assisted schemes that leverage features
like Intel Memory Protection Keys (MPK) [44,112,218] or
ARM Memory Tagging Extensions (MTE) [13, 139, 196]. In
contrast, hiding mechanisms obfuscate the representation or

location of sensitive code and data. ISR [117] protects against
code injection by altering instruction encodings, whereas
ASLR [179] disrupts code reuse by randomizing memory
layouts [129]. DSR [184] further mitigates data-oriented and
memory disclosure attacks by encoding program data using
secret keys. Code Pointer Integrity (CPI) and its relaxed vari-
ant, Code Pointer Separation (CPS) [127], use either isolation
or hiding to protect code pointers from corruption, depending
on available hardware support.

Integrity of Use (IoU) This strategy focuses on ensuring
that, even if certain code or data elements (e.g., code or data
pointers) are corrupted or leaked, the adversary cannot use
them to trigger malicious behavior such as arbitrary code exe-
cution. IoU mechanisms enforce correct program behavior by
constraining how data elements are used during execution, typ-
ically by comparing it to statically or dynamically collected
evidence. Representative examples include CFI [1, 8,49, 102,
119,147,149,165,172] and DFI [4, 38,45,205,228], which
typically compare data elements such as code or data point-
ers against statically-built sets of valid values. Multi-Variant
Execution (MVX) [56, 191, 192,222] instead compares exe-
cution behavior among diversified program variants, and uses
divergences as dynamic evidence of an attack.

Post-Exploitation Detection This strategy represents the
final line of defenses [45]. It aims to detect successful ex-
ploits that have evaded all prior protection mechanisms [9],
by regularly attesting and verifying the integrity of binary
code [7,168] and runtime state [8, 169, 170].

2.2.2 From Fragmentation to Connection

The layered model in Figure 1, inspired by Szekeres et
al. [211], is useful for high-level classification, but forces
defenses into rigid categories that fail to capture their nu-
anced defensive properties. In practice, many defenses defy
rigid categorization and span multiple strategies. WIT [4],
for instance, compares the targets of data pointers in write
operations with a statically built set of valid values, which
simultaneously enforces IoU for data pointers and IoD for
all program data, with a single check. Likewise, CFA+ [8]
combines elements of IoU with post-exploitation detection
to counter code reuse attacks. Also MVX systems, when
combined with DSR schemes, may implicitly enforce data
isolation [124,222] (IoD-style), providing stronger guarantees
than suggested by the IoU policy.

Furthermore, the layered abstraction models exploitation
as a mostly linear progression, while realistic exploits often
repeatedly escalate attacker knowledge and exploitation prim-
itives over multiple triggered vulnerabilities. Cyclic depen-
dencies between attacker primitives are particularly relevant
to model probabilistic defenses, which may partly depend on
the secrecy of values in memory (e.g. code or data addresses),
and may be defeated via exploratory information disclosure at-
tacks [209]. To evaluate the effectiveness of “leakage-resilient”



probabilistic defenses [21, 189], that attempt to determinis-
tically inhibit such leakage, these cyclic dependencies must
be precisely modeled. Other attacks may also depend on cy-
cles in the exploit graph, e.g., a Data-Oriented Programming
(DOP) [101] attack where corrupted non-control data redi-
rects direct control flow to introduce new first-level exploit
primitives (Section 3.4).

In Section 3, we describe how our model overcomes these
limitations, among others, to enable precise mapping of de-
fenses to attack steps and systematic reasoning about assump-
tion violations and defense fragility.

3 Anatomy of a Memory Error Exploit

A model of memory error exploits must be both detailed and
complete to provide trustworthy insights into the fragility
of mapped defenses. It needs to be detailed because subtle
differences in the capabilities permitted by defenses can af-
fect their interoperability. For instance, pointer-based bounds
checkers [159] allow out of bounds (OoB) pointers but check
them at dereference time, whereas object-based ones [69, 115]
prevent pointers from leaving their referent. When these mech-
anisms interact, an object-based checker may incorrectly treat
a pointer from a pointer-based system as valid. Similar mis-
matches arise with conservative garbage collectors [3,30] or
dangling pointer scanners [130,219,241], which may misiden-
tify temporarily OoB pointers as references to different ob-
jects [79], enabling unsafe reuse. To capture such nuances,
our model introduces edges and capabilities as needed to
represent a broad and growing set of defenses.

At the same time, the model must be sufficiently complete
to justify claims that particular attack vectors are mitigated,
even though absolute completeness is unattainable [71]. Cen-
tralizing and structuring known attack vectors in a single
model remains a practical step towards this goal. In the rest
of this section, we introduce the model following a topic-
centered approach, presenting the primitives required to con-
struct a memory corruption attack and how they compose into
Figure 2.

3.1 Assumptions, Terminology, and Concepts

We first survey a broad range of exploitation techniques
that target memory corruption on CPUs, as reported in aca-
demic literature [24,26-29, 35,36, 39,40,42,43,45,51, 60,
71-73,75-77,91-93,98,100,107,109, 113,129, 141, 146, 148,
152,173,176,177,182,185,187-189,193,194,201,202, 204,
208,209,223,234,240] and at industrial and hacking confer-
ences [114,195,200], as well as recent attacks on Al accelera-
tors such as GPUs [64,90,155,178,186]. Our goal is to encode
the adversarial capabilities exercised in these exploits into a
unified and representative model. We also review a large body
of industrial [10-12,87, 144,151,153,154,180,203,213,215]
and academic defenses [1,2,4-6, 8, 14-19,21-23,25,34,37,

38,41,44,46-48,53,56-59,61-63, 65,67-70,74,78-84, 86,
88,94,96,102-106,110-112,116,117,122-127,130,131,133,
135-139,142,145,157-160, 162,163,166,171,174,175,177,
179,183,184,190-192,197-199,205,206,212,217-220,222—
231,235,236,239,241,243-245], including the CVEs and
attack patterns they explicitly target, as well as vulnerabil-
ity benchmarks and test suites [54,55]. The outcome of this
analysis is the graph-based framework shown in Figure 2.

Format. We introduce a graph-based format (Figure 2) in
which vertices denote adversarial capabilities and edges rep-
resent actions taken by adversaries to unlock new capabilities.
Defenses typically protect specific edges to prevent further
adversarial progress (see Section 5). This detailed format
exposes the differences in attack surfaces between various de-
fenses. For instance, a late-stage defense like CFI [32] is mean-
ingful only after an attacker has already gained some capabil-
ities, whereas an early-stage approach like SoftBound [159]
attempts to prevent such capabilities from arising.

Threat Model. We consider an adversary with full access
to the application source code, who can execute the program
arbitrarily often to discover memory errors and derive exploit
primitives. The model assumes complete attacker expressive-
ness by default, and requires all mitigations to be stated ex-
plicitly (including “common” ones like DEP, ASLR, stack
canaries, or CFI), to serve as a neutral baseline. We focus on
generic consequences of memory corruption and the capa-
bilities they enable, rather than application-specific policies.
In Section 3.4, we introduce a general way to model such
policies.

Target Elements. We target four distinct elements of the
programming environment: executable code, code pointers
(pointers to executable code), data pointers (pointers to data),
and non-pointer data (Plain Old Data). These cover all mem-
ory objects involved in typical attacks. Among code pointers,
we distinguish forward-edge pointers (function pointers) from
backward-edge pointers (return addresses), because defenses
often treat them differently and return addresses obey stricter
semantics that preclude some attack vectors [109]. These four
elements form the foundation for characterizing the memory
corruption attack surface.

Knowledge. Exploitation also depends on the adversary’s
knowledge of program layout and contents. Defenses fre-
quently try to frustrate attacks by restricting this knowl-
edge [58,128,223]. We model this through four knowledge ca-
pabilities, which randomization-based defenses may inhibit:
¢ Code Layout Knowledge (CLK) refers to the knowledge

of the location of executable code in memory, needed to

redirect control flow to valid instructions despite coarse- or

fine-grained code randomization mechanisms [22,26,57,

58]. CLK is often obtained by leaking code pointers [57].

* Code Content Knowledge (CCK) captures whether the
adversary knows the instruction-level content of a code
region, which is needed to construct gadget-based reuse
attacks even when the victim’s binary is randomized at the



sub-function level [16,61,62,98,120,177,229]. Unlike CLK,
CCK generally requires direct disclosure of code [28,204],
motivating defenses against code leakage [15,212,244].

* Data Layout Knowledge (DLK) models whether an ad-
versary can determine the locations of objects in memory.
It is targeted by data layout randomization schemes at vari-
ous granularities [26,52,124,227] and is usually gained by
leaking data pointers [202, 209].

¢ Data Content Knowledge (DCK) refers to the understand-
ing of the semantics of non-pointer data, such as how cre-
dentials or policy values are represented in memory [141].
DCK is rarely constrained by existing mitigations.

Each knowledge type governs specific exploitation steps.
For example, overwriting a code pointer via buffer overflow
may require DLK to locate the target pointer and CLK to
write a useful corrupted value. In our model (Figure 2), this
dependency appears as an AND relation between required
knowledge and the exploited capability edge.

3.2 Gaining Arbitrary Memory Access

To gain arbitrary memory access, an adversary must first in-
validate a vulnerable pointer, following one of the pointer
invalidation techniques shown in the upper part of Figure 2
( 1 - 13). By pointer invalidation we mean bugs that cause
pointers to violate their intended aliasing rules and reference
attacker chosen memory instead of their original referent.

Spatial errors occur when pointers leave the bounds of
their referent [115], while temporal errors arise when pointers
outlive the lifetime of their referent and become dangling [79].
Both classes enable the adversary to redirect pointers away
from their intended object. Spatial errors typically grant the
ability to add chosen offsets to a pointer 3 and, given DLK,
to redirect it to specific victim objects. Temporal errors can
be exploited through memory massaging, where freed regions
are intentionally reused for attacker chosen objects [121]. In
Figure 2, we model dangling pointers that may arise from the
combination of allocator memory reuse 2 and the presence
of aliasing pointers 6 , both of which can be inhibited by
various defenses [79, 130, 160,219].

Two additional bugs also produce invalid pointers. First,
type confusion has emerged as a popular source of 0-day
vulnerabilities [87]. It arises from invalid casts 4 between
unrelated types in C [96, 131] or from unchecked downcasts
in C++ [17,110]. Most importantly, these miscasts can make
attacker-controlled non-pointer data be interpreted as a valid
pointer, enabling pointer forgery and arbitrary memory access
similar to OoB or dangling pointers [27, 110]. Second, cor-
rectly allocated and typed pointers can reference uninitialized
memory due to reuse of memory that was not fully overwrit-
ten [175]. By manipulating memory layout, an attacker can
influence what data appears at such reused addresses, leaking
secrets or controlling read values. Pointers to uninitialized

memory can only grant invalid reads ( 1 ), yet such bugs still
account for about 10% of recent O-day vulnerabilities [94].

3.3 Abusing Arbitrary Memory Access

Given an invalidated pointer capability, adversaries typically
dereference it to gain arbitrary memory read or write access.
We model reads and writes as attacker-controlled data flows
from a source to a destination. For reads, the source is attacker-
chosen memory and the destination is a register or variable.
For writes, the source is a variable and the destination is
attacker-chosen memory. Based on this, we construct a matrix
of data or memory types involved in these flows (Tables |
and 2). We limit our framework to data flows that can occur be-
nignly during execution yet are influenceable by adversaries.
This captures the first exploitation step where a memory error
manifests.

3.3.1 Abusing Read Access Capabilities

Read Leakage. The most common CVEs involving mem-
ory read vulnerabilities stem from invalid manipulations on
pointers to non-pointer data objects, such as buffer over-reads
during string operations, as in Heartbleed [72]. These are
illustrated as Leak actions stemming from the READ ca-
pability in Figure 2 (4 edges: 1 - 4 ): confidential data is
invalidly read into an application output buffer and later sent
over a legitimate output channel [19].

Read Substitution. Independently of the victim object type,
invalid reads can substitute objects with other objects of the
same type: the program typically interprets the loaded value
according to the expected type rather than the actual memory
contents. This exploitation pattern has been understood for
many years [211] but was overlooked by an entire line of re-
search on store-only bounds checkers, which assumed check-
ing writes alone would prevent memory corruption [109].
Such an oversight illustrates how manual, assumption-based
reasoning about defenses can miss important attack paths.
Figure 2 shows all possible Substitute actions originating
from the READ capability (3 edges: 8 -10).

Read Crafting. Illustrated as Craft actions stemming from

READ in Figure 2 (3 edges: 5 - 7 ), this exploitation pat-
tern arranges that a read from attacker-controlled non-pointer
data, such as user-supplied payloads, is interpreted as a pointer
or structured object. This produces crafted values that the ap-
plication later treats as benign [109, 110].

Table 1 summarizes the three distinct forms of exploitation
arising from invalid memory reads, as visualized also as cor-

responding actions stemming from the READ access capa-
bility in our model (edges from 1 to 10 in Figure 2).
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Table 1: Possible effects of invalid memory reads

Table 2: Possible effects of invalid memory writes

Type of Read Memory Overwritten Memory Used As

Code Code Ptr Data Ptr Data Code Code Ptr  Data Ptr Data
@ Code - - - - Code - - - -
2 v = g
g _: Code Ptr - subst - craft 3 2 £ Code Ptr - subst - leak
= § Data Ptr = = subst craft E. é S Data Ptr = = subst leak
Y
& Data leak leak leak all Data overwrite  overwrite  overwrite all

3.3.2 Abusing Write Access Capabilities

Overwrites. The classical exploitation of arbitrary writes
uses a write-what-where primitive [211]. It grants adversaries
control to specify both the data to be written (“what”) and the
target memory location (“where”). All data types, including
code bytes, code pointers, and data pointers, can be targeted,
which makes this one of the most powerful and widely used
primitives in 0-day exploits [87]. These Overwrite actions
can be seen in Figure 2 as coming from the WRITE access
capability (5 edges: e—e).

Write Leakage. Arbitrary writes can also be used for data
leakage, as an adversary may overwrite output buffers with
sensitive values that the application will later expose. This re-
quires the vulnerable write to source confidential data, which
can be rare for application secrets such as cryptographic
keys [112, 141], but can be substantially more common for
other types of confidential data, such as randomized pointer
values [19,97,109]. Figure 2 illustrates these WRITE -based

Leak actions (3 edges: o-e).

Write Substitution. Write substitution attacks arise when
the vulnerable write copies a value of the same type as the
victim object. For non-pointer data targets, the distinction
between leakage, substitution, and overwrite largely reflects
attacker intent: leakage writes confidential data to an output
buffer; overwrite injects payload data into a security criti-
cal variable; and substitution reuses existing application data.
For pointer targets, write substitution requires a pointer-typed
source, which is less common than writes sourced from Plain
Old Data such as strings. WRITE -based Substitute opera-

tions are shown in Figure 2 (4 edges: e—@).
Table 2 summarizes the three different exploitation patterns

of invalid writes: overwrite, substitute, and leak, and how they
relate to the types of written values and overwritten memory.

3.3.3 Gained Adversarial Primitives

Regardless of whether exploitation starts from read or write ca-
pabilities, invalid memory accesses ultimately produce either
corrupted or invalidly disclosed data. In practice, memory er-
rors on non-pointer data, such as strings, are most frequent, so
WRITE primitives tend to favor Overwrite actions, while

READ primitives primarily favor Leak.

We conservatively treat all invalidly disclosed data as confi-
dential, independent of its real world impact. Confidentiality
in our model thus refers to provenance (valid benign flow
versus invalid disclosure), not to whether the value is actually
sensitive, since that depends on application-specific semantics.
Under this abstraction, there are four leakage-related attacker
primitives: each type of confidential data residing in output
buffers (code, code pointers, data pointers, data). Addition-
ally, there are four corresponding corruption-related types of
attacker-corrupted variables in memory.

In the model, we explicitly distinguish between function
pointers and return addresses as they adhere to different se-
mantics. For instance, unlike function pointers, return ad-
dresses cannot be corrupted through read substitution under
correct compilation. We also qualify the expressiveness of
the obtained corrupted data type depending on source primi-
tive. Crafting and overwrite can introduce values that never
existed before, whereas substitution is limited to reusing
existing values. This difference is most significant for code
pointers: pointers to fine-grained gadgets are rarely present
in memory [93, 126], so substitution attacks generally yield
pointers to function entries or return sites. As reflected in
Table 3, we model substitution as producing reused values
that support only coarse-grained control-flow influence, such
as Whole-Function Reuse [189, 194], rather than fine-grained
gadget chaining as in ROP [187].

Table 3 enumerates which primitives become available
after an initial invalid access and through which combination
of Leak, Substitute, Craft, or Overwrite they arise. These
edges (@, 1-10) form the bulk of the complexity of the model
in Figure 2.

3.4 Achieving Attacker Goals

With intermediate capabilities in hand, the adversary can work
toward achieving higher-level (end) goals.

Leakage Goals. Any of the four data types can be leaked
to gain specific Knowledge (Section 3.1). Leaking non-
pointer data may yield sensitive information, such as creden-
tials or secrets, which we model as Leaked Data in Figure 2;
the Heartbleed attack [72] is a canonical example. Leaking
code may yield Intellectual Property (IP) theft in the case
of closed-source binaries [28] ( Leaked Code Content ) or
defeat fine-grained code randomization [204] by revealing



Table 3: Primitives after invalid memory access

READ WRITE
Leak Subst Craft| Write Subst Leak
Code v/
E Func. Ptr. reuse v v reuse
? Ret. Addr. v reuse
5 Data Ptr. / / / /
Daa | vV V V|V S/
= Code v
% Code Ptr. Ve v
3 Data Ptr. v v
Daa | vV V V|V S/

gadget locations. In all cases, confidential values must even-
tually be written to a leakage channel ( 1 - 4 ), which can
still be blocked at this late stage by dynamic information flow
tracking [118] or MV X systems that compare output buffers
of variants with diversified secrets [20, 145,223].

Corruption Goals. One risk stems from corrupted code .
If executable memory can be modified, the program may ex-
ecute attacker-controlled code 1 without any control-flow
hijack. While such attacks are largely prevented on desktop
and server systems by WX policies [240], they remain possi-
ble on platforms without code write protection, such as many
embedded and IoT systems and modern accelerators [90], as
demonstrated by the Mind Control attack on GPUs [178].

Furthermore, corrupted data pointers enable attackers

to trigger further memory errors e-e, which is cru-
cial in multi-stage exploits [100, 141] and for upgrading
restricted bugs into more expressive primitives [40, 148,
234]. Moreover, corrupted code pointers remain some
of the most attractive targets [1, 126] because they con-
trol indirect control flow transfers (iCFTs) and may lead to
Arbitrary Code Execution (ACE). Early exploits simply
overwrote code pointers to jump directly into data buffers
containing injected code [173] 3-4. After the deployment
of DEP [154], attackers shifted to code-reuse attacks such
as ROP [187] or JOP [29] 2 , which reuse existing victim
code to implement the exploit [201] rather than injecting new
code, often by chaining small snippets of victim code together,
called gadgets.

Defenses that randomize code content to restrict CCK [16,
61,62,98, 120, 177,229] and that prohibit direct code dis-
closure 1 [15,244], or that enforce CFI and restrict iCFT
targets to function entries [12,57,58, 153,215], have driven
attackers toward more coarse-grained Whole-Function Reuse
(WFR) attacks [189, 194] (edges: €)-@).

Empirical analysis suggests that many exploits remain im-
plementable using only WFR ' 5 , especially in C++ applica-
tions with many small member functions [194]. Still, WFR
cannot reach rare or unaligned gadgets [232] that some at-
tacks depend on [122,238]. In our model, data execution 3-4,

direct corruption of code bytes 1 , and fine-grained iCFT

hijacks 2 all enable Arbitrary Code Execution . WFR,
by contrast, cannot achieve ACE but is expressive enough to

realize the higher level goal of Arbitrary Computations

(AC) 5 . This models the capability to force the victim pro-
gram to implement arbitrary functionality, but without neces-
sarily controlling the specific code sequence to do so.

This separation between ACE and AC also helps clar-
ify nuances of data-only attacks. Initially defined as attacks
that avoid code pointer corruption [39] and instead corrupt
application-specific privilege-holding data [42, 100], data-
only attacks were later shown by Hu et al. [101] to sup-
port Turing-complete interpreter-like loops in real programs,
termed Data-Oriented Programming (DOP). The expressive-
ness of DOP depends on the available operations, but in
practice, the presence of security-critical system calls with
attacker-controlled arguments [100, 113,239] makes DOP a
viable route to Arbitrary Computations 6 in the absence
of ACE [2,82,83,210].

Thus, we introduce corrupted direct Control Flow Trans-
fer (ACFT) as a separate attacker primitive: it arises from con-
ditionally evaluating corrupted non-pointer data a, which
can violate application-specific access control policies and es-
calate privileges 7 , or initiate a DOP-like Turing-complete
interpreter (“gadget dispatcher”) [101,107] 6 . Rather than
modeling DOP as an explicit capability, we integrate its gad-
get dispatcher loop into the graph structure by adding edges
from dCFT back to first-level pointer invalidation. The in-
tuition is that control over decision-making data and direct
control-flow can trigger logical inconsistencies, such as mis-
casts or bounds check bypasses, even if the original program
is free of such bugs.

Takeaway-1: First-level memory vulnerabilities can be ]
viewed as attacker-chosen swaps of data elements within
a program. Vulnerabilities on different types of data, e.g.,
pointers/non-pointers, impose different constraints on the
type and expressiveness of the leaked or corrupted data el-
ements. Crucially, however, both READ and WRITE
vulnerabilities can ultimately achieve similar outcomes:
leakage and corruption of most data elements (Table 3).
Underestimating the subversive power of READ vulner-
abilities, particularly Substitute and Craft, introduces
fragility that has been previously been used to bypass
write-only exploit mitigations.

4 Mapping of Defenses

Our graph models over 50 defensible edges and four knowl-
edge nodes, from which defenses can choose any combina-
tion to stop memory error exploits. We map 40 representative



Table 4: An overview of a broad set of unique and representative defenses, and how they map to our model.
Inhibited Edges ‘ Assumed Threat ‘

Attacker Goals Execution Control

Defense i Strategy i Category i or Knowledge ‘ Model ‘ Info. Access  Arbitrary | Func-Gran. Instr-Gran. o
Disclosure. Control Computation | CFHijack  CF Hijack
Safe Rust [150] | MS | Complete | 135 | | |
CCured [163] | MS | Complete | 14589 | | |
SoftBound [159] | MS | Spatial | 95 1@0:@ | 145 | |
SoftBound-w.o. [159] | MS | Spatial | 95 1@3@ | 145 | v v v | v v
StickyTags [88] | MS | Spatial | 89 | 145 | |
LowFat [69] | MS | Spatial | 3 | 145 | |
EffectiveSan [70] ‘ MS ‘ Spatial, Temporal, Miscasts ‘ 31013 ‘ 1 ‘ ‘
EffectiveSan-bounds [70] | MS | Spatial | 3 | 145 | |
EffectiveSan-type [70] ‘ MS ‘ Miscasts ‘ 10-11 ‘ DOE ‘ ‘
HexType [110] | MS | Miscasts | 4 | DOE | |
PACMem [136] ‘ MS ‘ Spatial, Temporal ‘ 8-912-13 ‘ 14 ‘ ‘
CETS [160] ‘ MS ‘ Temporal ‘ 213@ s ‘ 134 ‘ ‘
DangSan [219] | MS | Temporal | 5 | 134 | |
MarkUs [3] | MS | Temporal | 5 | 134 | |
FFMalloc [231] | MS | Temporal | 12 | 134 | |
Safelnit [157] | MS | Uninitialized | 1 | 35 | |
Chow et al. [48] | MS | Uninitialized | 1 | 35 | |
CHERI [233] | MS, IoD, IoU | Spatial | @@ s 734 | 145 | |
Cornucopia [79] | MS | Temporal | 5 |1 aso@@Qs 734 | |
Mon CHERI [94] | Ms | Uninitialized | 7 | a55o@@ s 734 | |
WX [240] | IoDJoU | - | 4@ | | v v v | v v v
WIT [4] | 1oD,loU | DFI | 200 - | Rz v s v v
DSR [23,34] | loD | Data Randomization | | | v v v | v v v
DFI [38] | ToD,IoU | DFI | O®:r:34 s | | |
SafeStack [126] | ToD | CPI | o0 | 7 10 QO® | v v v/ |
CPS [126] [ b | Pl | o0 - | ) Rz v 7
CPI[126] ‘ oD ‘ CPI ‘ @@ 710 ‘ o ‘ v v v ‘
IFCC [214] [ U | CFl | 20 - | ) Rz v s
Intel IBT [215] | U | CFI [ 0 [ 0 | v v v v
FinelBT [30] [ U | CFl | 20 - | o0 | v v s
Intel Shadow Stack [215] | ToU | CFI | 0% | 7 11000 | v v v |
Intel CET [215] | U | CFl | [ | o Iz v ;v
eXec-Only Memory [244] | IoU | XOM | 0! | | v v v | v v v
ILR [98] | ToD | Code Randomization | CLK, CCK | 34 | v v v | v v v
ILR+XOM [98,244] | IoD | Code Randomization | © ' CLK CCK | 34 | v v v | v
Readactor++ [58] | ToD | Code Randomization | @1 2 CLK,CCK | 34 | v v v | v
Cox et al. (MVX+ASP) [56] | ToU | MVX | 2 + @@ 5 CLK | | v v v | v
ReMon (MVX+DCL) [223,224] | ToU | MVX | > @CLK | 34 | v v v/ | v
MvArmor (MVX+ASP-DLK) [124] | IoD,IoU | MVX | 14@3+@ 5 DLK, CLK | | |
KENALI [205] ‘ ToD ‘ Sensitive Data Integrity ‘ “ 6 9 ‘ W 710 ‘ v ‘
TRUVIN [82] ‘ ToU ‘ Sensitive Data Integrity ‘ Q: ‘ @@ 710 ‘ v ‘

Legend: CF: Control Flow, ACE: Arbitrary Code Execution, MS: Memory Safety, IoD: Isolation of Data, IoU: Integrity of Use, CLK: Code Layout
Knowledge, CCK: Code Content Knowledge, DLK: Data Layout Knowledge, MVX: Multi-Variant eXecution, CPI: Code Pointer Integrity, CFI: Control
Flow Integrity, DFI: Data Flow Integrity, v/ Attacker has achieved this goal.

defenses' onto the graph, many of which are deployed in defensible edge space. The only edge never directly inhibited

practice or widely studied, as shown in Table 4; an extended
mapping of additional defenses is provided in Table 6 in Ap-
pendix A. Our model is implemented using a custom graph
structure in Python, and we implement each defense mapping
as a small, declarative method that marks certain edges as
inhibited on the graph. Listing | illustrates the mapping for
Safe Rust: it inhibits edges that would create invalid point-
ers (out-of-bounds, dangling, or type-confused) from a valid
data-pointer state and prevents the creation of references to
uninitialized memory. Additional details on using our model,
along with further examples, are provided in Appendix B.
Together, the selected defenses in Table 4 cover 98% of the

'We include some “debugging” sanitizer designs, modeled as runtime
exploit mitigations. This is common practice [207].

is 1 , which models direct execution of attacker-corrupted
code memory. While this could technically be inhibited (IoU-
style), modern operating systems instead address the code
corruption attack vector IoD-style by enforcing read-only
code as part of the WX policy [240], which many existing
defenses assume is already present.

For each defense, we model not only the edges it explicitly
blocks but also the edges it assumes are already mitigated as
part of its threat model. This distinction exposes how defenses
are intended to compose with others, e.g., FineIBT [80], like
all CFI schemes, assumes some baseline mitigations, such as
WeaeX [240].

We then run an automated fragility test: an iterative reach-
ability analysis over the entire graph. Starting only from the




@prettyname ( )
def Rust (graph: ExploitGraph, explorer: Explorer):
explorer.inhibit (
graph.find_edge ( , ),
graph.find_edge ( ,

graph.find_edge ( ’ )
graph.find_edge ( , )

)

Listing 1: Python model mapping for Safe Rust [151].

payload and Allocated memory abilities, we derive all
subsequent capabilities, by enabling nodes whose incoming
edges are fully satisfied. To structure the results in Table 4, we
distinguish high-level semantic Attacker Goals (Information
Disclosure, Access Control, Arbitrary Computation) from
low-level Execution Control techniques (Whole-Function
Reuse, Instruction-Granular control-flow hijack, Arbitrary
Code Execution). A defense, under its stated threat model, is
considered design-level fragile if any attack goal node remains
reachable.

On Edge Fragility. Some defenses apply coarse-grained
policies when protecting exploitable edges in the graph. Al-
though such defenses may inhibit the same edges as their
fine-grained counterparts at the design level, they can exhibit
what we refer to as edge fragility when these edges remain
exploitable in practice. This fragility can arise from impre-
cise enforcement boundaries, such as unprotected sub-object
overflows [85], equivalence-class imprecision [35,75, 146], or
limited redzone coverage [88], which allow specific exploit
conditions to bypass the intended protection.

We consider edge fragility to be distinct from the design-
level fragility analyzed in this work. Edge fragility conditions
depend on concrete execution instances and granularity levels
and, therefore, require empirical validation, which we leave
to future work. Nevertheless, the model could still serve as a
centralized repository to collect known edge-fragility cases
(however defense-specific) on specific edges, and warn users
before marking them inhibited.

5 Systemization of Defense Fragility

With defenses mapped onto the graph (Section 4) and the
corresponding fragility tests executed, we can systematically
assess whether each defense’s stated protection goals hold
under its assumed threat model. We summarize the main
findings and the design-level fragility patterns that emerge.
For the first-level exploit mitigations (top half of Table 4),
this analysis reveals no trivial design-level fragility that
would completely undermine their primary protection goals.
Rust [151] and CCured [163] achieve this without relying
on external assumptions. The only exception is SoftBound’s

store-only mode [159]: when read checks are disabled, our
model automatically highlights paths for all four store-only
bypass attacks listed by Jacobs et al. [109].

Among first-level defenses, protections against use-after-
free (UAF) vulnerabilities are the most diverse. Effec-
tiveSan [70], PACMem [136], and CETS [160] implement
the classical Lock-and-Key approach, which detects temporal
violations during dereferences. In contrast, DangSan [219]
and similar techniques [130, 142, 241] actively eliminate
all references to freed memory upon deallocation, while
MarkUs [3] passively waits for dangling pointers to disappear
before reusing memory. FFMalloc [231] takes a more radical
approach by never reusing virtual addresses. Our model shows
that this no-reuse policy not only prevents UAF exploitation
but also eliminates uninitialized read vulnerabilities on the
heap.

CHERI [230] capabilities can natively enforce spatial
memory safety and referential integrity: capabilities carry
bounds and are tagged using a disjoint validity bit, preventing
both capability forging and capability overwrites. Capability
substitution attacks are not natively inhibited. CHERI does
use different capabilities for code and data, which blocks
code overwrites (using data capabilities) and data execution
(using code capabilities) within a compartment. We addi-
tionally model Cornucopia [79] and Mon CHERI [94] to
capture temporal safety and uninitialized read protection on
CHERI platforms. If type miscast bugs are not explicitly ruled
out, however, both our model and recent analyses [114,216]
highlight capability substitution attacks, where existing valid
capabilities are misused via type-confused reads or writes.
These attacks do not break compartmentalization, but they
can still enable coarse-grained control-flow hijacking within
a CHERI application.

Takeaway-2: Early-stage defenses tend to be resilient
under their stated assumptions, but can be fragile under
relaxed variants, such as disabling read checks. They also
rarely cover all initial vulnerability types.

WIT [4] is an example of a defense that spans strategies. It
statically derives a precise set of valid write targets for each
store instruction, thereby enforcing Isolation of Data (IoD) for
all program data. It also provides Integrity of Use (IoU) for
data pointers: even if a pointer is corrupted, it cannot be used
to write beyond its statically allowed targets. Beyond write
protection, WIT includes a fine-grained forward-edge CFI—
long considered one of the most precise implementations
to date [181]. With this design, return addresses are never
valid targets, and function pointer hijacks are blocked by IoU
checks, making WIT highly effective against control-flow
hijacks according to our fragility test. Aside from information
leakage, the absence of checks on reads leaves room for data-
only attacks through crafting and substitution.

Our model also exposes the design-level fragility difference



between CPI and CPS [126]. CPI recursively protects not
only code pointers but also pointers to these pointers, essen-
tially enforcing SoftBound-style [159] safety on all operations
that directly or indirectly handle code pointers. This prevents
overwrites, crafting, and substitution attacks. CPS, in contrast,
protects only direct overwrites, leaving substitution attacks
possible and still allowing coarse-grained WFR. Both variants
rely on SafeStack [126] for backward-edge protection.

Takeaway-3: Precise write-side restrictions and recur-
sive pointer protection can limit control-flow hijacks, but
their guarantees can become fragile when residual read
surfaces enable pointer crafting or substitution, leaving
room for data-only and coarse-grained code reuse attacks.

ILR [98] represent a class of fine-grained code random-
ization defenses [99, 177] that assume code-reuse attacks be-
come infeasible without gadget-location knowledge. Our au-
tomated analysis rejects this hypothesis (as shown in Table 4)
in the presence of information disclosure: JIT-ROP-style
attacks [204] can leak code content, reconstruct gadget
sets offline, and then launch control-flow hijacks. Adding
eXecute-Only Memory [15,212,244] to block code reads
(ILR+XOM [98,244]) addresses this particular leak but not
the more fundamental issue that data memory often holds
function and return-site pointers [57]. Our model confirms
that leaking these pointers still enables coarse-grained control-
flow hijacking.

Defenses like Readactor++ [57, 58] introduce Code
Pointer Hiding by replacing code pointers with opaque identi-
fiers. Table 4 shows the fragility of this approach, matching
AOCR’s findings [189]: even if code addresses are hidden be-
hind identifiers, these identifiers can be reused and substituted
as proxies for code pointers, permitting coarse-grained code
reuse. AOCR thus argues for the inherent limits of code ran-
domization alone against code reuse, pushing research toward
data randomization [21]. To verify the claim, we model a
hypothetical Readactor++ [58] variant augmented with data
layout randomization (no-DLK). Our model then identifies
data address leakage as a threat to layout secrecy. If we addi-
tionally prevent such leakage, the model confirms that both
code-reuse and data-only attacks are effectively mitigated.
Indeed, this aligns with recent AOCR-resilient proposals [21].

Takeaway-4: Hiding and code randomization are fragile
once information disclosure or code reuse channels exist:
blocking code reads helps, but leaked pointers (or pointer
proxies) can still re-enable coarse-grained code reuse.

Multi-Variant Execution (MVX) systems [56] prevent
some forms of information leakage by running diversified vari-
ants in parallel and checking for divergences. Cox et al. [56]
showed that variants with non-overlapping address spaces
(MVX+ASP [56] in Table 4) deterministically block absolute-
address leakage and injection. Later, Volckaert et al. [223]

demonstrated that diversifying code layouts alone suffices to
prevent code-reuse attacks that rely on injected code addresses
(MVX+DCL [223,224]). Our model confirms these results
for attacks that externalize code pointers, i.e., for READ

Leak and WRITE Overwrite. However, it also confirms
Goktag et al.’s observation [93] that reuse of in-program code
pointers ( READ Substitute and WRITE Substitute) can
bypass such protections and re-enable fine-grained code reuse
attacks. Therefore, recent MV X work incorporates data layout
randomization [192]. MvArmor [124] applies fine-grained
data layout diversification and, in our analysis, eliminates all
viable attack paths when both code and data are diversified.
As summarized in Table 4, MvArmor [124] is one of a small
set of defenses, including DFI [38], DSR [23,34], Rust [151],
and CCured [163] that mitigate all modeled attack vectors
without relying on external protections such as DEP [154].

Finally, we model two defenses that explicitly target data-
only attacks while ruling out control-flow hijacking and
leakage attacks. TRUVIN [82] identifies security-critical
variables whose corruption could enable privilege escala-
tion [39] or the construction of gadget-dispatcher loops [101]
and protects them through IoU-style checks. Likewise, KE-
NALI [205] identifies critical non-control data in the Linux
kernel and protects them via IoD. Under their stated threat
models, our model confirms that data-only attacks are effec-
tively mitigated.

Takeaway-5: Diversification is least fragile when it si-
multaneously removes both code and data reuse channels,
whereas defenses targeting a specific attacker goal (e.g.,
data-only attacks) can be robust within that scope because
they explicitly constrain what they promise to prevent.

6 Fragility Testing: Use Cases

Building on our model of potential attack vectors (Section 3)
and the corresponding mapping of representative defenses
(Section 4), our infrastructure enables automated reasoning
about the security of defenses under hypothetical deployment
scenarios. In this section, we use our model to study the inter-
operability between defenses in multi-language applications,
and to assess the portability of their security guarantees across
different deployment contexts.

6.1 Interoperability Testing

6.1.1 Motivation and Objectives

Recent work has shown that incrementally migrating security-
hardened C/C++ codebases to memory-safe languages such
as Rust can reintroduce previously mitigated attack vec-
tors [152, 176]. For instance, Mergendahl et al. [152] demon-
strated that control-flow hijacking becomes possible when
a CFI-hardened C component corrupts a code pointer that



is later invoked by Safe Rust. Although CFI and Rust inde-
pendently defend against such attacks, their guarantees fail
to compose due to mismatched assumptions at the language
boundary. The Rust compiler community has since acknowl-
edged the need to support memory safety mitigations, such as
CFI, in Safe Rust code as well [89], in order to avoid making
the transition to Rust an all-or-nothing effort.

These so-called cross-language attacks (CLAs) are not
specific to Rust and have been demonstrated across multiple
language or defense combinations [31, 66, 134,156, 176]. The
key observation is that defenses operating at different stages
of the exploit lifecycle implicitly assume different attacker
capabilities. When attackers can split up exploit steps across
different components, latent attack paths may re-emerge.

Our model generalizes this observation by enabling sys-
tematic and automatic * interoperability testing between arbi-
trary sets of defenses, assuming two interacting application
components. Due to space constraints, we focus on the spe-
cific scenario of memory-unsafe components in otherwise
Safe Rust programs in this paper. We first examine whether
interoperability issues arise in our model when combining
CFI-hardened C code with Safe Rust. We then evaluate the
hypothesis of Mergendahl et al. [152] that, in this setting,
CLAs can be prevented by pairing Safe Rust with C side de-
fenses that stop pointer invalidation at the earliest stage of
exploitation. Accordingly, we restrict our analysis to the first
level exploit mitigations illustrated in Table 4, namely those
employing a memory safety (MS) strategy, and systematically
analyze their interaction with Safe Rust in our model.

6.1.2 Interoperability Semantics and Validation

To evaluate the interoperability of two defenses, our model
first determines the set of attacker capabilities that remain
reachable under each defense in isolation. It then computes
the union of these residual capabilities and re-evaluates each
defense under this combined capability set. This analysis
assumes that attacker capabilities can freely transfer across
components, i.e., there is no additional isolation or valida-
tion between them. This matches Mergendahl et al.’s threat
model [152]. Enforcing better isolation is the focus of on-
going work on CLA defenses [18, 116, 122], but remains a
non-trivial challenge [116].

We begin by evaluating interoperability between Safe Rust
and FinelBT [80] combined with Intel’s Shadow Stack [215],
in order to validate our model’s ability to anticipate impedance
mismatches. We choose this combination because FineIBT
together with Shadow Stack represents one of the strongest
forms of CFI deployed in practice, providing fine-grained
protection for both forward and backward control-flow edges.
While our automated fragility test shows that each defense in
isolation (Safe Rust vs FineIBT + Shadow Stack) eliminates

20nly the defense mapping requires manual effort; all subsequent tests
are fully automated.

Table 5: First-level defenses that interact well with Rust.

Category Exploit Mitigation Safe Rust [151]
Static pointer arithmetic
Spatial LowFat [67] (object-based) restrictions
(object-based)
MarkUs [3] (GC) Compile-time
Temporal DangSan [219] (dangling pointer restrictions, reference

revocation) counting (GC)

Chow et al. [48] (zero on free)  Auto-initialization on

Initialization Safelnit [157] (init on alloc) alloc

Type HexType [110] (cast verification) Type casting verification

Note that the individually mentioned defenses merely represent a unique defensive
approach, and could each be substituted for a different defense with the same design-
level characteristics but different implementation choices. By no means is this the
exhaustive list of defenses that securely interact with Safe Rust code.

control-flow hijacking attack vectors (see Table 4), the interop-
erability test confirms the re-emergence of a potential control-
flow hijacking path. Specifically, our model identifies a path
enabling both coarse-grained and fine-grained control-flow
hijacking when attacker capabilities are transferred across
components.

Next, we consider the 14 candidate first-level defenses
(underlined in Table 4) selected for interoperability testing.
Since only CCured [163] and EffectiveSan [70] cover multiple
classes of memory safety violations in their design, we use our
model to automatically enumerate all minimal combinations
of first-level defenses that collectively block every attacker
goal. The model identifies 55 such combinations. Each com-
bination is complete (blocking all pointer invalidation paths)
and minimal (removing any defense re-enables at least one
attacker goal).

We then evaluate the interoperability of each combination
with Safe Rust by transferring the residual attacker capabil-
ities enabled by the C/C++ defenses into the Rust compo-
nent. Our model concludes that only 4 combinations, com-
prising 6 distinct defenses, eliminate all CLA paths. These
defenses, summarized in Table 5, share a common design
principle: they prevent pointers from becoming invalid in the
first place. In contrast, defenses that detect pointer invalid-
ity at dereference time compose poorly with memory-safe
languages, as they implicitly rely on Integrity-of-Use-style
checks within their memory safety strategy. Examples in-
clude pointer-based bounds checking defenses such as Soft-
Bound [159] and CCured [163], lock-and-key temporal safety
mechanisms such as PACMem [136] and CETS [160], as well
as late type-verification approaches such as EffectiveSan [70].
While effective in isolation, these mechanisms permit invalid
pointers to exist transiently, violating Rust’s core assump-
tion that all incoming pointers are memory-safe. As a result,
they enable CLAs unless additional sanitization or isolation
is enforced at the language boundary.



Takeaway-6: Interoperation can introduce design-level
fragility. Defenses that follow different strategies (Sec-
tion 2.2) may fail to compose when deployed together
(e.g., CFI (Integrity-of-Use) and Safe Rust (Memory
Safety)). Importantly, interoperability failures can also
arise between defenses that nominally follow the same
strategy (e.g., CCured and Safe Rust). Ensuring interoper-
ability among defenses is non-trivial and requires explicit,
careful consideration when defenses are combined across
deployment scenarios, particularly in polyglot and hetero-
geneous applications.

6.2 Portability of Security Guarantees

As memory-unsafe software increasingly extends beyond
CPUs, memory errors do so as well [90]. Recent work shows
that many classical CPU exploitation techniques and mem-
ory corruption primitives readily carry over to GPUs [64,90,
155, 186], which today constitute the dominant accelerator
platform for Machine Learning workloads [186]. Worse yet,
many of these platforms lack even basic memory protection
features such as DEP or read-only code pages, let alone more
advanced memory tagging or control-flow enforcement fea-
tures on which modern defenses depend [199].

Our model enables automated validation of the portability
of security guarantees across such platforms. To assess the
fragility of the representative defenses in Table 4 when de-
ployed on GPUs, we re-run the same fragility analysis under
a threat model that excludes DEP and read-only code (i.e., no
WeaX), reflecting the protection mechanisms currently absent
on modern GPUs [90].

Under this setting, our analysis shows that none of the
first-level exploit mitigations are affected, nor are Data
Flow Integrity (DFI) [38] or Data Space Randomization
(DSR) [23] mechanisms. These defenses already provide suf-
ficient memory-safety guarantees to prevent payload injection
and code corruption, and therefore do not fundamentally rely
on an active WeX policy in their threat models.

In contrast, our model reveals that all control-flow hijack-
ing mitigations (e.g., Code Pointer Integrity (CPI) [126] and
Control Flow Integrity (CFI) [1]) become fragile under these
conditions, primarily due to the absence of code overwrite
protection o These defenses assume that arbitrary code
execution can only be achieved via control-flow hijacking and
therefore focus exclusively on protecting code pointers. How-
ever, on platforms, e.g., GPUs, where code pages are writable,
adversaries can inject and execute code directly without cor-
rupting code pointers, bypassing these defenses.

Finally, our model reveals that Multi-Variant Execution
(MVX) systems exhibit differing levels of resilience to the
absence of DEP. With fine-grained data-layout randomiza-
tion applied across variants [124], security guarantees remain
intact, as injected payloads reside at unpredictable locations

in each variant. Under disjoint address spaces [56], payload
addresses are predictable but differ across variants, still pre-
venting consistent shellcode execution. In contrast, when only
code layouts differ across variants [223], injected payloads
remain consistently executable and MVX diversification pro-
vides no protection. Consequently, only Disjoint Code-Layout
MVX designs rely on DEP in their threat models [223].

Takeaway-7: Security guarantees are not inherently
portable across platforms. Defenses that implicitly rely on
platform-provided memory protections, such as DEP or
non-writable code, might become fragile when deployed
on architectures where these assumptions do not hold. In
contrast, defenses that rely solely on platform-agnostic
memory-safety strategies remain robust across platforms,
highlighting portability as an underexplored dimension
of design-level fragility.

7 Related Systemizations

Several systematization efforts have examined distinct aspects
of the memory safety domain. Song et al. [207] provide a sys-
tematic overview of sanitizers (generally denoted “Memory
Safety Enforcement” in Section 2.2.1), focusing primarily on
design or implementation aspects, and their effectiveness in
detecting vulnerabilities. Larsen et al. [128] present a compre-
hensive analysis of software diversification techniques, a class
of probabilistic exploit mitigations of which we described part
of the fragility history in Section 5. Burow et al. [33] explore
the design space of shadow stacks, thoroughly evaluating their
performance, compatibility, and security implications. Ammar
et al. [9] present a systematization of Control Flow Integrity
(CFI) and Control Flow Attestation (CFA) mechanisms where
they examine the differences and similarities between these
defense classes. Lefeuvre et al. [132] recently systematized
the field of software compartmentalization, which deals with
containing the fallout from software vulnerabilities in general,
including memory errors.

Finally, the closest work to our systematization is the semi-
nal SoK by Szekeres et al. [211], which remains one of the
most comprehensive efforts to systematize the landscape of
memory corruption defenses. It already proposed a high-level
graph-based overview of possible attacks, and breaks down ex-
ploitation into five distinct stages on which different defense
categories map. Szekeres et al.’s work has been instrumental
in advancing the community’s understanding of exploit miti-
gations and their practical trade-offs in terms of performance,
compatibility, and robustness, in particular as they relate to
the chances of adoption. In contrast, our SoK serves a dif-
ferent purpose: to specifically model the security guarantees
of defenses, and to make explicit all of the design assump-
tions behind the intended security properties. This requires a
more systematic and expressive attack model, which is what



we aimed to provide through our detailed graph structure, as
discussed in the previous sections.

8 Looking Back, Looking Ahead!

After three decades, the battle for memory safety has been
waged with remarkable creativity and determination, yet the
war is far from over. Attacks that play on the rope of (design-
level) defense fragility do not emerge from flawed prototype
implementations, but rather from flawed assumptions at de-
sign time. In the age of generative Al, heterogeneous comput-
ing, and polyglot software stacks, manual, ad hoc reasoning
about security guarantees is no longer sufficient. Therefore,
there is a need to anticipate fragility, not just react to it. The
framework proposed in this paper is a small step; a lens to
view the hurdles and opportunities ahead, especially with
emerging computing architectures, such as GPUs and NPUs.
The next frontier of memory safety is not merely faster mit-
igation but stronger guarantees. Achieving this demands a
fundamental shift from fragile evaluation practices to sys-
tematized evaluation methodologies that make assumptions
explicit and, when feasible, enable automated fragility testing.

Open Science

In support of open science, we publicly release the tooling
that implements our graph-based exploitation model and the
associated defense-mapping infrastructure.

The released artifacts include (1) the formal graph model
encoding memory corruption capabilities and transitions, (2)
declarative mappings of defenses to the edges they inhibit
and the assumptions they rely on, and (3) analysis scripts
used to perform automated reachability analyses for fragility
and interoperability testing. Together, these artifacts enable
researchers and practitioners to reproduce the analyses pre-
sented in this paper, evaluate additional defenses, and explore
new deployment scenarios and threat models.

Our artifacts are preserved on Zenodo at https://doi.or
g/10.5281/zenodo.20315524, and on GitHub at https:
//github.com/adriaanjacobs/sec26-sok-fragility.

Ethical Considerations

This work is primarily analytical and systematizing in nature.
It does not introduce new exploitation techniques, vulnera-
bilities, or attack implementations. Instead, it systematizes
existing knowledge on previously published attack primitives
and defense mechanisms to reason about their security guar-
antees and fragility under varying assumptions.

By making defense assumptions explicit and highlighting
design-level gaps, this work may expose limitations in exist-
ing mitigations. We believe that such transparency ultimately

benefits defenders by enabling more robust designs, better-
informed deployment decisions, and earlier identification of
fragile security assumptions. Our framework is intended to
support defensive evaluation and does not lower the barrier
for real-world exploitation beyond what is already described
in the existing literature.

The released tooling operates at an abstract modeling level
and does not generate exploits. Rather, it evaluates the robust-
ness of defenses at the design level under varying adversarial
assumptions and deployment scenarios. By enabling system-
atic reasoning about mitigation fragility, this work aims to
reduce reliance on ad hoc security arguments and contribute
to the development of more robust memory safety defenses.
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A Further Mapping of Defenses

Table 6 provides an extended mapping of additional memory
corruption defenses to the exploit graph model (Figure 2),
following the same methodology as in Table 4.

B Defense Mapping Examples

Our paper primarily focuses on the motivation, construction
methodology, and utility of our graph-based model. This ap-
pendix instead shows hands-on examples about how to use
our model using the Python interface.

Listing 2 shows exactly how the EffectiveSan-bounds [70]
defense is mapped. Defenses are implemented as static or
class methods that declaratively specify which edges they
inhibit. They do so by looking up the relevant edge using
shorthand names for any source and sink nodes (' v_dp_reg’
and ' dp_to_oob’ in this case), and marking them as inhib-
ited. Any fragility query can now use the resulting Python
method to apply the protection of EffeciveSan-bounds to its
modeled set of defenses, facilitating composability for multi-
defense analysis.

Also note that each defense optionally comes with a set of
informative annotations, like a BibTex citation and display
name. We use these to automatically generate informative
summaries like Table 4, which ensures that the paper content
precisely matches the actual implementation and modeled
defense.

The method additionally contains a @threatmodel anno-
tation, which is simply a list of other Python methods (often
other defenses). These can be used to separately indicate the
exact threat model under which the defense assumes it is op-
erating. We take these into account during our automated
design-level fragility testing Section 5, to ensure that we only
find bypasses that fit the threat model of the authors. Note
that, in this process, we encountered many papers without
clear threat models, or that omit “obvious” assumptions like
the presence of non-writable code pages. We tried to be as
pragmatic as possible in this case, to maximize the relevance
of our results. Nevertheless, our model helps to clarify such
cases by providing a standardized notation and platform that
can avoid such ambiguity in the future.

Defense mappings are not only declarative, they are also
composable. Listing 3 illustrates this through the full Effec-
tiveSan model, which essentially consists of the -t ype subset,
the ~-bounds subset (Listing 2), with the temporal safety edges
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Table 6: Extended mapping of additional memory corruption defenses to attack steps in the exploit graph.

‘ Inhibited Edges ' Assumed Threat ‘

Attacker Goals Execution Control

Defense i Strategy i Category or Knowledge i Model ‘ Info. Access Arbitrary Func.-Gran.  Instr.-Gran. ACE
Disclosure. Control ~Computation | CF Hijack  CF Hijack

Baggy Bounds [5] | MSs | Spatial | 3 | 145 | |
Baggy Bounds (64-bit) [5] | MS | Spatial | 3 | 145 | |
PTAuth [78] ‘ MS ‘ Temporal ‘ 12-13 ‘ 134 ‘ ‘
PUMM [237] | MS | Temporal | 5 | 134 | |
CAMP [142] | MS | Spatial, Temporal | 35 | 14 | |
ShadowBound [243] | MS | Spatial | 3 | 1 45 | |
ShadowBound-MarkUs [243] | MS | Spatial, Temporal | 35 | 14 | |
ShadowBound-FFMalloc [243] | Ms | Spatial, Temporal | 13 | 14 | |
ShadowBound-PUMM [243] | Ms | Spatial, Temporal | 35 | 14 | |
DANGNULL [130] | MS | Temporal | 5 | 134 | |
Oscar [59] ‘ MS ‘ Temporal ‘ 12-13 ‘ 134 ‘ ‘
CAVER [131] | MS | Miscasts | 4 | 135 | |
Type++[17] | MS | Miscasts | 4 | DOE | |

TASR [25] | ToD | Code/Data Randomization | 6 CLK | O | v v/ v | v

VIP-CFI [105] | ToU | CFI | | &0+ | v v v | v v v
VIP-CPI[105] | oD, ToU | CPI | 5 | ®®= | v v v v v v

ARM BTI[12] | U | CFI | @ | ®®= | v v R
PAC-RET [11] | IoU | CFI | OCO0®: | " W OOD®:: | v v/ v/ |

Clang Standard Protection (ARM) [11,12] | ToU | CFI | @000 | O | v v v/ | v
CFA+ [8] | ToU, PED | CFI @ | Q- | v v s

Legend: CF: Control Flow, ACE: Arbitrary Code Execution, MS: Memory Safety, ToD: Isolation of Data, ToU: Integrity of Use, PED: Post-Exploit
Detection, CLK: Code Layout Knowledge, CCK: Code Content Knowledge, DLK: Data Layout Knowledge, MVX: Multi-Variant eXecution, CPI: Code
Pointer Integrity, CFI: Control Flow Integrity, DFI: Data Flow Integrity, v Attacker has achieved this goal.

@staticmethod
@citation( )
@threatmodel ([no_uninit, no_miscasts, no_temporal
1)
@prettyname ( )
def EffectiveSan_bounds (graph: ExploitGraph,
explorer: Explorer):
explorer.inhibit (
graph.find_edge ( , )
wfat

ntially lo

)

Listing 2: Python model mapping for EffectiveSan-
bounds [70].

on top. Composability is additionally supported by specify-
ing other defenses in the threat model, as shown for in Mon
CHERI [94] Listing 4, which assumes the presence of the
CHERI capability system as a platform for its uninitialized
read detection.

@classmethod

@threatmodel ([no_uninit])

@citation( )

def EffectiveSan(self, graph: ExploitGraph, explorer

: Explorer):

self.EffectiveSan_type (graph, explorer)
self.EffectiveSan_bounds (graph, explorer)
explorer.inhibit (

graph.find_edge ( ’
)I
‘ graph.find_edge ( ,
)
[ |
Listing 3: Python model mapping for complete

EffectiveSan [70].

@staticmethod
@threatmodel ([CHERI, Cornucopia,no_miscasts])
@citation( )
@prettyname (R )
def MonCheri (graph: ExploitGraph, explorer: Explorer
) :
explorer.inhibit (graph.find_edge ( ,
))

Listing 4: Python model mapping for Mon CHERI [94].
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